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# Update the content
$ git commit -a -s
# In commit msg dialog, add content like "Fix issue #235: describe ur change"

$ git push

7£ GitHub E3E3 Pull Request, HRINIRE, HEIGHEIFEIHTT Reviewo
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$ git remote add upstream https://github.com/yeasy/docker_practice
$ git fetch upstream
$ git rebase upstream/master

$ git push -f origin master

HERRRLSE

R BB SGHRIEE AL,

Built with mdPress


https://github.com/yeasy/docker_practice/issues
https://github.com/yeasy/docker_practice/issues/235
https://github.com/yeasy/docker_practice/fork
https://github.com/yeasy/docker_practice/pulls
https://github.com/mzlogin/chinese-copywriting-guidelines
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

$—& Docker f&7Y

AEGHMIRFEN Docker FYtH 5,

MART: A BABKRREIETF Docker Engine v29.x LA ERRAs, EFEEME, B Docker
Enginev29 2, EAEEMTEIHTET BRIAB A containerd image store {fENRGREFMRGI

(B1L1Z 4 classic store B&12 T8 graph driver fAR) ., XIMKEEFIRAILET Docker X %52
WE%B (Multi-platform) URBRHEHNERETEHIE (Attestations, SBOM, Provenance) B

IS FF IR E Mo

ETEAR
o REIFF

o I —MEL Web ABIF, HIRIREMRIE Docker BIRZIORIZ: MEBRE. BIT
%o

o 4= Docker

o 7148 Docker BUECIR. &R BHRBUKREL EMZ LA (Cgroups, Namespaces,
UnionFS, LAKz containerd 5|12 8Y/E#),

o T % Docker BINMAIA TIN5 AT

o NHALZEH Docker

o MELEGEMNRA, EiR Docker EEEIEE. RFFHAR. XABREFHTEHIEKXNR
o

o 1#it Docker £ DevOps. fHARSZ MBI XEIER.

>JB*R

BEAERFES], RRGRENS:

3

-

Em

1. ﬁﬁtp Docker E’JV'U*EEU M‘go
2. BAH Docker &R 7 M & SicfFH YL =,
3. BB ANA L INK, NEEBKREIREFT TEM,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

GFIE, LT VAR XA Z Ko

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

in

1.1 1R k=

AR : AT RGIETF Docker v29.x wE . R~EIFEAB nginx:alpine HBIGIFE N ETRA
&, EZEIR Docker Hub - nginx HaiARF A BhRZS,

ATRET—MERA Web WARIF, HIRREATE Docker WIZLARIZ: WRERR. iB1TAR.

4% Nginx + HTML {ERNIIEIF?

%3] Docker Z g, FNEREBATAXNMMIFERREGVIFEERN. Docker BIZLMEETF—
TIefREDRM. minEEMM AN LETERZS, VANTHSBERE—HM. X1
Nginx + §#75 HTML B9 F 2 PR AT 2R A, REREREIM T Docker TIERBI=MZOEL:

1. & EX (Image Layer) : i&@id Dockerfile {#RaN@iBN B T 2 — N EE S8 % T
2. $58#9% (Build): #1177 docker build, Docker 1E#E Dockerfile ZEMEEE

3. 22217 (Runtime) : 1813 docker run BEIAES], NAEBEIFFIRRMHIRS

Nginx @— MR ER. AT ZH Web RSB 28, FIXTXNFIFE, (RAIUENRT BIEE
Node.js. Python. Go HEMIESHIN .

1.1.1 #&HKE
BIEE— 1R hello-docker BIXHRE, HEHEPEIE— index.html X!

<hi>Hello, Docker!</h1>

1.1.2 485 Dockerfile

ERELKBF T EIE—1R N dockerfile (TL/ELR) I

FROM nginx:alpine
COPY index.html /usr/share/nginx/html/index.html

1.1.3 EES

A, BANZER, RTHEHS:
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$ docker build -t my-hello-world .

e docker build: ¥iE&<
e -t my-hello-world: QBFBENBFE (IrE)
o I BELTXHENHETER
1.1.4 51782
EANA NSRRI — N As:
$ docker run -d -p 8080:80 my-hello-world
e docker run: BITERS
o -d! [FRIBTT
e -p 8080:80:. IFTEEAAY 8080 i [IBRETEIR2EAY 80 ik
1.1.5 iRl

FTFEX 45883510 http://localhost:8080, 1REiZBEERZEI “Hello, Docker!”,

1.1.6 ;518
I ESE S

# BERIEFEGITHNASE ID

$ docker ps

# FIEER

$ docker stop <CONTAINER_ID>

# MksE2:

©

docker rm <CONTAINER_ID>

RE! (RELX5TR T %F—/R Docker S2hk. ## FHKiFH13E Docker I LELRHIRN T o
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1.2 +4 2 Docker

Docker BHJREAZE TMHEFAMXN AR ES R R, RTTFEMIZOER. SESEMIEIX
b BABMUKRDEESEFSMEE, TINRNIERAZE Docker,

1.2.1 —A)iEEEf#% Docker

Docker B—MREEBRHEMUEAR, CitNARFRAEKBIFERUSRITER—MUELRE
7T, EEMAMGEE—BOET. MRA—NEEPRIELL: Docker ZTFHE, MEEEREZ
F&EH.

AEEMRARZE, BYNERE—MRINEE —FTRANGEYEETANEE. FRNEEHS
i, f—zia TAEREEREH. SXBIHIARTTX—): TREEENZAA, SEEN
IMNEZRATAER, FILABRIMFRS TR RIS,

Docker fAIZEIBEZM: TILIRIIK B A Python. Java. Node.js T2HMIEZEM, £ILEE
B+ AMNKRBENTE, —BRFTER Docker 5%, FAIUBRENAREEAEHF Docker B9
28 Eiz1T,

1.2.2 Docker B M E

£&1A7, Docker fERNZBMAARPREENNTZ—: “EHA|=8_LBARAGERM! ~

IR

Python 3.11
Ubuntu 22.04 BITRM!
REhRZASBZE

«

;:Fﬁi$t% '/',,, .

Python 3.14 | .. ="

Ubuntu 24.04 ”
= —————» 1
HE TR A HO BITIER
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B 7 Docker:

H IR
al— MR
B —
JTC
/

ﬁﬂiwﬁ/
Docker 514 —

(BB —  » EETEE

1.2.3 Docker vs B
R NE—xi%fh Docker (7). “XAMEBEBNG? 7 EEXZE:. A8, MAEIEX.

RGN

EREPMVEACRENE —EXENEY, BHELET—MNEBNIRERS, BEZALKLEBETN
A

g

Docker B2%
i Docker B2sAMN AEIZREITTFEENAZ, Res&EBCNAZ, tEEHITESFEMN:

QDocker
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KB

A Docker 38
BENEE TR
HESH MB 2R3

4RE BirRE

PR &S HIRRIRES
BEHHE aisf7 EFA

EEZERAXTELIKERE. EPNERS MARMEE—FIRIIFNE FE (BEECHE. KB
24t), MARERAREER—RQBRENAEHEE (REMENKERYE, BEZBIHRIL),

1.2.4 Docker M AR EM

Docker f£F Go IBEEF %, EF Linux RIZEILATHEA:

e Namespace: SLIZFRFRE (HIE. WE. XHERAFE)
e Cgroups: SEIZREMREI (CPU. WTE. 1/0 %)
e Union FS: SCI3E7EA# (40 OverlayFS)

INRIRITXERERARNE, IR BHEEEILS T,

Docker ZBHRi#H

Docker NKELIMEAH T ZxiEH .

Built with mdPress

EREI
DR
GB &5

BEAEHFE


https://golang.google.cn/
https://en.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://en.wikipedia.org/wiki/Union_mount
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Timeline
containerd + runC
(T7E)
LXC libcontainer runC
(2013) (2014) (2015)
| oci
| Rk
e LXC(2013): Docker &#]&ETF Linux Containers
e libcontainer (2014, Docker 0.9): Docker BB 2Rin1THT
e runC (2015, Docker1.11 ¥%&): #8fksa OC| Bt ERZRITITHS
e containerd: SRARETH, EERSEMARR
QDocker’;’EW
runc =— " Linux 88 <17 L AT 1R#E OCl B8 iz{Ti eI EMIZI TR 28,

&/ \IhRESR.

containerd @—1<TIFIERE, &

1.2.5 Docker AR 54

Docker &4 dotCloud AN FBIIE A Solomon Hykes 7£ % [E HA 8] & &Y —

2013 & 3 B LA Apache 2.0 UMY IR,

Docker BNk BHFZ:

e 20133 A: ARERH

e 2013 £fFJEK: dotCloud ABIX%E S Docker, Inco

e 20154 R HAINAE 288X (OCI),

o F%: GitHub MEEE 7 FE4R
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EEASEMEYN, RUHTEITREATESNERRGRN

T REREHE, F
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Docker IR INETH T BN ReESH LR, BET Kubernetes. Podman ERZHEXIEB, £&
IANA, Docker RAMITRIAANERALTE, B2 UBRBAMNRAEEGNTATRTEHEMNA
EMeeFEANIRETR
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1.3 A+AER Docker

EEIE “Nft4H Docker” Zal, EHEBLE—NEA: RESELEHEXLETR?

1.3.1 ;&% Docker Byttt 57

7£ Docker ML Z A, MHEFRMEHEEIREESHRFNET. HlILEREEUT=ZTHEENRERT

BR—: “EIEEmR_EPARAkER"

BAATH 5:00

F— Fx#&E: RBERT, Autlided, B! &
— BE—2L 9:00

| b st XA THEEE AR R UE"
L— FFR&E: "AOIRE, TEFERAN -AARRREEAM....

EEHY, XNEEEEHUTRESH:

e Python/Node/Java lRAsF~—3K
R ERR AR —E
BIERREES—
REMIETESHIRE

B, BT RFAHIE T XXX

BRZ: KRRENEY

HAENR

— Day 1: $HEBRN, FCIFIR

— Dpay 2: % FECIFIR, BEEE

|— Day 3: A ARRIFE

|— Day 4: [AIEEBEARHN, ET

L— Day 5: &TFHMERT! BFRMERTA.....

BR=: RSHBITBEHTIR

B4 "B EERS TR EIRSSE"
F&: "IHARSS S ERIECE SKASTERR? "
i "YHERE— 1 ELBERMNEEEM..."
FFEA: @
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1.3.2 Docker d{aIffRX L a2

Docker WHI A ERRIFR M T TXHBRG R, ©EZ “—RWE, FRET BROER,
MIRZS ERRZ 7R B A o

BODES. —REE, BIETT

Qs  Docker & | — JAEIARIE
T spiE
F&E L T PR
sAE
RIRE RIS

1.3.3 Docker B9\

PRT R ERFER, Docker BB EZEENRAMSE, BEFRE—XM. WREH. SHHNER
FAF.

1. FFE—5u4
Docker 58 81& TNRIETFAEMN —: RB. BT, RATH. E. BB, XEKkE:

o [AARIMRMEFIFIRTE—H
o AFZEE RN LEER" pEHE
o WHMANER, —FKenSBERTIFARIFER

## MEENRE—K

$ git clone https://github.com/company/project.git
$ docker compose up

## STV RIFRMAEST T

2. PMRBTh

RREMBEIRE/LD T (5ISRIERYE), M Docker RBREBEERFE INEE/LBEW,

EELRNEIE:
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BIRE RN Docker &8

TRYE ~60 7 ~0.5 #
MySQL ~90 ~3 %
2% Web W ~120 Fbh ~5 F

XNEBWUTHSELHNEE:
o CI/CDfi/k&k: EXMETENSH, —REFRTRME/ /A
o WM R MESIENBERERZENE %34
o FRHW: REREZIRSHITIAIR

3. BEME

Docker RBFHEEBEENINZ, TENETNABITEBWNIZERS, U—8 64GB NEYIERS
28l

o RRAEMNAR: BTEMIEBEECTENRERS (B1MFSMSBM 26B RAE), =E
RERRFHE, KRB TYANAEEIEL 18GB,

e Docker F%: AREXHEBENAL, IFMHRIBEMASH (0S M51%L94GB), A
A4 60GB BYATF 2 BB T SRFR Ao
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Docker A% [ _
ke EREMNFRE X
YIRS 28 (64GB HTF)
3 E4
B4 4GB OSK5 | £ E YIIBARSS 88 (64GB MW7)
\, T4
A FARZ FA7Z: £ 60GB AR AR £9 18GB
e & 208 5
(RFRE)
e Py
(RFHER)
i
(RFEHER) =
4, FEEAIERE
Docker 5252 DevOps HIT{FiAE:
HREBIRE EEMIR R B E <
(Git push) (docker build) (BHRABITNIR) (BERRENEH)

fEF8 Dockerfile B X BB WETIE, F1F:
o MEIIIE ATES. AHEM
o FRIAZBEMRILER TS RERIHRE
e {4 GitHub Actions 2 Cl RZSL M B hL
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5. BHE%
Docker BJLAEJLFAEfAIF & LIETT:
o [ A#FFAH (macOS. Windows. Linux)
o Y4 AEZT (AWS. Azure. GCP. FIEL. BllE)
o [AME=MBEEKIEDD
o [4i05%%&H loT
E—1 5%, EEAGETERB—N. XiLNAIBEFRFRENER,
6. MRS RN ER
MATHARSS 2R L FEB KRB 285 Ro Docker ILARETLL:
o [REMRS. STMRSEBITEMRIAEFR, EAFH
o MUY MNRSHHS, mEeERy BH
o JRIEPE:. BH—MRSFEIMEMARS
o BARZE. FRARSHTUAREESHIESR
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GFEEE RN
NEE
FmA 28
(Node.js)
AP| 5238 Worker A28
(Python) (Go)
Redis 28 PostgreSQL & 2%

1.3.4 Docker FESHIT=
ZEINA, BREREZW, Docker HIERH, UTIA=RAIBEARANES:

o FERLFEENGR. FRAEBENNZ, RBUETMEDM. NRFESTAZEEHN
B3, EMRTEEER S,

o RERWHAZNGR. FREABINNZ. MRNAFEREMAHIRIZRIZEIR, AI5E
BEEMo

e Windows FREMNA: B Docker 3% Windows 28, BESARU Linux B, E4
Windows MR A25 LB Bkt

o KEMNHM: Docker TEH MRS N, FH GUI MANBRILRART, BEEENMER,

1.3.5 5SEGEMIBN LRSS

KT AR5 EHNBNFMIFEIILL, 15207 1.2.3 Docker vs [l HEIFTEEER, SEERYL:
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MEREEESR: RN 5-20% BOMEALIRGE, TIZSEBRRAETEAE,
BEGR: Docker BREAHIRS. CI/CD. FLIE; EMNEASHA. BREBERY

=1
2o
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FE/NG

e Docker B—MREEREMLEAR, ZOMER FR—HH
o SEMNMELL, Docker BRE. BERE. RFEFAXER
e Docker &F Linux N#ZBJ Namespace. Cgroups #1 Union FS R
o Docker #5h T B8R ARREN (OCI) MESLE
Docker B9#Z O ER LUA—EIEMRE: IEMNANFLR. Wik, BERKE—H, AREARESHERR

B¥E, £EIANN, XTFURREFLERR, Docker EEFRE “BAREFE MR, ME &
Bk, TiLfrZEailn. k. SHERERAAE, EiE Docker BEEILIMN TIEESY.

J RSB ASOHEI? IR Issue 5% PR,
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FEEPR

hxZsiiBl: AERASKRRFIET Docker v29.x /5. HREMEZEXTFIEERE A XEUMIAE
#1A] R hRso

Docker B F=1EAHZ:

o SRR (Image): Docker RER—MIHKNXMGRY, FRTIRUBBSITNMENER. E. &
R BESXHI, 2EET -LEANETREEN—EEESR (MERE. FREE. AF
F)o FEFTESEADSHIE, ERTENEZ GRS,

o 8% (Container): $Rf& (Image) F1E 2R (Container) KRR, MEREMNRIZFIKITHHY %
Mz —#, REESFHSNEN, FBRBRBPESITIHNLME, FBAILUKEIE. Boh. =Lk,
kR, EHiEZ,

o BFF (Repository): FHREMERRE, AIURRZNEHBIENLETT, B2, MRFER
HERSHLEAXMER, RITMEBEE—EPHEHE. D RBEGHARS, Docker Registry
MEXFENRS.

BT X=1EE, #MIEMET Docker FIEENEasEH,

e Docker iE&
e Docker 528
e Docker BFE
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2.1 8%

Rz BE: AT RGIET Docker v29.x RE ., REHIFERMSEEITE (40 ubuntu:24.04.
nginx:latest) JUETLAR, EiINEF Docker Hub BN B EME /5 I EBIA R EH ] BARZS.

Docker IRIZMEANBRZTHERG, HIQIHESHMELINBIEXRER, ATRRANRIVRERIZAR,
S#BERFENXR. ABHMRURZ OIS EFEH

2.1.1 —AIEERHREE

Docker REZ— 1T RIENERR, BETEBITHAMEN—): KB, BTH. E. FREEM
BEXMH. MRA—IELL: FBEMER—KINE 1S0 X, (RE]LUBE—KAETEREEM
ERERY, MARKTIFIWENR. A, —PRETULIESINER, MREESEFRER

a~
o

2.1.2 RESERERFNXR

HAERE, BRIERSD N R& 1 AP ZE!:

AP =iE

NMARER. THE. E. BBE
Xf...
(X EB 2 ¥ FT B X Docker
HBR)

Linux 1%

ARHAZEENHAZ
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MF Linux TS, ABHESER root XHEFRFRIBHEBAFTEIZ. Docker g AR LE
— root XHHRS,

Bl40, BEAIRM ubuntu:24.04 BE T —EFTEM Ubuntu 24.04 &/NR KR root X RS
AEE Linux A% (AARSBEZBEVHAZ).

8

2.1.3 FERESMHA?

Docker &R —MIHHIXH RS, BE:

AR Nl

B N A i EISCf. Python/Node fi#fRes
BESC i libc. OpenSSL. EfpfkigizZE
BBt nginx.conf, my.cnf %

HRTE PATH. LANG &Fi&(E

ToE B, B2EHO. FREEX
KBRS

o BB AW

o [5G FOE SHIE

o [ BeMERE ABRAHE
2.1.4 D BEFME:. FHEMNZOMgIT

BREHD EFENEIZ Docker IRABIFTEREZ —o 18id Union FS 5K, Docker BESERHAA
EMEER R,

ML RERE?
E£EINR, PBEEER Docker RIGEHNIZITZ—0

RigfrE=1NA, #ETF UbuntuizfT:
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ZHEAR (FHEB) 2it: 1.56B X
Docker AEA &it: 620MB

WAEE) = App A

Ubuntu 500MB
App A 50MB App B 30MB App C 40MB

App B

Ubuntu 500MB
y
Ubuntu

(#*=) 500MB App C

Ubuntu 500MB
SERMEITIERY?

EZA N EMWARESEM Dockerfile REERDE:

FROM ubuntu:24.04 # % 1 R BilRS% (49 78MB)
RUN apt-get update && apt-get install -y nginx # % 2 BE: BEHZES|HZE nginx
COPY app.conf /etc/nginx/ # % 3 B SflREXH

XERHEE apt-get update # apt-get install BIER—T RN E, BEMEEEFESHERS
HAo

i

R RRIRREN
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% 3 |2: COPY app.conf (R
%)
— EHAINBE

% 2 B nginx REXHS5E
=5l (Ri%)

% 12: Ubuntu E RS
D%

/N \)

~ EiREE

o)

B—ENRR:

o % METMEAREEN
o AHE: ZNREAUAEMEENE
o BEF. RLUNEFZENWE

DEEMHERN “FBH

) EERIRE: ERX - UEMeERZBRERnGRS. XBRE: 8—ENXHELE
HICR, B BEFRERRIRE, FEREERNEGER,

## FEIRTE X

FROM ubuntu:24.04

RUN apt-get update

RUN apt-get install -y build-essential # RERFTE (49 200MB)
RUN make && make install # YRIENF

RUN apt-get remove build-essential # NEMRRRETA

##t ER: FBRINAESE 200MB WRIFTA!
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w4 [EHMCE

FROM ubuntu:24.04

RUN apt-get update && \
apt-get install -y build-essential && \
make && make install && \
apt-get remove -y build-essential && \
apt-get autoremove -y && \
rm -rf /var/lib/apt/lists/*

## ER—RTHARE. R, FE

2.1.5 EBRHREGHNWRERE

# BEBRGHHE (BEROWRIER)

$ docker history nginx:latest

IMAGE CREATED CREATED BY SIZE
a6bd71f48f68 2 weeks ago CMD ["nginx" "-g" "daemon off;"] 0B
<missing> 2 weeks ago STOPSIGNAL SIGQUIT 0B
<missing> 2 weeks ago EXPOSE map[80/tcp:{}] 0B
<missing> 2 weeks ago ENTRYPOINT ["/docker-entrypoint.sh"] 0B
<missing> 2 weeks ago COPY 30-tune-worker-processes.sh /docker-ent.. 4.62kB

FEXE. docker history BB HEGHIMIERNE, & CMD. ENTRYPOINT. EXPOSE. STOPSIGNAL
XL o MEFERRBRILETIE, HAERTHE T NNXERAEARNR; EELATENEEE
RUN. COPY. ADD FHRHIXHLT k.

2.1.6 SREWIRIA
Docker &8 TR !
1. FEE RS

BRI [OEMI/ 1 OER [ 1]
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registry.example.com/myproject/myapp:v1.2.3
## {85 (fA Docker Hub)

nginx:1.28
ubuntu:24.04

# BEANE (BUAER latest)
nginx # ZRETF nginx:latest
2. §8f% ID: Content-Addressable t5iR

BTREE—TETREITENME—ID:

$ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
nginx latest abbd71f48f68 2 weeks ago 187MB
ubuntu 24.04 caz2bof26964c 3 weeks ago 78.1MB
=4
3. RIGIRE

BRABIITIR, BTHRIENER SHA256 167

$ docker images --digests

REPOSITORY TAG DIGEST IMAGE
ID
nginx latest sha256:6db391d1cOcfb30588badbf72ea99940412764184d8b8d10d89e8a9c6... abbd71f48f68

¢ EEERWN AEFMRERRGREMIMIE, RANEAUKES, BERERFTER,

2.1.7 SRGHKIE

Docker $R& R LUET AT 75 TUIREX:
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AR

M Registry HIEX
M Dockerfile ¥
MBBRER

MXXHEFN

A

EANA

BE X 55
RERRRT (FHEF)

BT
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2.2 /g%

#2832 Docker ImAWIZL, BNAKRMRETHHE, ATRMERNER. SEMIINKR. 744
BNHIUANEGEAREESSE, £EFT Docker A28,

2.2.1 —A)iEIRE RN a8

AREBHRGHIEITEG, MEBBEGRILERER, BARBMEHE. AERNREEHARENR
Y EEBEAk (Class), BEREWR (Instance),

o —PMREAILIBIEZ A
o BITASHEEMIL, EFRFMW
o HaRrILUMKEIE. BEb. Fik. BkR. &

2.2.2 BE3HNER

¢ EEINA, BRX—SZIEME Docker XHE: BEBNERE—MIFRAIHZ,

BEHE (EITEBENAZL) e
= F
< JRITHARE A] B :
« HERARTS
o JRI7RLRIFIR . ;Z;g}é IR
IR RGE .ﬁzyﬁgé
° ?Ekﬁﬁi)*' §IEI_] ~F R

XFRPEE EEiET Linux %A Namespace S, FRIREIERES cgroups it s, EFERMA:
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o HIEFE: BREAFIBEEN LAIEHMHIZ,

o M. EIAMEERT, e BEHEMIINMEGRRZTIE, HAJ9B IR IP; 8 host 5§
container: FFRETLBT ISR,

o NHARY: BEHBINIUIA root HR.

o AF: BINBERT, BN root IR uid 0, EEFE RFEZIR capabilities; INREH
userns-remap ¥ rootless FAHI, ESH—F G HEEN ERIRSPERF,

2.2.3 B2 vs B BOXR

RENFEZREDSRMEMN. EERB—KERNA:
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Res FIERBHEBINAZ) B (81 VM iz1752% 0S)
N2 NEE
App A App A
App B App B
REE Guest OS (SEERZ)
Container 1Y F3 Guest OS
Container X F3 Guest OS
Docker Engine Hypervisor
Host OS Host OS
Hardware Hardware
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i B BRI

] BRIFRAR R EEIMELR (Hypervisor)
(Namespaces/cgroups)

Fa R ] BB S

FRE A BB EEES

EITFF EEEEERE B EESEMLTF

P HEEEHA & BRI

2.2.4 FBENERE

EREBNEEENSNFRENEACNBRORUEXEE, AFENLRBNTSRUR

Copy-on-Write ##l,
REE + ABRE

HRET1THY, Docker ZERBEHNRAREZ LEIE— AIBRE (REEFHER):
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AR (FRE)
ARETITHEE, ERXH

T

HREENE (R

BEENLE (B

wEE1E (R)
BhitiRGE

Copy-on-Write: BE &
LR TEERMIEGRBEPII R :

1. Docker ¥z &l 2| B23FMEE
2. ERBEFHITEHR
3. RIAB B RIERT

BEXM: BEEMREERR (HE, %0
et ERTBER, AEEN (REXTAREFIEN)
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\ RBREFHEENERER

ZERIEA: XERMTFREZHRNN! FREEESAREGNARRE. FEMHER, BEMK
7!

## OIERE, SR

$ docker run -it ubuntu bash

root@abc123:/# echo "important data" > /data.txt
root@abc123:/# exit

## MIRE2R

$ docker rm abc123

## BIEET ! RAEEADERE!

IFREVBEF AN S
128 Docker R{ESLEL, BBFMHENIZEFT TRE. FEFAUNEBIER ZER:

A BiEA ERTR
¥iE# (Volume) Docker EIRRVTFfE BIRE. NRAE
#E#EH (Bind Mount) BEHEINER FF &R H =S

#4 ERNIES (8%)

$ docker run -v mydata:/var/lib/mysql mysql
## (ERYEER

$ docker run -v /host/path:/container/path nginx
XEMENES SRS RREFER, BESABIN, HEEF, BAEERMFMER.

2.2.5 BRa3 A ERE

EREFIBNVEG AN FEIEMIAI Docker NAIEEEE, WE 2-1 iR, XBEARESTE NG
#. iz17. HE. FLEMMBRAEE; Docker CLI HIARIBEER ! restarting. removing. dead FIK

y[A%Ye]
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docker create

docker start

/

docker rm  docker stop  docker pause docker unpause

docker rm

Deleted

docker rm

2'1: g%%ﬂz ﬂﬁﬁllklh\l)lbﬁgl

FREMARSLWT:
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## IEHBEDAE (REMH)
$ docker run nginx
#H DTIRME

$ docker create nginx # RiERR (FBEE)
$ docker start abc123 # BEhER

## EILREE

$ docker stop abci123 # BHEELE (RiX SIGTERM, ERFFAIX SIGKILL)
$ docker kill abc123 # SBEIELE (BiEAX SIGKILL)

# HE/ME (RER, BENER)

$ docker pause abc123 # HERBAMMETHRE
$ docker unpause abc123 # &

## MIBRERE
$ docker rm abc123 # MIBREFEIENESS

$ docker rm -f abc123 # REIMEREITRNE S

2.2.6 ARSHENXR

BOBES . BesVEmERE = #2 (PID 1) A AR

## THIZIETT, BEIBIT

## THIERY, BRELE

BN A:

# XNBRR2IEBY (bash EEWMAFREBET)
$ docker run ubuntu

## XNRBHFEET (EA nginx $&1iE nginx ERIAIETT)

$ docker run nginx

AR SE EaIBTET.
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2.2.7 RERRE M

—

Docker BZ#5@id LA Namespace SLIFRE

Namespace REAR MR

oI 72 1D AeRA PID 1 BNA#HE, &
FENE ENEfFHTE

NET P4 IR RILE R, 1P k. O

MNT X ERS IR IRE RANEH R

uTS EFHE IR FEMN B MIHZ

IPC HAZENEIE HMUMNESE. HEMNT!

USER BF RIZRIFB A4 ID

RN T #R? IBFEIREERI - 85 B = (A,
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2.3 B

WRARBE: ZTHRHEIETF Docker v2O.x M ENEEGMEARES., mHIFWRAS (A0
nginx:1.28. mysql:8.4. mysql:5.7 &) AEREAR. EPrEABTEIAIR Docker Hub B T
AR R &I & R T IA R o) BARASF AR,

Docker Registry BiHRE 0 R M EEAIZOA L, ATIRETEE Registry WEAREERS. AHEMMBERS
A%, UNBENRLEIE,

2.3.1 —aiRERfi# Registry

Docker Registry B7F 153 & Docker FRHARSS, M FHIBHY GitHub SHEEER npm,

BEMERRE, ATUEHFINSLEET. BNRFEFTHMERSHE EEAXIN RS, MEE—
EPFEM D 2RSS —X7LE Docker Registry,

2.3.2 OB
EAGR(FER Docker Registry, BAZEEIEEFE S5 GE (Repository). 15% (Tag) ZiEMIX Ko
Registry. €F. IREHNXR

Docker Registry FHR] LAE1 & % > Repository, & Repository BILAE & %1 Tag. WIE 2-2 Fr
T, efflZEEEEMNERXR.

Docker Registry (4 Docker Hub)

Repository () : nginx

et (tag) :alpine (tag) D

Repository (&) : mysql

B
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2-2: Registry. Repository 5 Tag WEHKXF

BREBEARZEEIT:

B iR ANl
Registry FHERIERIARSS Docker Hub. ghcr.io
nginx. mysqls
Repository () B—IHRGEES
mycompany/myapp
Tag (#R=F) CERBIMRZASFRIR latest. 1.28. alpine
FRRISERERTR

— 5B Docker 3R 2 FRE Registry ik, AR R/AARR. CEJINITIZAR. THRESRE
BFRAE SR EIRE. BEARINNT:

[registry 3t/ 1 [BFRB/]BEZ[HE]

]l

## STERRI

registry.example.com/mycompany/myapp:v1l.2.3

|

| | | k=
| | L— 6FR

| L AP/ ER%

L— Registry it

## Docker Hub BA#HG (& registry MARFR)

nginx:1.28
ubuntu:24.04

## Docker Hub FFPH&
jwilder/nginx-proxy:latest
## Hfth Registry

ghcr.io/username/myapp:v1i.0
us-westl-docker.pkg.dev/my-project/my-repo/myapp:vi.0
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¢ BERT: NRFIETE Registry #utlk, BRIAER Docker Hub, WMIRARIEEIRE, BIAER

latesto

2.3.3 A%t Registry fRSS

A Registry RS AALERM T EREIRGREVER. HPREBHZE Docker Hub,
2RINB Docker Hub

Docker Hub 2R ABIAE Registry, 2 Docker BIZRIA Registrys

R

o WEAEEASER (nginx. mysql. redis %)
o REWRFALUBIEATFECE
o RENMAKFEICIE 1 MABECE, FEeEEXREZIECE

## M Docker Hub HIENsE&

$ docker pull nginx # BAER
$ docker pull bitnami/redis # B=FHEKR

## HEX$E%ZE] Docker Hub

$ docker login
$ docker push username/myapp:v1.0

Hth/A Registry

B%7T Docker Hub, ®HUTJLMNE WA Registry:
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Registry sk BiEA

GitHub 121, 5 GitHub

GitHub Container Registry  ghcr.io )
Actions SR

Google Cloud Haitf#EF; %

Google Artifact Registry LOCATION-docker.pkg.dev TSR gor . 10 BAEE
Quay.io quay.io Red Hat fEfit
FIESBREGIRS registry.cn-*.aliyuncs.com EA AR R
BR=ARRERIRS ccr.ccs.tencentyun.com E A ER

Google BJ Container Registry BIEFH TR T4, HFINMEEEA Artifact Registry; IR EL&5E
E %, EB93 ger.io MBRIFREWFIRAE Artifact Registrys

2.3.4 REINER

HTFMEER, EEREEIHR Docker Hub AIRERTRIE. PILUEZE $HRIGNESS (Registry Mirror)
RIET#, FEBERGINT:

// /etc/docker/daemon.json
{
"registry-mirrors": [
"https://your-accelerator-url"
1
}

FHECE AR SE HAIIREE T,

| EERE. REMESNTAELETN, ERAMENTIHESTA,

2.3.5 FA%F Registry
HEFLeMEARNERE, DIEFFEEEREECSHNTAE Registry, UTE/LMERNEESZE,
B 7 Registry &

Docker EIRMET registry &, mILURERZEFAE Registry:
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## BEI—AH Registry
$ docker run -d -p 5000:5000 --name registry registry:2
## WXRBEIAH Registry

$ docker tag myapp:v1l.0 localhost:5000/myapp:v1.0
$ docker push localhost:5000/myapp:v1.0

## MZSH Registry HIBEY
$ docker pull localhost:5000/myapp:v1.0
EAVRRRRTT S

B 77 Registry ThEER A&, B IFRERUTAESE:

ol 3 ST
CNCFIE, Theeem (AR EE. KAEE.
Harbor
HBEER)
Nexus Repository SHEEZMEIRIER (Docker. Maven. npm )
= HRS PTE = ACR. B&ilx TCR. AWS ECR %
EEBN:

o /AR AILAFTHE S Registry, B8RRI

o i AAIHFRA: 7 Harbor, ThRESeER FFRERE

o BEFRATRS: BIZEHAL] B8 Registry IREE&E L
2.3.6 SRIGRIHEIXFNRIEN
SR EEEAHEX (Push) FOHIEX (Pull) 2 Docker Registry BIE 7SI,
SETFERE

SNE 2-3 Fiim, RIEMFRIMERGHEIEE Registry, BREFIFFAEFHIEIT.
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FFEEN 2 Registry FrRSER
| | |

docker build | |
R |

|
docker push ——— P |
HIXRE | =iEEE |

A

docker pull |
HIENR & |

|
docker run |
BITRE |

B 2-3: RGME. HESHEURE
BAGS

## BF Registry

$ docker login # &R Docker Hub
$ docker login registry.example.com # EFFREHfh Registry

## IR

$ docker pull nginx:1.28

## IR CEEHX)

$ docker tag myapp:latest registry.example.com/myteam/myapp:v1l.0
# IRRE

$ docker push registry.example.com/myteam/myapp:v1.0

# B

$ docker logout
2.3.7T HENRLM
EERARBERNEIFIBERE, R2MEFATRMNERILRT,

ERAEAHRE

Docker Hub (WE A $5& (frE  “Official Image” #RiR) £23d Docker HIPAEZ, HEWNEL L, =
T
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## BRHEGRA

nginx # BA
mysql # BA
redis # BA

## B=AHEG (FREETMENEE)

bitnami/redis # A\ FTEF(E
someuser/myapp # A TEF(E

REEZ

LRI EHETFER Sigstore / Notation ARHITIRGE R 5%, Docker Content Trust (DCT) BiF
ANFRME: 2025 F 8 A 8 HEE&E M DCT EZIEPFAIRLHA, 2025 F 9 B 30 HEFRREEH
Registry 5 DCT, 2028 £ 3 A 31 B2 MibRLtbIhae. RENEAFIEHZ,

AR Cosign MARIBERMEEOIREFIECE, BERAIMEHENIRAVTR G,

# EE—MRE SRR &ML

$ export IMAGE=<{REYBE&Z>/nginx:1.28
$ docker pull nginx:1.28

$ docker tag nginx:1.28 $IMAGE

$ docker push $IMAGE

## EHEREH (REM cosign.key / cosign.pub)
$ cosign generate-key-pair

## £ Cosign ¥R 5WIE

$ cosign sign --key cosign.key $IMAGE
$ cosign verify --key cosign.pub $IMAGE

p o RGESE

## f#F Docker Scout IFEHRERHE
$ docker scout cves nginx:latest
## /A Trivy FFEIER)

$ trivy image nginx:latest
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FEING

TENAT Docker W= MO =&, BHRMECE,

B BER

wREHEfA QEMNBER, B2 TMEN—1]
SEEME ZEEM, HEEME, TETIE
iz WEEAREEN, RIE—EHE
EaYBERH BIPRRIERZBARIE, FRUIMATR
AREf4 RGRREITRA, ARERBHE
A28 vs I HE=NZ, BERE, BREMIRGES
FHEE RIS RREAZEMERTIER
BHRIFAL &/ Volume 3% Bind Mount

Edn R 5E3##2 (PID 1) 48%E

Registry FHER D R RERIARSS

€& (Repository) BE—IHNREGRES

7% (Tag) FRAARIZ, BRIAA latest

Docker Hub ERIARY A £ Registry

FAH Registry A RERfER, #E7F Harbor

IMEREL TR T Docker W= MzES: B&. B NekE,
T3k, LTS 23 Docker, ThFSLE!

7 EMEIRRAMOHERIN? IR AT Issue 5 PR,
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—E &3 Docker

Docker Engine EE4&2{# stable M test M NEFMINIE; test.docker.com MAMWIHINE, EEFIL
WmIIE, FENEZRTEFFR,

EANLE EEIMIFIE THZEER, XBEFENZE Docker 7 Linux. Windows 10/11 F macos
%,

TEHNEFEIER
EAHBER , EBBENFREU T RAEMNERERENTEASR:
4 FTIFIE vs FFRIFIE

EFHR (BRS52E0E)

o AEMEREA APT/YUM JRZEE (Ubuntu. Debian. Fedora. CentOS)
o B RBEAREEMN. KRR, RSB
o TEPBFEIHZ L, BXM ‘B BESGHN—CMRNEFRARE T RE M T4

FRFR (&N, MiXARSSES)

o FEAMABENRENUERREERE
o MNRIFAARELF, EFMZA (get.docker.com) EEREFERVIEREF

o ERAFIER: X—F—EBENFEER, SNME RIS ERMIAR

BN PR AEIN
BEREENE, BN Docker BHREERIE, B

o RETRE. HAMNER. BAFERRKRIR

o SRIGHIEY. LEFTTM/SECE Docker sGNNI (¥ 3.9 HENMESE) , X—FIWHHEHLN
FIRARRAE
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WHIR

e Raspberry Pi/ARM & [l 3.5 Raspberry Pi

o HLRIFIZ: D1 3.6 Linux BE%TiE
e macOS/Windows: Docker Desktop BREH#HFEMN—IL ARG E

HH=REIEE
e Ubuntu

e Debian

e Fedora

e CentOS

e Raspberry Pi

o Linux BATE
e macOS

e Windows 10/11
B R
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3.1 Ubuntu

Ubuntu & Docker s B BMIE1TIFIR Z —o ATENABIURETE Ubuntu R4 %% Docker, FHAC
B ER RGN,

At 4T APT BREMAEM4?

B Docker ENRE T EREMLEMA (get.docker.com), BEZEFEFZIFERBRIIETFET
Docker E5 APT BERE, RREWT:

o IRAEEME: BEIAPT CERER, AIUGEREMAFZRGE—FAR. BEIRMBIERE

o R2FEW. Docker EFCESIFLELRBMRANRERBE, EFKIALF

o —H: FI\ERSMUER—hRA, #% “EHAINB LRILUEIT AR

o HIFETE: APT BBEERRSNTVEEMAMBEXXM, MARENBETERBIR
INRMRRAZBBREZI Docker, MIRRFKBNM; E—BEHNFATLHE, APT REERAE
o

& YDESBEE Docker APT JRRVIER FEIZFER apt s %% Docker,

311 E&TE

EFHAREZH, BIBEWARSIRAREHEER, HEEAMEFIENIBRE,

RAER

1RYE Docker BRI, WATZZIFH Ubuntu 64 IARAEIE (BENET LEXHS ) :

e Ubuntu Resolute Raccoon 26.04 (LTS)
e Ubuntu Questing Quokka 25.10

e Ubuntu Noble 24.04 (LTS)

e Ubuntu Jammy 22.04 (LTS)
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E4& . Ubuntu 20.04 LTS BEA7E Docker HeiZ#F5I&RFP, FENBTFHHE, XFMHEET
20.04 NEF RS, MRRFALKE) 22.04 LTS 8¢ 24.04 LTS; HIFEEART T, 8@ Ubuntu
Pro FREUSERZEEMNYT BLEHF (ESM), BXHFKZ Docker B ZIFEFE,

£ Ubuntu LTS kixZs E, B &1 Docker x#F amd64. arm64. armhf. ppc64el. s390x & 5 MNF
&; MIE LTS ARAZIFM TS BERLD, FY, LTS IRANESFHKE 5 EMARLIPLRE, XENRAS
RSB RKIANZT2RE, BEEFIFEPHEFER LTS ks,

ENE B kR s
Docker B 77 BTN E AJREARBIIFE IR &L

$ for pkg in docker.io docker-compose docker-compose-v2 docker-doc podman-docker containerd runc;
do

sudo apt remove $pkg;
done

3.1.2 5 APT &3

TR BB, HES Docker EFEARR!

$ sudo apt update

$ sudo apt install ca-certificates curl
$ sudo install -m 0755 -d /etc/apt/keyrings

MREWANBERZ LR T REENRGERG, UERESBEREN urts BURE; FRIABINMTU
Docker EAEENE,

ATHIANFF T HRAENEZEYE, FEMICESRER:

$ sudo curl -fsSL https://download.docker.com/linux/ubuntu/gpg -o /etc/apt/keyrings/docker.asc
$ sudo chmod a+r /etc/apt/keyrings/docker.asc

FAISTE apt ™00 Docker €%

$ sudo tee /etc/apt/sources.list.d/docker.sources <<EOF

Types: deb

URIs: https://download.docker.com/linux/ubuntu

Suites: $(. /etc/os-release && echo "${UBUNTU_CODENAME: -$VERSION_CODENAME}")
Components: stable

Architectures: $(dpkg --print-architecture)

Signed-By: /etc/apt/keyrings/docker.asc

EOF
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MNREFEENIXINE, A4 components: stable BN test, LKA test.docker.com BIZASTEMN IR
IRIZIOUE,

B3 APT 877, H%R%E Docker Engine & CLI it :

$ sudo apt update

$ sudo apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

3.1.3 A EIRE

ENAHALKIFER, Docker EFSIRM T ERRLEM A, EEHABHIAENECIFNEFIFRIR
HEREFTT

EEIERITET, BT --dry-run FREHIZARN(E:

$ curl -fsSL https://get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# ERENHE:
# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

HIIATIRG, BHIT sudo sh ./get-docker.sh ZEIRTEM.

3.1.4 |35 Docker

$ sudo systemctl enable --now docker

3.1.5 37 docker R4

ZRINERT, docker BpS2fER Unix socket 5 Docker 5|Z5&ifle TREHE root AP H docker £HRY
BFPZA B LR Docker 51ZEY Unix socket, HFZEZEE, —f% Linux RFELARASEHIZEFEA root
BF. Eitt, B8 EEMFA docker BIAF AN docker FAF4H,
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) BLEL: docker AFPAZMET root IR

RPN docker BHRE T ERIIT docker FLEIHIN sudo VD], (BEXELKEZAF B
BSRNENBNES root AR (FIMIEIHHEERIZITESE). NRMFRE—IMNZHAPHENSE
FRAELRE, V7EEKEBEAFMALSA, Y, EReNBERFREFEAEHREN
Rootless ##3{ (Rootless mode), & RVFTERE 1 root A RAYIE R TiE1T Docker SFIF# T2
MA2R.

3237 docker 4A:

$ sudo groupadd docker

R ERIRAF N docker 4H:

$ sudo usermod -aG docker $USER

BRESMZREHERER, HITW TN,
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3.1.6 ik Docker BB REFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

b8dfdel127a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

BREBHEULEESR, MIRBARERI,

3.1.7 REINE

WREFERTIZR A IHIEY Docker BB+ 18, ATLUECE Docker X EE
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3.2 Debian

Debian LIEHIREMZENR, = Docker WIBRBE RS, ATIEIESIRTE Debian £5EAK Docker B9%&
®,

APT REZENNEM

5 Ubuntu 21X, Debian AP 7E% % Docker RN[EIHERIZ LA i1%ETR Docker ES APT €%, TR

SasiftR, XMANERTFRAEH]. FHRMKERLER,

&% YN RBECE Docker APT JRIVIER T EEE(EA apt 85 <% % Docker,

3.2.1 E&TE

TEFEFAIE Debian ARASZIHER, FHEHIBARALUEGIHZE,
RAER

Docker 335 LUFARAHY Debian RIFRSE (AMALIE REH ) :

e Debian Trixie 13 (stable)
e Debian Bookworm 12 (oldstable, £HEH%Z#FZE 2026 F 6 H 10 H, LTSZE 2028 %6 A 30 H)
e Debian Bullseye 11 (oldoldstable, LTS z#5% 2026 &£ 8 B 31 H)

7R Debian Bullseye 11 F 2026 &£ 8 BIREARKEIZ . BINFHEPZE A Bookworm 12
3¢ Trixie 13,

EN#IRhRZ

Docker B 77 B IS E AIREARBIIFE T IR E:

$ for pkg in docker.io docker-compose docker-compose-v2 docker-doc podman-docker containerd runc; do
sudo apt remove $pkg
done

3.2.2 fiEF APT &%

FRBEEAAN, FHESEHABR:
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$ sudo apt update

$ sudo apt install ca-certificates curl
$ sudo install -m 0755 -d /etc/apt/keyrings

IMRABAMLER T RIEEFR R, RS CEMUPERING; BIARINULKLMER Docker B
B,

ANTHINFFTHRHENEEE, FERIREIRD GPG &th.

$ sudo curl -fsSL https://download.docker.com/linux/debian/gpg -o /etc/apt/keyrings/docker.asc
$ sudo chmod a+r /etc/apt/keyrings/docker.asc

ARG, FENIEEM sources. list F3RI0 Docker B4R

F—ETF Debian BY Linux Z1ThRH, $(. /etc/os-release && echo "$VERSION_CODENAME")
AJgE R =IR[E] Debian EA CEMFERNS, HI40 Kali Linux FTELRITHR. LEEHEFHEIRA
F38zHY Debian X5, %0 bookworms

$ sudo tee /etc/apt/sources.list.d/docker.sources <<EOF
Types: deb

URIs: https://download.docker.com/linux/debian

Suites: $(. /etc/os-release && echo "$VERSION_CODENAME")
Components: stable

Architectures: $(dpkg --print-architecture)

Signed-By: /etc/apt/keyrings/docker.asc

EOF

NREER Kali FETERITIR, 1518 suites WNAIRAN S ER IR EIBY Debian K5, 140

bookworm. WNRFBENMIXINE, FIRF components: stable BX/T testo

B3 APT 7%, HRZE Docker Engine && A CLI ##f4,

$ sudo apt update

$ sudo apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

3.2.3 ERMABERE

FEMAFLIIER, Docker EFSfRM T BiRRREM A, EEHGBHAEZNIECIFAEFIFRIIR
ERET .
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EEIEHNITAN, BN --dry-run FUEEIZASTIE:

$ curl -fsSL https://get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# HHRENHINE:

# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

ARG, BHIT sudo sh ./get-docker.sh ZEFRTEMR.

3.2.4 B&h Docker

$ sudo systemctl enable --now docker

3.2.5 37 docker HR4A

ZIANBERT, docker B8 ¥={FM Unix socket 5 Docker 51&3&@ifl. MEAE root AFH docker £HRY
R A B LLIAIE Docker 51289 Unix sockete, HFEZEEE, —f Linux RFE EARSEIZEFR root
BRF. Fit, T8 EEFEA docker BIAF NN docker FEF4H,

) BRLEE: docker AFPAZERT root IR

EEFIN docker HRET BRMIT docker ARLEIHIN sudo BIEHI, EXBEKEIZAF AL
BSRWMENNRS root ;R (FlaNESEHEERETEEE) . NRMFE—NZSHFRFHENSE
FRALRE, U7BEREBAFPMALSA, ki, SRENBERAFREFERAEHREDN
Rootless #E3{ (Rootless mode), ERFEEE EA root APRAVIE R Tiz1T Docker TR #HIE
MBE2R.

3837 docker 4H:

$ sudo groupadd docker

BLHEIAFIIN docker 4H:

$ sudo usermod -aG docker $USER

REHSAIZIHEHERER, HITWO TN,
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3.2.6 ik Docker BB REFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world
b8dfdel127a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24

Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

3. The Docker daemon created a new container from that image which runs the

executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it

to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

BREBHEULEESR, MIRBARERI,

3.2.7 SRI&NNE

WREFERTIZEP AIHIEY Docker BB+ 94%18, ATLUEIE Docker X R
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3.3 Fedora

Fedora fERRARRIAM Linux £1ThR, X Docker BE BIFNS 1, AP NBTE Fedora LHRES

o

YUM/DNF jRZ2EE R SRR IN

Fedora BUIRRAMAER (26 MNARMIIRAE) RETENAREKRSAALENRAZETE. B
#A18d DNF pJLAE#ZEL % Docker, 1BEEZINNAET Docker EZ YUM IRHITRE, REARZ:
Fedora EA € FERY Docker lRAFE %R, ME A IREMRMRIRRIGHIA Docker IhaE 2 2 4%b
T, 13 REFAIMEZEREIRH Docker 4R, X—HEBALHEE,

ZE . UM% EEE Docker dnf JBRYIE R FTEIZMER dnf 559 % % Docker,

3.3.1 A& TIE
HafRIREY Fedora hRATEFFHIRF, HIFEIBRZS,

RRER
HRIE Docker EAREXHY, HAIR2#FH Fedora ik A&3E (BALUETR TR Hf)

e Fedora44
e Fedora43

e Fedora42

EN#IRhRZ

|BhRZSH9 Docker #779 docker B{#& docker-engine, AL Tam<EHIEIBRZS:

$ sudo dnf remove docker \
docker-client \
docker-client-latest \
docker-common \
docker-latest \
docker-latest-logrotate \
docker-logrotate \
docker-selinux \
docker-engine-selinux \
docker-engine
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3.3.2 5 dnf R
fEA dnf B EERLREHENAN, BTEENERNEE,
PAITU T o< REATE
$ sudo dnf -y install dnf-plugins-core
BRINEBIWULICER Docker EACRE; SNREWAMLR T REEH KL, AIETEIREE URL,

HIT T EAYES AN dnf ARHIR

$ sudo dnf config-manager \
--add-repo \
https://download.docker.com/linux/fedora/docker-ce.repo

WNRBEMXARZAH Docker iBFEATH<:
$ sudo dnf config-manager --set-enabled docker-ce-test
iRt el LAZE Rt hRZ< 89 Docker

$ sudo dnf config-manager --set-disabled docker-ce-test

2% Docker

B dnf FRETE, H%EE Docker Engine &2 A CLI ffHo

$ sudo dnf update
$ sudo dnf install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

R PRI LAGE AR LA T 8 < REEFERE MR ASHY Docker

$ dnf list docker-ce --showduplicates | sort -r
docker-ce.x86_64 3:29.4.0-1.fc42 docker-ce-stable

$ sudo dnf -y install docker-ce-<VERSION_STRING> docker-ce-cli-<VERSION_STRING>

3.3.3 ERMABEIRE

MR LIFER, Docker EFL R T ERRLEMZA, BEHRBHBABIUBEENEFIFIZHIR
HERETTTo
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EEIEHNITAN, BN --dry-run FUGEIZASTIE:

$ curl -fsSL https://get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# HHRENHINE:

# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

ARG, BHIT sudo sh ./get-docker.sh ZEFRTEMR.

3.3.4 Bx5h Docker

$ sudo systemctl enable --now docker

3.3.5 37 docker HR4A

ZIANBERT, docker s ={FM Unix socket 5 Docker 51Z3&ifle MEA root BFH docker £HRY
R A B LLIAIE Docker 51289 Unix sockete, HFEZEEE, —f Linux RFE EARSEIZEFR root
BRF. Fit, T8 EEFEA docker AP N docker FEF4H,

) BRLEE: docker AFPAZERT root IR

EEFIN docker HRET BRMIT docker ARLEIHIN sudo BIEHI, EXBEKEIZAF AL
BSRWMENNRS root ;R (FlaNESEHEERETEEE) . NRMFE—NZSHFRFHENSE
FRALRE, U7RERSBAFPMALAE, kY, FReNBERAREFEHAEHREDN
Rootless #E3{ (Rootless mode), ERFEEE EA root APRAVIE R Tiz1T Docker TR #HIE
MBE2R.

3837 docker 4H:

$ sudo groupadd docker

BLHEIAFIIN docker 4H:

$ sudo usermod -aG docker $USER

REHSAIZHEHERER, HITWO TN,
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3.3.6 ik Docker BB REFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

b8dfdel27a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

BREBHEULEESR, MIRBARERI,

3.3.7 BEINE

WREFERITIZER AIHIEY Docker BB+ 94%18, ATLUEZE Docker X EE
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3.4 CentOS

CentOS (RE &1 Rocky Linux. AlmaLinux) @ RkRSZ 258 BAIIRIER K. ATNABEXL
R4 LR % Docker WH I,

VPR ERE HIRASERE

EFEENRE, Cent0S 8 BELLA, Cent0S 7 BELLSZH. MRMEEMIFNES~TE, 7
ZURIGERE Rocky Linux 3% AlmaLinux— XA IH 2B X 41FH CentOS Bfam, LT
CentOS MR IVERHFM, FRHRET EKNERERAE, ERERTENEMARYS, 74885 Docker 1Y
KHRC A F R E A,

5 YDESBEE Docker YUM RHIER FEIZERA yum s K% Docker,

3.4.1 #&TE
LZEATBHIARFIRAFINZAR A E Docker BUIBTTER,
REELE:. CentOSTET 2024 £ 6 B 30 HEFRFIEXE, FBEWEFNZELEH. CentOSS8

B7F 2021 £ 12 A 31 BELE4ER, 2ZIEINGHITE £ Rocky Linux 8¢ AlmaLinux &1, X
R E B X, RIEKIAZFRE,

Docker B YBiLR B EM CentOS &K CentOS Stream 9 1 CentOS Stream 10 (Ef{&
UEHR ZEXH ), Rocky Linux. AlmaLinux & RHEL #ALTIREE R LUBEEES B, B
B AEENRIF R ES KRS S LD,

3FF Rocky Linux. AlmaLinux 3¢ CentOS Stream, #FF{FEA dnf BEIESS.

EN#IRARZ

|HRRZsBY Docker #RA9 docker B{#& docker-engine, fERLA e < EIEIBRRAS
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$ sudo yum remove docker \
docker-client \
docker-client-latest \
docker-common \
docker-latest \
docker-latest-logrotate \
docker-logrotate \
docker-selinux \
docker-engine-selinux \
docker-engine \
docker-ce-cli \
containerd.io

3.4.2 FH yum &%
fE/ yum/dnf ZE 2 E12 Docker oA AR AT o
PATU T e S RERMEL .
$ sudo dnf install -y dnf-plugins-core
BINBINMfER Docker EACFE; WIREWANLER T ZEER KL, FIBEITEMEE URL

WITTERYE AR yum 2RHHR

$ sudo dnf config-manager \
--add-repo \
https://download.docker.com/1linux/centos/docker-ce.repo

NRFZEMiAhi B Docker FHITATEHL:

$ sudo dnf config-manager --set-enabled docker-ce-test

2% Docker

B dnf FIRETE, H%EE Docker Engine KB A CLI Hfo

$ sudo dnf install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

3.43 IR EREM

Docker EFIREE: IR FENFER ufw T firewalld BIEfHANIE, BesmmbMHOREESHI A M
M; [EBY Docker 387 iptables-nft ] iptables-legacy, AXIFHEIZH nft SIFEAIFINIE,

Fit, EFHIRRERZINEER:
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o FAMA{FERE iptables-nft O iptables- legacy ZEFFEM;
o EERHIRB[BAEN, MAIEEENFNE N DOCKER-USER ¥4
o FELEHAIEERE, LANRARNIIRAZFENRARRERS ST

3.4.4 ERHEBRRE

FENAF LR, Docker EFNfRM T BiRREM A, EEHGBHAEZVIECIFNEFIFRIIR
HERETTTo

EEEHRITRI, BiIITA --dry-run FSSHIASTH(E:

$ curl -fsSL https://get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# BRENEmE:

# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

HIIATIRG, BH#IT sudo sh ./get-docker.sh ZEFRTEM,

3.4.5 B5h Docker

$ sudo systemctl enable --now docker

3.4.6 337 docker R4

ZHABERT, docker 88 S 2{HF Unix socket 5 Docker 31%5&le MRAE root B docker 2HHY
P ZA B LLIAR Docker 51289 Unix socket, HFZEEE, —M Linux RAELERSEHIEMER root
AR, B, FFMHEEFEEFA docker BIAFIIN docker FEF4H,

)\ BLELE: docker APAZRET root HR

RPN docker AR AT BRIIT docker ARLEIHIN sudo FYEBY, BXEBKEZAF T
BSRWMENNRS root ;R (FlINESEHEERETEEE) . NRMFE—INSHFRHEENSE
FRAELRE, Y7MEREEAFPMALLS, Y, BEReNERFREEAEHIRHEN
Rootless ##£3{ (Rootless mode), & RIFERE 1 root A RAVIE R TiE1T Docker SFIP# T2
MBE2.

#2137 docker 4A:
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$ sudo groupadd docker

ReSRIAFAIN docker £H:

$ sudo usermod -aG docker $USER
REHFIRIGHEMER, HTWO TN

3.4.7 ix Docker BEREFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

b8dfde127a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:

1. The Docker client contacted the Docker daemon.

2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

ERESRHULEER, MiRRARER.

3.4.8 R INE

WNREFAITIEF LIMHIE Docker BB +9E18, ATLEIE Docker

3.4.9 FIMAZSE

WNERTE CentOS £ Docker HE FTEMXLEELEZA:
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WARNING: bridge-nf-call-iptables is disabled
WARNING: bridge-nf-call-ip6tables is disabled

BANAIRECE SRS X EINEE,

$ sudo tee -a /etc/sysctl.conf <<-EOF
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1
EOF

SAIGEFTINE sysctl.conf BIE]

$ sudo sysctl -p
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3.5 Raspberry Pi

WEIKHFE ARM 2 IEE&EYEBENMLSIHEMIENE Z. AT N AUAIERE R EZE
Docker,

WERETT Docker BIIISZEE

WEIKE Docker EIASITEN—MALF AR, BEZERI, EBERINRTFEILEMRER:
et

e Raspberry Pi 4 XA _EABEREIETT Docker HIEAR 2R
e Raspberry Pi Zero 2 BILAETT, BMEERZIR
o HE1/0 BREEMIM (1312 microSD +=AY)

wRETAN:
o HIEFRE Docker FRIGEH ARM A (arm64 3¢ armv7)
s EARGERRHESRNSZS, BE=SRENERE
o FLLARH Intel FIEIESHINFATIATE ARM EIETT
FHEMRTE:

o ABREBHELAREEFMESE, 128GB microSD FEINEZIETT 3-4 MHEA/)WA2E

e 512MB 8 1GB NEMWMEIRIZITZ N ARSIEEIZH
SCRRERIN: WEIK Docker BBERESRERNA — B MRS, BITHKE. Web RE3%E, &
L RBN AL ZNZIBBEMEERAVEMHS L,

&5 U)7EEBEE Docker APT REVIER FEIEER apt s5 < %% Docker,

3.5.1 RAER
Docker %t ARM 22575 & RiFHI% 15,

Docker AJLUETTEZ# CPU 3249 £, BZ4/)\F5 REER Raspberry Pi 0S 32-bit (armhf) WEA &
ERIZ; WRIREARZ 64 {iI Raspberry Pi OS, i5E1%E%S% Debian armea 15 BE,
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Docker E 75 Ba1&IhiZ (1A Z Raspberry Pi 0S 32-bit (armhf) RE51 (BAFUEHR ZEXE B
), ZFRRINT:
e Raspberry Pi OS Bookworm

e Raspberry Pi OS Bullseye

EE{RE: Docker Engine v28 B E A &=/a— 1~ #F Raspberry Pi OS 32-bit (armhf) B9 KhRZS,
M v29 Fri&, 32 1i Raspberry Pi OS AEBiREHM FRAERHE. EIREHRBNR 64 i Raspberry
PiOS, i5EH#&ES% Debian armea REH .

7! Raspberry Pi 0s HM&EIKNAXSHEIFNMHNERESEE R R, HEEFRFENEKNE
iﬁ?ﬁéﬁ: ﬂg? Debiano

3.5.2 M APT &
HEFER APT B EESHTRE, URARRENREENZ2M,
TR EMIKR, HESEHRER:

$ sudo apt-get update

$ sudo apt-get install \
ca-certificates \
curl \

gnupg

BN EA Docker B €FF; IREBIAMLR T RIEERKL, ATETEREE URL
ATHEIAFR T HIRAENEZES, FEANRAEIRN GPG Eiho

$ sudo install -m 0755 -d /etc/apt/keyrings
$ sudo curl -fsSL https://download.docker.com/1linux/raspbian/gpg -o /etc/apt/keyrings/docker.asc
$ sudo chmod a+r /etc/apt/keyrings/docker.asc

ARG, BATEEM sources. list PN Docker TR :

$ sudo tee /etc/apt/sources.list.d/docker.sources <<EOF
Types: deb

URIs: https://download.docker.com/linux/raspbian

Suites: $(. /etc/os-release && echo "$VERSION_CODENAME")
Components: stable

Architectures: $(dpkg --print-architecture)

Signed-By: /etc/apt/keyrings/docker.asc

EOF

Built with mdPress


https://docs.docker.com/engine/install/raspberry-pi-os/
https://www.raspberrypi.org/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

LSRR MBERZED Docker APT &, MMRFE MM ASEY Docker 1% stable 2844
test,

IREERRRINE

1E Raspberry Pi 0S Bullseye/Bookworm H, S1R{R{FEF add-apt-repository IR, AIaESH
M TIREE. EX S EHENBEEAEHERLREIIANETT deb BBE, MEERMER LEW
docker.sources XIF AR ENECE:

Traceback (most recent call last):
File "/usr/bin/add-apt-repository", line 95, in <module>
sp = SoftwareProperties(options=options)
File "/usr/lib/python3/dist-packages/softwareproperties/SoftwareProperties.py", line 109, in __init

self.reload_sourceslist()

File "/usr/lib/python3/dist-packages/softwareproperties/SoftwareProperties.py", line 599, in reload
_sourceslist
self.distro.get_sources(self.sourceslist)
File "/usr/lib/python3/dist-packages/aptsources/distro.py", 1line 91, in get_sources
raise NoDistroTemplateException(
aptsources.distro.NoDistroTemplateException: Error: could not find a distribution template for Raspb
ian/bullseye

MRZABLEEANTHIRREE, BNEHRIBRE, BEHRHRITATRIEB docker.asc +

docker.sources W#F,
24 Docker

EH apt MG EETE, HLEE Docker Engine A& CLI #fs

$ sudo apt-get update

$ sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plu
gin

3.5.3 fEAMAEBEIRE

TEMAHAKIFER, Docker EHIRM T ERRLEMA, EEHRBHIENECIENEFIFRIR
HERETT

EEIEHNITAT, BN --dry-run FUSGHEIASTIE:
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$ curl -fsSL https://get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# EmENiimnE:
# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

MIATIRE, BT sudo sh ./get-docker.sh RIERTEIR. NRIRIZITHIRZ 64 i Raspberry Pi
0S, BFHEIZTEE Debian armes BRRREF, MABHKL(FETE 32 i armhf 2 L,

3.5.4 B5h Docker

$ sudo systemctl enable --now docker

3.5.5 #37 docker HF4R

ZINBERT, docker An S =fEMH Unix socket 5 Docker 5|23&1fle MEA root AP docker ZHHY
P A\ LLIAIR Docker 512289 Unix sockete, HFEZE2EE, —f Linux RFE_LEARSEIEFR root
BF. Alt, BFMMCERIEEERERA docker BIFF NN docker FHF4H,

) RELEE: docker BFAZFERT root IR

RPN docker B%RE T BRIAIT docker FLEIHIN sudo YR, (EXtMEKEZAF AL
BSRWMENNRS root ;R (Fla@SHEHEERETERER) . NRMFE—NZHAFRPHENSE
FRALRE, U/7IBEREBEAFPMALSA, ki, SRENBERAREFEREHREDN
Rootless ##3{ (Rootless mode), & RVFTERE 1 root A RAYIE R TiE1T Docker SFIP# T2
MA2R.

#2137 docker 4R

$ sudo groupadd docker

B HETREP 0N docker 4H:

$ sudo usermod -aG docker $USER

BRESMKRAEMER, HITWM TN,
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3.5.6 ik Docker BB REFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

4ee5c797bcd7: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(arm32v7)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

BREBHEULEESR, MIRBARERI,

EE: *ARM FEREE(EA xs6 $51%&, & Raspberry Pi OS AIfEHH&I1E141R arm32v7 &
arm64v8,

3.5.7 & IN=E

WNREFERITIZFRIMAIEN Docker FHB+94E12, ATLECE Docker EHREGINR,
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3.6 Linux B4 &

EFRHR—REBERE 2MEIRL, EXNTRNAEESRS 28 EBELERE docker
BESANFERTZIRFREEMERSE LT

QDocker—offline—install—top

3.6.1 CentOS/Rocky/AlmaLinux B£& %% Docker

AELFERIINNNR LR, BARERW—IER, ATNAWAE RHEL RRITRPHITE
BT,

AE: Docker EFHAIZIFMN RHEL RBEFAELAE R CentOS Stream 9/10 (BARLIES &£
EXH AE), TANBEARHIBENSE—IK 1o WEEM dnf R HESE, Rocky Linux 9.
AlmaLinux 9 t AT 5 MIIX I 1R %8 R B BRI

3.6.1.1 Zsih RPM CfbZesk: 5
WEXMAR, EENEESHER—BS%EE METER Docker AR ER,

ENA ARk

$ sudo dnf -y install dnf-plugins-core
$ sudo dnf config-manager --add-repo https://download.docker.com/1linux/rhel/docker-ce.repo
$ sudo dnf list docker-ce --showduplicates | sort -r

docker-ce.x86_64 3:29.4.0-1.e19 docker-ce-stable
docker-ce.x86_64 3:29.3.1-1.el9 docker-ce-stable
docker-ce.x86_64 3:29.3.0-1.el9 docker-ce-stable
=]
TERENEEX 4K

sudo dnf install --downloadonly --downloaddir=/tmp/docker_offline_install/ \
docker-ce-<VERSION_STRING> \
docker-ce-cli-<VERSION_STRING> \
containerd.io \
docker-buildx-plugin \
docker-compose-plugin

TH5KGE, 1 /tmp/docker_offline_install/ BRHFALEF RPM XHEFHEIE & BITIRS 280
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EERIRS SIHEN M KERE

o BAREN, AEfEM rpm --nodeps --force BRI AXFINE; WiTBTREMEESHIZEIBIR
ARS328, AL dnf MZSHE RPM 3%,

$ sudo dnf install ./*.rpm

YERMFhRZ (RAT3E)
TEMERAERG

AISE T XPMEIRER

$ sudo dnf install 'dnf-command(versionlock)'

PER R

$ sudo dnf versionlock add docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose
-plugin

ERYUETIR

$ sudo dnf versionlock list

MESTEBEMN

$ sudo dnf upgrade docker-ce

rRiEE R

$ sudo dnf versionlock delete docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-comp
ose-plugin

rRBFR AR

$ sudo dnf versionlock clear
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3.6.1.2 A S EERRSS 2R B RS Docker
H#H 1SO FGiE A File R

## EHEMIER

$ repo_backup="/etc/yum.repos.d/backup-$(date +%Y%M%d%H%M%S )"

$ sudo mkdir -p "$repo_backup"

$ sudo find /etc/yum.repos.d -maxdepth 1 -type f -name '*.repo' -exec mv {} "$repo_backup"/ \;

## FEECRHE ISR

$ sudo mount /dev/cdrom /mnt

## R INAHER

$ sudo tee /etc/yum.repos.d/local-base.repo <<EOF
[local_base]

name=1local_base

baseurl=file:///mnt

enabled=1

gpgcheck=1
EOF

## MRRNIZA BZASHR, ZEcreaterepoiifF

$ sudo dnf clean all
$ sudo dnf install -y createrepo_c httpd

IR A S {4832 BaseOS/AppStream RIR

## Fitapache PRSSEE

## ¥EcentosBR

$ sudo mkdir -p /var/www/html/base

## EFCRANXXEZIRA FEZNER

$ sudo cp -R /mnt/* /var/www/html/base/

$ sudo createrepo_c /var/www/html/base/
$ sudo systemctl enable --now httpd

TF# Docker CE € EERE

FEMLRARSS 28 EREZ Docker CE RPM &

$ sudo dnf -y install dnf-plugins-core

$ sudo dnf config-manager --add-repo https://download.docker.com/linux/rhel/docker-ce.repo
$ mkdir -p /tmp/docker-ce

$ sudo dnf reposync --repo=docker-ce-stable --download-path=/tmp/docker-ce
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## 18 docker-ce X4*EE4IZ] /var/www/html/docker-ce

$ sudo createrepo_c /var/www/html/docker-ce/

DNF EFIRIZE

repo_backup="/etc/yum.repos.d/backup-$(date +%Y%m%d%H%M%S )"
sudo mkdir -p "$repo_backup"

®» B B

sudo find /etc/yum.repos.d -maxdepth 1 -type f -name '*.repo' -exec mv {} "$repo_backup"/ \;
$ sudo tee /etc/yum.repos.d/local-files.repo <<EOF

[local_base]

name=local_base

## AR CERRSS SRt

baseurl=http://x.x.x.x/base
enabled=1

gpgcheck=1

proxy=_none_
[docker-ce-stable]
name=docker-ce-stable

## UG ERRSS 2L

baseurl=http://x.x.x.x/docker-ce
enabled=1

gpgcheck=1

proxy=_none_

EOF

3 Docker

sudo dnf makecache

sudo dnf install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin
sudo systemctl enable --now docker

sudo docker run hello-world

®» B B B
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3.7 macOS

Mac P BVS%EE

macOS EZBJIRAE Linux A%, Docker EEZITIE—NMEELREMNA. Docker Desktop Tt
ETXNEZM, ik Mac BPA LU Linux BP—#1#(ER Docker, BE/LREESFH T #E:

MEREYFIE

e AppleSilicon (M &FSH) Lk Intel Mac BUIEREE Y, BIRERESF
o Xf#1/01%8E: macOS 5RRZENBIEH MR Linux (XZEIMKAIMN)
e RTEfEH: Docker Desktop &AESHE—EREZHE T EMNVIERE

VA&

o /AL (UDF 250 BET BFWANKT 1000 AET). MAFRA. HEMNIEF VA RIE R
T fER

o B ERSEEMEIAREERMERITA

3.7.1 RAER

Docker Desktop for Mac Sz 35 Y aihRzAs a1 E B/ A macOS (BFUEH ZEXY k),
HEZEDVEE 4GB AE, T Apple Silicon #H1E, BEEERAISY Intel MLITITHEH, BEABNE
% Rosetta 2,

3.7.2 %%

I\ Warning

L IFRIBRS!: Docker Desktop xi/NEfRIk (“DF 250 & 53 T HEFWANETF 1000 5=7T)
PAER. HEMIERLFRMBNARSE. B ERCENBIAEERNRITH, &I A
FiEEE SR,

Docker Desktop /9 Mac PR TIRENER b L&A K . BER HaEERM DMGC RELEMep
1T/ HBERE;, XBEAENBRENHN DMG REH.
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FRITHRE

MNREBFS T, SJEHIZEA Docker Desktop for Mac Intel jr L&,

MRIRBYEBE FHBIZ Apple Silicon & F  (armes Z24) , i5{FE A Docker Desktop for Mac
Apple Silicon AR

g0[@ macOS HEf—#, REWMIFERER, WEH THEY .dng X1, AFRKEIBR M Moby BERE
EtREIRE] Application X{3EENE] (HialFEMAR P ZR).

e

3.7.3 11T
MEZFS$ 2 Docker BliRFH =TT T,
e

B172E, SEELARSEERIZ T —MREaERR, XMERRAT Docker FIEITRZ.
e

SRAHHEETSBIRIERE,
m

=

Zfa, fRAILIER IR ap L1 ERESHY Docker hRZs,

$ docker version
$ docker info

YR docker version #l docker info #PEEIEEIRENIEE, MAIMUEIRIEIT— Nginx iRF523:

$ docker run -d -p 80:80 --name webserver nginx

BRZiE1T/E, RILLIAIR http://localhost, SN EE T welcome to nginx!, FLifEH Docker
Desktop for Mac RERINT -

ol

=

BIFIEHMIER Nginx 28, HITTEHAIEGS:
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$ docker stop webserver
$ docker rm webserver

3.7.4 BB B/ zTH

Docker Desktop #3F macOS LiziTRsNME—%E, UTRINIRME ZFER, S8ME:

i Docker Desktop OrbStack Colima

[SEhRE BIE (4910-30%)  tRiR (H2F) hE (£95-10 %)
ERAEFEA 4-6 GB 200-300 MB £ 400 MB

Ef R @ SEE GUI 28 GUI e AT

Apple Silicon =¥ [REMRNK =¥

[ENI45) AREIV EATER MR, ElME MTHR
Kubernetes W& W& T k3s ¥

OrbStack: LURIEBYZIR S BMIRIERER /0 MEREZETR. JTF Apple Silicon #12_EFEEIHEM
BIRENARE, RREALHABPE. TANBERAERE.

Colima: L RMGBLITARE, KEET Lima Eill. EEREFLXHETIIER. FFHE GUIBFA
%%, Bk ARERRE IR FREIRIERA.

ER=F T HIGFREFER docker CLI 85, M Docker Desktop t]#2 %] OrbStack 3 Colima
B, BEENRGHNASRERS U ETE,

3.7.5 SBEINE

WNREFAITIEF L IMHIE Docker BB +9E18, ATLEIE Docker
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3.8 Windows 10/11

7£ Windows & £, Docker Desktop 121 T 52 1) Docker A &I 1HE, AT TB7E Windows
10/11 EMRENEE.

Windows 8 Docker: &{TEIBIEMR

5 macOS A, Windows t;&BR4E Linux B28%#5. Docker Desktop for Windows BFHIETT
[Rim el

WSL 2 (Windows Subsystem for Linux 2) - #%:

FA Hyper-V E#MEIZITEIER Linux At
HREEY, XURREMER
AL Windows 10/11 BIFRAIERE

SSHF7E Linux 1 Windows 2 ja]f9TC4& X £43751a)

Hyper-V - fE455 /5%

o AEMMEATU
o MERERRIRT WSL2
o TERLIVMMRIFE THRER

SREREIN . WSL 2 H1 Hyper-V 7EThAE_ L #RBE# € Docker Desktop FIH B FH AT K, EFHMFin
RZLAMNZERES . RAVERBSFR TIERAE;, MRAFRBEEP—MEHRIIMERM, &SRS
= B hif iR Al FARYAR—Hd,

3.8.1 RAER

Docker Desktop for Windows 2% Docker B 75 X145 H 8% 52 #F Windows 10/11 64 {ihik4s (B
RUET T Nk, HEMWSL2 /5%, FEBAWSL2, HHEERER wsL 2.1.5 5
EEhkad; EFER Hyper-V G, NFEZE B Hyper-V # Containers Ik, Windows 10 64 i3z
#§ Enterprise. Pro # Education 22H2 (build 19045) , Windows 11 64 {iIx#¥ Enterprise. Pro
M Education 23H2 (build 22631) HE=hRE, BESBWNENELDAE 8 GB AfF.
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3.8.2 %%

I\ Warning
I ALFRIPR®I: Docker Desktop x#/Efik (“DF 250 B R T BFUWNLF 1000 HETT)
PMAER. HEMIEFLFRERBEMNARSE, MFEMEWLAR, URBENAER, T2
ZEiTiH,. UVARIFEERSAXE,

FRITHRE

EAHRRME=NEEAND:

e Docker Desktop for Windows x86 64 &6

e Docker Desktop for Windows Microsoft Store s

e Docker Desktop for Windows Arm R {a]hR

TEHEMNNZERfS, Wi Docker Desktop Installer.exe FFIAZRE,

fEAwinget&i&

$ winget install Docker.DockerDesktop

3.8.3 £ WSL2 i=1T Docker

E(RHIIRIRMER WSL 2[5, 155k wsl --version i# & Docker EFRIRRAEXR, Hi% Docker
Desktop B9 WSL 5 ER/E FA 3 RZIhEE.

— —

3.8.41517

7£ Windows #Z =%\ Docker =i Docker Desktop Fi8iE1T.

i

Docker BohZ [FE7E Windows {5542 H I 5 & El AR,

ol

=

FRARZ, SR ERFHIER, %8 Docker BN, Z/E1REILATH PowerShell A

Docker,
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HEZ=FER Windows Terminal TE&#{E A Docker,

3.8.5 SRIGNNE

INRIEERIER L IMAIEY Docker FRIE+534%18, BILIECE Docker
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3.9 R INIESS

EIRM Docker Hub HIERSRIG B IS ZIBEIEME, ILASA] LABCERENES.

L AR REMESNTRAMEETN, EEERIE IR docker-practice/docker-registry-cn-
mirror-test EF R FRIGILAILEPIRS.

3.9.1 ERERR

HHNAERERTR, BAHEFEUT/IMRERINERESR, UHR&EENIBEE,

) EERT: ENAZE Docker Hub IIERREZETF 2024 EhEXF (BEMER. Bllx.
MEE. BESE) . ITHENEGRIBERAMS, B BYBEE,

1. ziRSG|AR . MAERMESTRHNAEINES (MATKRE “BRSE #59)

2. WMFFRAEF . MAEERBE pull-through cache; MBI X RS, ELA LEAN
HEEMIASSRRT At

3.RIBAE: NBEEME, JEE HTTP KIEEIESE) Docker Hub

FRZMKEAEESEHBSEFIN pull-through cache / registry mirror, SEREERE
?Eﬁ‘—(ﬂ’x]ﬁ]lﬂ%ﬁf%o _FY%—FH https://<your-registry-mirror> R £1ﬁ%’f; tll]%ﬁ?‘ﬁﬂ%%zﬁ’z&
Hik, BRFINTTRY. RESFMRNEFHRE,

3.9.2 Ubuntu 22.04+. Debian 12+, Rocky/Alma/CentOS Stream 9+

BaiER Linux K1ThRYIEEA systemd #HI1TARSEIE, XBENMBUAIEFER systemd BY Linux &
TR ECE R G INERSS.

BEERITUTHS, EFRSETE docker . service XFHERE T FR& ML,

$ systemctl cat docker | grep '\-\-registry\-mirror'

WNRZFLERE, ABAIEHIT$ systemctl cat docker EF ExecStart= HIMMUE, BT
HIXERBEN --registry-mirror HNREE, HIRETRNSBHITRE,
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MR LB REEMIBLE, BARALTE /etc/docker /daenon. son 5 NI (HIRHER
BRI

{
"registry-mirrors": [
"https://<your-registry-mirror>"
1
}

AR, —TEERIDZXERE json 58, BN Docker EREERT.

ZIREMBARS

$ sudo systemctl daemon-reload
$ sudo systemctl restart docker

3.9.3 Windows 10/11

FF{ER windows 10/11 NP, EESIZFEE Docker BIFRAIFTF settings, EAMS AR E
¥ pocker Engine, TEAMIG T IO—1$4R3E JSON X, ZfEmi Apply & Restart fR1E/5 Docker
MeERHNARENRGHIULT

{
"registry-mirrors": [
"https://<your-registry-mirror>"

]

}
3.9.4 macOS
XFEA macOS WA, EESH ST Docker Desktop W FEIFE -> settings. .., EAMSAMZE

EA%4E Docker Engine, TEAMMETIA—H4EE json X1, BMTHRZE, =i Apply & restart
%5, Docker MaERHN AR EMNFEEMUET,

{
"registry-mirrors": [
"https://<your-registry-mirror>"
1
}
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3.9.5 BEINERETEN
H1T $ docker info, MBMLERIEITHTAS, RS RN,

Registry Mirrors:
https://<your-registry-mirror>/

3.9.6 Kubernetes E A& {&ithhT

AILER 2

BBRIRS, 7 REPD > FEER PEH.

Kubernetes 1t X B E 7 H &tk M k8s.gcr.io T = registry.k8s.ioo BN ERh
3k,

—RIER BN THEXER:

$ docker pull registry.k8s.i0/xxx

3.9.7 EEFIERSHEGYIER
TS GEREELRS, FINTENEGINESESHEISHEGRE, 15MERE Mk

e https://hub.atomgit.com (BF 2024 FREXiF)

e https://registry.cn-hangzhou.aliyuncs.com (P2 z Docker JIEREF 2024 F %)

e https://dockerhub.azk8s.cn (B AFE)

e https://reg-mirror.giniu.com (BfFLEARS)

e https://registry.docker-cn.com (BF1ERS)

e https://hub-mirror.c.163.com (MFZ=HEEETF 2024 FxF)
e https://mirror.baidubce.com (HE=HEEEFLE)

i watch (MEALA) BEWRCE X1 GitHub €F, RISFEEMBHRGRENTARK

.80

3.9.8 RS
RERARSERME T RS HiRRRERSS, HER Docker BITERF A AILUEREE T,

o BBl https://mirror.ccs.tencentyun.com
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3.10 FF/ESRIeFHE

—4E docker SR ThREN H KIEKHE ABN A R, BIRBUTHEH#ITIRE.

3.10.1 Docker CLI BYSCLa4514
CLI B e e S MEF AFMFINEE. FiEzMNE, EiIRMRAPXLEFEELEMNS .

M v20.10 EShRAFIE, Docker CLI FRESEIAFER S LHIRINR, TEBHITRENIRER

FIFET =,
3.10.2 FF/& dockerd BySCIdtsis
Ym4E /etc/docker/daemon. json, FTIZUITHRE

{

"experimental": true

3

R1ZISEE Docker daemon:

$ sudo systemctl restart docker

ARHIT TENGSIIERSHERFEELEX:

$ docker version

EhtHPAY server / Engine 93 HIR Experimental: true, 3EEH daemon imSLItFMEELE A,
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RE/NG

Docker SZHHEZMF A L RENER, ERGENE

2

Ubuntu/Debian

CentOS/Fedora

macOS

Windows 10/11

Raspberry Pi

BB

REFWIE

HEAN

B APT BF

E7 DNF/YUM BB

Docker Desktop
Docker Desktop (WSL 2 &
Hyper-V)

B APT €J&D Debian

arme4 7'7_7%

—HHBRRE

ZETHE, BITUTHSIIE Docker @& 1EE T1E:

$ docker version

$ docker run --rm hello-world

FEfHRIRIR

o ERNESR: AUREIRNNENRGRIEHYRER
o HEsElukiE: ERKRMINEE

e DockerHub: EFEGCE
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HEHKZ2NFER Docker IE—F,

WA
RETERR, HEEIE

AR NSRS iptables 3k
At

B &=, FIAEM

Compose

‘AR e SV ERBRIEIE IS

Uiy

32 (U RFREFLEIZUT v29+ 3
Fhiga

ERTIEEKMBIARSS 23


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

7 BIMERNECCHBIN? WIDLIER Issue 5 PRo
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FUE EHAFER
2RI TATR, B RGRE Docker =ARAMHZ—

Docker ZITARRIFESMFEN NGRS, MRAMAEFEIXER, Docker MREEETEH
1351

FTERNRE
KEFNAEZXTHRENANS, BiE:
o MOERENER
° I £
o fHBRAIMIES

o FF commit IBfESE SRR
{£H Dockerfile EFI5E %
[ ] H'_L' | = \ I‘

FHRBY ST RIE

RARR: REEFERRNEE

£ Docker Engine v29 K4kl ds®, Docker T £ M REH | MIAE A containerd image
store (B4t classic store B1R), X—RKEZRMRFNNET, BWKE Docker #8733 OCI
Image Index #l Attestations (fI#NE4RY provenance SRKIFIERAS SBOM BFMELER) &
ERMEZF, EETHITEM docker buildx build --provenance=mode=min --shom=true &
ZERAGEEETER (U docker buildx imagetools inspect) BY, EHItHUEEEISSHEGEUE—
HaiftEETAMEERAT, AMENER2EIAT T RE—RHE.,
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4.1 FREVER &

M Docker $RIG € EIRENR G I IB & Docker BIEHE—F, ATENLBUNMEIFEA docker pull a3
TEHEG, URNAERETHIEE,

he 4= S R {ELER
o KITIEENRAES . BR(FEH latest 17, NISEEMABIRRA (U0 ubuntu:24.04,
nginx:1.28), MARBEHEARTRE—H.

o EEFIRFERBE. MAERERGIEE (SHA256) MIFRE, M0
nginx@sha256:abc123. .., FABEARAL,

o TEHRMEMAM: BMERETRAS, MEEHLERMNEMREEEEL2EN,

4.1.1 docker pull %
MREEEERBUR G < E docker pull:

docker pull [i#£I1] [Registryiiit/ | BER[:15&]
FHELHEN

Docker $R{E&MREH Registry ik, AFRR. CEIMITEHM. HARERINMOT:

docker.io / library / ubuntu : 24.04

| | | |
Registryttit FBFAE BER o

(HJEER) (FIEHg)

LHRRERSY ] RIAE

Registry it BB CEMIE docker.io (Docker Hub)
BR& wREFTERAF /4HR library (B HK)
BESR RGBT WIHETE

ﬁ?ﬁ Hﬁzkﬁﬁ/q latest
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il

## TR

$ docker pull docker.io/library/ubuntu:24.04
## HBE Registry (EAIA Docker Hub)
$ docker pull library/ubuntu:24.04
## BB library (BFEH)

$ docker pull ubuntu:24.04

# HEATE (BRIN latest)

$ docker pull ubuntu

## NIV =H5RE

$ docker pull bitnami/redis:latest
## MEM Registry HIEY

$ docker pull ghcr.io/username/myapp:v1.0

4.1.2 THEIEREM

HIATIT docker pull 88 <BY, Docker ZHIHIFABI FEFE . 1LFAILL ubuntu:24.04 HFIR
fRTX (S R,

$ docker pull ubuntu:24.04

24.04: Pulling from library/ubuntu

92dc2a97ff99: Pull complete

bel13a9d27eb8: Pull complete

€8299583700a: Pull complete

Digest: sha256:4bc3ae6596938cb@d9e5ac5lalls2ec9dcac2alc50829¢c74abd9c4361e321b26
Status: Downloaded newer image for ubuntu:24.04

docker.io/library/ubuntu:24.04
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AR

RHAR WA
Pulling from library/ubuntu IETEME 75 ubuntu B EHIEX
92dc2a97ff99: Pull complete ZENTHRE (B/RE ID #i 12 11)
Digest: sha256:. .. RGN BHE—REE
docker.io/library/ubuntu:24.04 IRIGIITEERZ IR

SETH

MEHEILIER, RE&E S TH AY:

ubuntu:24.04 8%

32 ¢8299583700a
(BEE, BbETF)

%22 bel3a9d27eb8
(FEH... 52R)

%12 92dc2a97ff99
(F&EHF... 5T/)

NRAHMEEMEFENE, Docker BRI &, TEHZEMATEL
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4.1.3 F &M

docker pull BpLXFFEMATRB AR THENR, O THAENE. EEFAEEEE,

IR yorli)E] Bl
--all-tags, -a FIBXFR RS docker pull -a ubuntu

docker pull --platform

--platform FEEF B
linux/armé4 nginx
--quiet, -q FBTER docker pull -q nginx
EETEE

7E Apple Silicon Mac _EHIEY x86 $31&:

$ docker pull --platform linux/amd64 nginx

4.1.4 RIBYEiETT
HIEERE, TURETERHASR:

## RIERR
$ docker pull ubuntu:24.04

s—ms—oa

$ docker run -it --rm ubuntu:24.04 bash
root@e7009c6celd57:/# cat /etc/os-release
PRETTY_NAME="Ubuntu 24.04 LTS"

root@e7009c6ce357:/# exit

ZBIEERA ubuntu:24. 04 XEFNEKIMAINE BRIEXRK. ELIFHRER, BRFER docker pull
ubuntu % ubuntu: latest, FEAREARBIEEREMIIZILET L,

SHREA:
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-it REARKRIH IR
—orm B HE B ahfibRE 28
bash BEhan<

¢ docker run EEENZB) pull 151%, FILBEEREEZERMMAIT docker pulls

4.1.5 SRR
M Docker Hub FEiaTaEiki8, AIIUARE G NNRS:

// /etc/docker/daemon.json (Linux)
// ~/.docker/daemon.json (Docker Desktop)

{
"registry-mirrors": [
"https://your-accelerator-url"

1
3

BCEEEE Docker:

$ sudo systemctl restart docker # Linux

## SUTE Docker Desktop HES

F R GRS T

4.1.6 BIFRGTTEMY

NTHRTHRELERESLEAET K, RITTURITEEGRHEE (Digest)o
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EERERE

$ docker images --digests ubuntu

REPOSITORY TAG DIGEST IMAGE
ID
ubuntu 24.04 sha256:4bc3ae6596938ch0d9e5ac51all52ec9dcac2alc50829c74abd9c4361e321b26 ca2bo
f26964c

fEFRERIEX

FREZEAEN AT RIREN ST 2 HEERYRE

$ docker pull ubuntu@sha256:4bc3ae6596938ch0d9e5ac51all52ec9dcac2alc50829c74abd9c4361e321b26

EERN EFMRERREEMIMIE, RANEARRES, BENEFAIER,

4.1.7 % Wil

TEfEA docker pull 12, FAIRERIBEI THEEIE. REFAFEXHETEAREFRE. UTE

—LE WA HEE R,
Q: THEERIE

1. EEERE XS
2. B MR ER
3. RIAIENE/ N ERGRARES (30 alpine ZE{E)

Q: B’TRBAEE

Error: pull access denied, repository does not exist

AlEE/REA

o HERBHEHIR
o FABEGARER (BE docker login)
o RGMLATEE
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Q: WETETE

## BERERANHRE
$ docker image prune
## BIEPTERERRR

$ docker system prune
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4.2 5|HHER B

ETHTHRGE, ENAILUEER docker image s ArLFIHAMEN LRI E,

4.2.1 BXR*%

EESME THRKR:
$ docker image ls
REPOSITORY TAG IMAGE ID CREATED SIZE
redis latest 5f515359c7f8 5 days ago 183MB
nginx latest 05a60462f8ba 5 days ago 181MB
ubuntu 24.04 329ed837d508 3 days ago 78MB
ubuntu noble 329ed837d508 3 days ago 78MB

¢ docker images i& docker image s V&S, FMEZFN,

4.2.2 kit E& 5 BA

docker image ls SR LENNRHMTIRBEECER. . 7K ID. SIENEMSATEFER,

TR Lz

REPOSITORY BES

TAG 5% (HRs)

IMAGE 1D SBEME—RIR (A 1D, 712 )
CREATED elEEN

SIZE 73 & A = ]

FE—HRES MRS

AR _EMEM ubuntu:24.04 Fl ubuntu:noble HAEMREH IMAGE ID— ENRE— M RGN AE IR
E, REBE—HMEE=EL
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hRZsi%BA: ubuntu:24.04 BB {ERZASS, ubuntu:noble @ &% XS (Ubuntu 24.04 B9XS),
7 Dockerfile RN FERRAS (40 ubuntu:24.04) MIELRFHRE, AANRASERERESIE
fi#o

4.2.3 BEFEGK)
Docker FRHIA/NTRES BN BB RIS ANEAARR, BiHREISDBEHEIS

ZHuA/)\ vs Hub BRA/N

g ERARN© BiEA

Docker Hub 29MB EZEEHIMEERA

docker image s 78MB AHFRERRISEFR AN
SRR & A

HATRGEDEEFE, TRREERZHERNE:

ubuntu:24.04 nginx:latest redis:latest

v |
HEEHME < |

Etb, docker image 1s RRIRGA/NZH > LPriEE S .

EEXLR=EGA
$ docker system df
TYPE TOTAL ACTIVE SIZE RECLAIMABLE
Images 15 3 2.5GB 1.8GB (72%)
Containers 5 2 100MB 80MB (80%)
Local Volumes 8 2 500MB 400MB (80%)
Build Cache 0 0 [0]:] 0B
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4.2.4 i 3E5EE

FEEAHBEHRENIEM, RMNFEEEERNLARERENR R Docker 2t T ZMTIEA
o

ReEREIR

## FIHFIA ubuntu 3R

$ docker images ubuntu

REPOSITORY TAG IMAGE ID SIZE
ubuntu 24.04 329ed837d508 78MB
ubuntu noble 329ed837d508 78MB
ubuntu 22.04 alb2c3d4e5f6 72MB
KBEERTIRELIE

$ docker images ubuntu:24.04
REPOSITORY TAG IMAGE ID SIZE
ubuntu 24.04 329ed837d508 78MB

fEREIEEE -filter

SR WA ANl

dangling=true 5 -f dangling=true
before=%f% EXRHRGZAIBIE -f before=nginx:latest
since=%%& EEEGZELE -f since=nginx:latest
label=key=value ¥ LABEL 12 7E -f label=version=1.0
reference=pattern IRZTRET -f reference='*:latest'
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## I nginx Z/ERIEMNEE

$ docker images -f since=nginx:latest
## FIHFIET latest IREMRGE

$ docker images -f reference='*:latest'
## FIHHIHE LABEL HITRIR

$ docker images -f label=maintainer=example@email.com

4.2.5 ERERH

EBGIRE, MATAEI—LOESNITESR <cone> WHK, XLBEEHIELER.
HrARERERK

BERFTELHETA <none> BB

$ docker images

REPOSITORY  TAG IMAGE ID SIZE
<none> <none> 00285dfodf87 342MB
FERE

1. RGEREE: MEGERTIBRGNINE, ([BREGISHEEMR
2. docker pull E#r: HIEXEHhRAE, [BARAKERES

REBERHRE

# FIHERSRE
$ docker images -f dangling=true
# MIFRERRE

$ docker image prune
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4.2.6 g FEESH

PR T RERIRIR, docker image 1s BAINFIHMRARTNRER K. BE—MREREN TINRFEWE.
EEN AR RMEFENFEERER.

EEMERG: g8HEE

$ docker images -a

ZETRSEFEFRER —XERWEIREFENREE, REMBEKH,.

\ FEMFFFEERS. ENZEMBEIEKH, HFSSRERRETEER. HRERE
R8s EAERENTFER.

4.2.7 Bt
NTEREHEERARBRIEXINER, HNTTLUER --format SEEBE X HHET.
Q& ID

$ docker images -q
5f515359¢c7f8
05a60462f8ba
329ed837d508

ERTRGHMSS:

## MBRFAIEHEE

$ docker rmi $(docker images -q)
## MIBRPAE redis $RIR

$ docker rmi $(docker images -q redis)

BR5EID

$ docker images --no-trunc
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BRHE

$ docker images --digests

REPOSITORY TAG DIGEST IMAGE ID
nginx latest sha256:b4f0eObdebs. .. e43d811ce2f4
[— R\

BHEXER

fEF Go RIRIEE B E X Hith -

## HETR ID MOER

$ docker images --format "{{.ID}}: {{.Repository}}"
5f515359c7f8: redis
05a60462f8ba: nginx
329ed837d508: ubuntu

## RIEFER (FIRE)

$ docker images --format "table {{.Repository}}\t{{.Tag}}\t{{.Size}}"
REPOSITORY TAG SIZE

redis latest  183MB
nginx latest  181MB
ubuntu 24.04 78MB

B R F B
FE BiEA
.ID $RI& 1D
.Repository CER
.Tag o
.Digest HE
.CreatedSince iR EE S RIATE]
.CreatedAt Bl EE AT 8]
.Size K
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4.2.8 ERAMSHE

## FIHFIARGRERD, BANMF (FERS sort &%)
$ docker images --format "{{.Size}}\t{{.Repository}}:{{.Tag}}" | sort -h
## THAT 500MB BRI

$ docker images --format "{{.Size}}\t{{.Repository}}:{{.Tag}}" | grep -E "A[0-9]+GB|A[5-9][0-9]{2}M
BII

## SHEBEGIIR

$ docker images --format "{{.Repository}}:{{.Tag}}" > images.txt
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4.3 HpRast R G

HABFEENEGRN, RITATLUSEBBRURREMETZE. AT TAMRRENERT %o

4.3.1 BXRZ*
{5 docker image rm MIPRZSIHNEER

$ docker image rm [J&I] <HE&Ki1> [<HE&2> ...]

¢ docker rmi & docker image rmBYEE, MEFN.

4.3.2 FEAFAH

MIBRIRIERES, AJUAERZMANEERR:

AR L il

5 ID ID BYFI UL (B 3-4 i) docker rmi 501

KID SEEMREE ID docker rmi 501ad78535f0. ..
BHE AT BEZMINE docker rmi redis:7.0
BB BN E focker T

nginx@sha256: ...

RZERT: BiNEA RERAE ARG, ST ERREEISEMRANEFEGE, 50
docker rmi redis:7.0 Lkt docker rmi redis:latest B/aMiEL L,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

fEFAR%E ID fpR

$ docker image ls

REPOSITORY TAG IMAGE ID SIZE
redis alpine 501ad78535f0 30MB
nginx latest e43d81lce2f4 142MB

## RFWMNEBXDBE1LAL
$ docker rmi 501

Untagged: redis:alpine
Deleted: sha256:501ad78535f0. ..

EARGAMER

$ docker rmi redis:alpine
Untagged: redis:alpine
Deleted: sha256:501ad78535f0. ..

e EER
HERFRREH, &M T CI/CDHR:

#t BERGHE

$ docker images --digests
REPOSITORY TAG DIGEST IMAGE ID
nginx latest sha256:b4f0eObdebs. .. e43d811ce2f4

## EREERER

$ docker rmi nginx@sha256:b4f0e@bdeb578043clea6862f0d40cc4afe32a4a582f3be235a3b164422be228

4.3.3 Ef#athiEs

MITMERE < /S, Docker ZHIH—RFINIRFIER, EMRXLERERSEPTRNZERGR PRI
filo

MpRIREGIN 2B EIHAREE . Untagged 1 Deleted

$ docker rmi redis:alpine

Untagged: redis:alpine

Untagged: redis@sha256:f1ed3708f538b537eb9c2a7dd50dc90a706f7debd7e1196c9264edeea521a86d
Deleted: sha256:501ad785357f015d88872e13fa87a828425117e3d28075d0c117932b05bT189b7
Deleted: sha256:96167737e29ca8e9d74982ef2a0dda76ed7b430da55e321c071f0dbff8c2899b
Deleted: sha256:32770d1dcf835f192cafd6b9263b7b597a1778a403a109e2cc2ee866f74adf23
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Untagged vs Deleted

11 aX

Untagged BRI EAIRE

Deleted IpRsR RV E R
]

Docker NRHREE AT RIRMAEMIRZIER, REERIANTRERRRA HEIERREE
=
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<docker rmi redis:alpine>

i =

1. Untag: #B& redis:alpine
R

BEEEHMITEE

= Untag, A IZ/%

4. MERITZEMER, £F

s, FAME SRR TR EE S
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HRMEH

}

Deleted (fIBZE)

4.3.4 HEMIpR

Foi— M — M FRIRGIEEZEDL, Docker 127 image prune 88 H shell HE 8RS

H,

WERFTAE ERHRE

ALK (dangling): REMMERNIRS, BERIBRSEFIRABEEERN

# BERESRE

$ docker images -f dangling=true
## MERERRE

$ docker image prune

# TRTHIA

$ docker image prune -f

WERFRE R ARG

## BIFRFIERBRA RERNHRE
$ docker image prune -a
## RERIA 24 NEEY

$ docker image prune -a --filter "until=24h"
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R FER

## MFRFE redis $HK

$ docker rmi $(docker images -q redis)

## MIB& mongo:8.0 ZHIMFIEHE

$ docker rmi $(docker images -q -f before=mongo:8.0)
## MFREED BB Z BRI ER G

$ docker image prune -a --filter "until=168h" # 7XHj

4.3.5 MFRKIK Y= DR E
TEMIRERRES, Docker AIRERIRREIRHIBANIT. BOBHEN T HILRMEEERNZR,
RE—: A&HE0

$ docker rmi nginx
Error: conflict: unable to remove repository reference "nginx"
(must force) - container abc123 is using its referenced image

RRRTTR:

## AL FTRFREHBE S

$ docker rm abc123
$ docker rmi nginx

## HE2: BEMRRE (FROEET, EXTEBEHESR)

$ docker rmi -f nginx

REZ: S iEErRR—5RE&

$ docker images

REPOSITORY TAG IMAGE ID
ubuntu 24.04 ca2b0f26964c
ubuntu latest ca2b0f26964c # [E—1EE

$ docker rmi ubuntu:24.04
Untagged: ubuntu:24.04

## QARBIRGE, [ENEE (ANEE ubuntu:latest EATE)
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HE—MREBE L MIER, docker rmi RERMFFEERTE, FEBIFRREES,

RE=: WEMTGKH: PiER

$ docker rmi some_base_image

Error: image has dependent child images

FREEREEEMTERAH, TTAMER.

dangling=true
before=%%
since=$f%
label=key=value

reference=pattern

4.3.7 BIEHR

EXRTRRZA

TEXRRGRZE

BIRELIR

BRBMEIC

FERMEFKIERIR .

]l

-f dangling=true

-f before=mongo:3.2

-f since=mongo:3.2

-f label=version=1.0

-f reference='*:latest'

HMARERIFR (FFRIE vs £77H1R), N IZRARERREFERE.

FRIFR

## EHIBEEARG

$ docker image prune -f

## —RBEFBARERER

$ docker system prune -a
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Cl/CD Fi&

## AREBROERNERE

$ docker image prune -a --filter "until=72h" -f

EETE LA
$ docker system df
TYPE TOTAL ACTIVE SIZE RECLAIMABLE
Images 15 3 2.5GB 1.8GB (72%)
Containers 5 2 100MB 80MB (80%)
Local Volumes 8 2 500MB 400MB (80%)
Build Cache 0 0 0B 0B
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4.4 I commit BB G YIR

AR NRRENFE, JUENRIEENRNES, BEEFITH—T.

docker commit fRT HBIBMIREDEZIN, LIS THAIRTEFNG, HIWISEEIHWAER
g%%ﬂ"]’lﬁﬁlf\; BE, HEEHIREANMKH docker commit, MIMN{ERT—T4EBY bockerfileo

RIREASRHVEM, BRHNIT docker run BIIHRESZIEEM M REIENBRISITHEM. EZAIRY
BlFe, FHNFAEANERER BT Docker Hub MR1R, BEREEAXERERAIUBE —ENE
X, MAXLEFRGTEZEZHEZKRE, HMABEEFXLER R BETROLTMEHENRFE
il

EF—TZrEMNZFENANIR, REEZEEFME, S—FEEEr—EHNELM LHTHEN; mESHE
EFEEZEEME, ELURREARRENM, AERLAGEN—EHIETHEANRRE.

ML FAILUES—1 Web RSB AFIF, FHEREZNAEER.

AR : UTFREIF nginx SRIEERERIA latest 7%, EFMIBEENIEEAARAS (M0
nginx:1.28) , LUBRIRGEN T RNAREE,

$ docker run --name webserver -d -p 8080:80 nginx

XEMSEH nginxk SBEBI— 1N A28, 32N webservero EH, -p 8080:80 RNIBEEHNA
8080 Ui ARG EIR AR so iimE , XAFFA TR LR R BEESE 518X nginx ARS8,

NRZIEARNIEITH Docker, ABARILAEZIFIA): http://localhost:8080; MREEEMM. =
AR5385_EZ2%EM Docker, MIEEN 1ocalhost A REIMH I EE LR IRS 28, FH1RE sos0
U5 o

EZANREENRE, HSFEZIFARY Nginx SILTIHE,

i

=

WME, BRERNNEEARSHXNRILR@E, FHNFELBIE Docker X F, FA10I LUER
docker exec SR HNBzs, BRERAS,
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$ docker exec -it webserver bash

root@3729b97e8226:/# echo '<hi>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html
root@3729b97e8226:/# exit

exit

HITURBER R IHHNFHN webserver Bes, HHITT bash &S, UMERE— 12 EMN
Shell,

SAE, FA1H <hi>Hello, Docker!</hi1>EBE T /usr/share/nginx/html/index.html RS,
MERNBRIFNEREE, SAMABEHET
e

=

BAMEER T BRI, BREcAE T BENEMER. HITITLUBE docker diff 8L HERMAKH
PR fo

docker diff webserver

/root

/root/.bash_history

/run

/usr

/usr/share

/usr/share/nginx
/usr/share/nginx/html
/usr/share/nginx/html/index.html
/var

/var/cache

/var/cache/nginx
/var/cache/nginx/client_temp
/var/cache/nginx/fastcgi_temp
/var/cache/nginx/proxy_temp
/var/cache/nginx/scgi_temp

> > > > > 00 00000000 &6

/var/cache/nginx/uwsgi_temp

Hrp, ARTHIE (Added), c RIRZEE (Changed), o RnfifR (Deleted).
MERNESTF TN, BIFEEFERT REME S,

BANE, HHNETIEE0E (NRAERENIE), BRIMBNEAXHERTIKIERTE
B1FMEREE, T Docker 2T — docker commit #<, BILUGRBIEFMEBERT FREATE K.
WANEN, MEERAREGENEIM L, BENMLAENEME, HAEMHINESR, UEHRI1E1TX
MRGENIR, MIPERERHEREIIXAEN,

docker commit BVIEEIETN:

docker commit [JEI] <AIJIDHBRE> [<BESR>[:<IFE>]]
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TR TENGSERRFREFENER. RINBERT, docker commit RTERXINHFERHIE,
DU REIEIRIFRI NG ; SNRHEAFLEEHE, AJUERIETE - -no-pause:

$ docker commit \

--author "Tao Wang <twang2218@gmail.com>" \

--message "fEET BRIARITT" \

webserver \

nginx:v2
sha256:07e33465974800ce65751acc279adc6ed2dc5ed4e0838f8b86F0c87aal1795214

Hrp - _author BISTEBAMIEE, M - -message MZBIBRAXBHBIANR. XaH git AT HI+E
", = XLEFE B D ERE T,

FATAT LATE docker image 1s REEXMHERIRREG. TEEDLRARA, 7. CIRREM
NNEHEERERSM SRR E MR

$ docker image ls nginx

REPOSITORY TAG IMAGE ID CREATED SIZE

nginx v2 07e334659748 9 seconds ago 181.5 MB
nginx 1.30 05a60462f8ba 12 days ago 181.5 MB
nginx latest e43d811ce2f4 4 weeks ago 181.5 MB

RRZSHBE: EERGIA nginx:1.30 183 1.30 REIMSRHT patch Bias, 7ESEBRR AP RARIEES
AR AS, MASEEEA latesto

FHA1E B LLA docker history EAEEFEBERANNALIEFE. Ik MIT docker history
nginx:v2, EXTEL docker history nginx:latest, FLBEREIFNININIEZII L REVFE,

$ docker history nginx:v2

IMAGE CREATED CREATED BY SIZE
COMMENT

07e334659748 54 seconds ago nginx -g daemon off; 95 B
BER T BRIAMI DT

e43d811ce2f4 4 weeks ago /bin/sh -c #(nop) CMD ["nginx" "-g" "daemon 0B
<missing> 4 weeks ago /bin/sh -c #(nop) EXPOSE 443/tcp 80/tcp 0B
<missing> 4 weeks ago /bin/sh -c ln -sf /dev/stdout /var/log/nginx/ 22 B
<missing> 4 weeks ago /bin/sh -c apt-key adv --keyserver hkp://pgp. 58.46 MB
<missing> 4 weeks ago /bin/sh -c #(nop) ENV NGINX_VERSION=1.27.0-1 0B
<missing> 4 weeks ago /bin/sh -c #(nop) MAINTAINER NGINX Docker Ma 0B
<missing> 4 weeks ago /bin/sh -c #(nop) CMD ["/bin/bash"] 0B
<missing> 4 weeks ago /bin/sh -c #(nop) ADD file:23aa4f893e3288698c 123 MB

MHVRGERTE, FITRAIUREITXNER.

$ docker run --name web2 -d -p 81:80 nginx:v2
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XERNBEHBERMEN web2, HIBBEBEVN 1 IOMFHNFEEM so im0, 3519
http://localhost:81 5, BIINRNBIMNIZMZFENGEI webserver —1%,

Eith, FIME—RFTHRT EHRER, FERARE docker commit 88, FRNRIELIRRVRGRINT
BW—F, ARG, NRESEFENIZE T EBNRNER,

4.4.1 /M docker commit

f£F3 docker commit 85X BIARI LULLIRE NI ZEBNIZMRTRIG 0 B AERVELS, EERNEANEMNE
HRERBI T

B, MRFHAMBZEIH docker diff webserver LR, MR UK T EEEEEHHN
/usr/share/nginx/html/index.html X5, AFHRSHNT, FERSXXHWRHHAIMNT . X
BN ERAVEE, MRBLERMGE. HEWE, BIBERENLTRRBRAMMNEHEK, F=
SEGRGRIIBER,

te5h, fERA docker commit BEREFIA XM IRERIZIEEERFMIRIE, ERNREHBRT N RER
&, WANEN, MERTHFRENANERITIFAHL. BEAERNERE, FIARKTENS
M. MH, BMERXMHERENA, I—RNEIFHEITEICFEEKNIZF. XMERBRERIVLER
TERIEEREN.

me, EMZARRREGERERNS BEEFHEIRS, BRYEFIEN, ZaNE—BRHFREN
T, |EiER, ERMEANERNNEEIREHITIFS. M. B8, MAIKELE—F. MR
f£F3 docker commit HfE3RME, LUREEMEIEDNR, BAT—RERMBRILFREBEK—E; BME
REXHEESEERMERT, ElfNAFETERES, ARERLVNEERRERME. Hit,
AEEHRERYER T —TH8BH Dockerfile, IBHEIIZEMFIESNIT. ETHEREHNNE,
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4.5 5 Dockerfile E4#liE&:

MRIZA B docker commit BYESIH, FATAILLT #EEI, $RIGHESILIR EMEEHIES— BTN
BB, Xff. MRHNTUBE—FER. TE. WE. BFaSHEN—THZE, AXEZ
K2, ERIRE, BAZARKNEEEE. REWERERA. AIRELUUIZHFRNEARSESS
R, XM EIZAFLZ Dockerfiles

Dockerfile @B—1MX#XMF, EREET—H5FH 82 (Instruction), Ef, ZUEXMHRSHTIE
LEEZCNENE; M LaseL. cvp XEREHRETIHIENIES, WASHEXHRAR, 8%
ERHRE, MEAMBZIFERN L INAWE,

4.5.1 fi5F9 docker init BuRAIEE: HF

Docker 87 docker init 8<%, AILURIEIM B XE B4R pockerfile. .dockerignore.

compose.yaml 1 README . Docker .md =y vy ooy

$ docker init

ZomLaXxEXMigmImBEREE (X#F Go. Node.js. Python. Rust. Java. ASP.NET Core.
PHP with Apache %), HERAIEARSRNEEXH. FFHHE, XR—MREFHNESH, 8
4 RREINRBNRLE S TN B ERE RS,

4.5.2 FrhelE Dockerfile
ELLZ IS nginx 8RR AG], XxFAN1ER Dockerfile 3KEHlo
EF—1M=THERY, BI—1MXAXH, F6E58 I Dockerfile:

$ mkdir mynginx
$ cd mynginx
$ touch Dockerfile

{REN:

\

AR : TESRAIE FrRoM nginx ERIRE latest 175, TESSPRMN A SR AR AR A S
(%0 FROM nginx:1.28), LAHEIR Dockerfile ORI MEFIAE 4,
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FROM nginx
RUN echo '<hi>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html

X4 Dockerfile Rf&i 88, —HRMIT, HKREITHFRIES, FroM F RUN,

4.5.3 FROM 5 EHlisR{&

FRBERITRE, BB—ERU—TRENENM, EELHTES. MERNZEIETT —1 nginx 1%
BHNAR, BHTER—F, EMREILIIEEN, M rrov BLEHEE ERIES®R, HAk—1

Dockerfile 1 FROM @ AEEIIES, HEMIEE —FKIES,

MESREKLE: 7 rrRov IS SHIEERMEMRZES (40 FROM ubuntu:24.04 Y FROM
python:3.12-s1im) TM3E FROM ubuntu BY FROM python:latest. X+ 8] LAHA{R Dockerfile TER
EIBYE]. REIFE FHAZHNRERNS—H, #RRELMRGREMSHNAITMEARNE X,

7£ Docker Hub FEIFEZMNEREMNE HEKR, BrUEEEREAMNIRSEMER, W nginx.
redis. mongo. mysql. httpd. php. tomcat &, WE—LHEFL. WE. BTIMESNEN

$51%, % node. eclipse-temurin. python. ruby. golang %, JUEERIH— I EREHIE
K BIrNHR G AEL SR GHITE S,

MBEBERIFT MRS HRG, EFRGPERHT —EENEMRERARS, W ubuntu.
debian. centos. fedora. alpine %F, XERERANREGEABNIRE T EN @AY B=iE)

BT IEFIMERGABMIBRIL, Docker EEFE—TMFHABIER, B scratche XMREZREMN
S, HAKREE, exn—MEANGSRR.

FROM scratch

SNRIRIA scratch WEMBTEIIE, BEEREMRAUERTRENEM, BETRAASHESRKIENTRE
B—EHBFE.

RUEERGEAERM, BEEFATRITXESEFEREOEEHAFER, MTF Linux TESHIFNE
ki, AFAFEERERGREETHNXE, FIEN—EHELETHRTXHET, FtER
FROM scratch RILFGFIREM/NIG, £A Go BEF AN ARSSEMXI M TUREIERE,
XBEE AN Go BFFAEG B SRMIRSEMINESNREZ —.
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4.5.4 RUN $1{Te&%
RUN S RARAITH TR LM, MFHIITNEARN, run ESEEHFENRBEANES
2—. HEREHR:

o shell?&3X: RUN <®%>, MGEBREGSITHRANGS—1F, N7 589 Dockerfile H18Y RUN
e

RUN echo '<hi>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html

o exect&IL: RUN ["EIHITXHE", "B¥1", "B#%2"], XEGERIARPHIEI

ARBEXARGNESE, RN ERARI—E, S— 1 ruvBI1TH, ERTLSELEARNINA FT
BIURGHERE: RETINEREH—MalWERE, £H ERTXESRS, BIEX—FI74%
XA RFEURENHNERE,

AR

B—1 RN EREBETE—NNGFREERE. AT EHDREERNER, RIEEIFZIHLE
FHE— run FELHHIT

BEXT ruNIESHNIFARE. RIELEE (WEEEF. R pipefail F) K union Fs HIEEFRE
FAR, HZH BLE Dockerfile 57 8 RUN 5% /)\T3,

EARE MM pockerfile, BN T ARE—FIESHIERMENER, £ £tHZ Dockerfile 5<%
fig &, FK(TIEX copy, ADD, CMD, ENTRYPOINT Z1E<S#H{Ti¥4Rif#R,

4.5.5 WEHE S

77, iEBNBREEZEIESIR nginx $51889 Dockerfile 3, MMEFKAIBEE T X4 Dockerfile I
B, BALENREMBEXDEEE,

1£ Dockerfile XFRIEB FHIT:

$ docker build -t nginx:v3 .

TS HIhRZSHY Docker A7, docker build BAIAZIET Buildx JAA BuildKit, FLIREEBRRZ
[+] Building ... XFHilH. N THEBIER “E—FNMEAEKRREGHE", TENRT—MRES
JIyEd= N2 e e v
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Sending build context to Docker daemon 2.048 kB

Step 1 : FROM nginx
---> e43d81l1ce2f4

Step 2 : RUN echo '<hil>Hello, Docker!</h1>"' > /usr/share/nginx/html/index.html
---> Running in 9cdc27646c7b
---> 44aa4490ce2c

Removing intermediate container 9cdc27646c7b

Successfully built 44aa4490ce2c

ML ERP, BNILUEUBEERBENMETIE, 7 step 27, WMREFENTZHIFMHER
M, RUONIES BT — 1B 28 ocdc27646c7b, HITTHAIERMNG S, HEERXTX—E
44aa4490ce2c, MEfEMIBRT FRAEEIBIX A28 9cdc27646¢7b,

XEBRAEAT docker build SFLHITIRGME, HERINA:

docker build [i&M] <Lk TFXXE&E/URL/->

EXEHINEETRABEGHAN -t nginx:v3, MERING, BRI LUMRZEIEIT nginx:v2 BBHEE
KBTI MRG, HERSM nginx:ve —1F,

4.5.6 HEMWE L TX

MRAER, SFEF docker build ¥REE—T .o . RANHBIER, M dockerfile MTEHAIHE
R, AR DINEZ LU NRIZEZEIET pockerfile FRIERR, XAERELERNERN, NR
N EERHSEN, (MARESAN, XEEERE ETXRERE, Batag LETXE?

BEHLEIRR docker build WITIERIE, $XM docker build ZXMIASIEN Buildx @ BuildKit [FiRA
EMEIEK;, TICRIHEITERNERIZE, (UESHIEENEE BELETX, ttmEWEasaLL
WRFINXHES,

BEATHITHRGWENN R, HIEFAEEREHSET rRUN IS, SEXRTEIBARMHEFE Hi#
$R1%, Lba0i@id copy 35S, ADD 8LE, [Alt, MBI NIMEERE AKX Y, MEEHRISEE
EZ2{R1ELE docker build BYAR N £ T3,

MRETXRAMER, BAXPNERFHIXHENFERMSRATABEAN; MR ETXERR Git
BEY tar 8, BAMBERZERRNNAT. NFAMER, BuildKit RFRMHEIEHE
EREBWXMH, MA=EiL Dockerfile ERIAREEN LMERER,

USR7E Dockerfile P XAE:

COPY ./package.json /app/
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XHFABEEH|MIT docker build SR FTTERIB R TR package.json, HWARZEEH bockerfile P
EBRTH package.json, MeEHl £ (context) BRTH package.jsono

FLt, copy XFEIELHHVEXHRFEN Z AE L X AEERIERE, T legacy builder,
COPY ../package.json /app XFMEAZ=EHZIRTE; M7E Buildkit T, sISESR ../ SEIE
HEMBREN L TXARRZ. TIEEWMHER, WESELFXWNETXZINBEENXHE; R
BENFRERLEXH, MiZABE(Ti#E ETXER, EMERSEN LT

IMEFL R LIBRENIA BI85 < docker build -t nginx:v3d . FRIXA ., LR LEEEIBELTXE
R, MABEAIETE pockerfile FIEE R,

WRMER docker build HLHEEIE, o BuildKit #H A B transferring context fem, FHTHL
#EEE B _E T BRI

$ docker build -t nginx:v3 .
Sending build context to Docker daemon 2.048 kB

BEME F TR TFREMERREEN, BRIB—LFRMZMEIR. LLNBLEYZEEETLANEE
HXHERELTXER, FHRIBLETXEERIEEREWE. XEMEMETE BuildKit FHSILH]
RETXTEIA, FEHEMEA copy . .. ADD . /app ZETAR, HAJAERMA ANE FFxE
i, SBIEEEEERN. XEAREREIR.

—MRIR, BESH pockerfile BEF—MEERT, FEMBERERT. NRZERFRIEREX
f, BARZIEFRBX HES— TR, MREER FELRFREREBHWENEA Docker 31,
ABAR A .gitignore —FEHIIERS —1 .dockerignore, ZXHRABTIMFBEEEN LTXI(E

%44 Docker 5| EH9,

BARTAEBEANIRUA . BIERE pockerfile FRIIEERE? XRREAEIRINERT, WRAFIIME
i€ Dockerfile BViE, B L TXHEFETHIR A dockerfile IXEESN Dockerfiles

XRZEIANTH, EFFLE pockerfile IXHRBHARERNAINN dockerfile, MEHAERNIIF
FTFXBRH, Lk LB -f . ./pDockerfile.php BEIEEENSUESEN pockerfileo

A, —MARIBRUENSEARIANX MG S pockerfile, UREBHETFRGEMELTXER
CE
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4.5.7 HE docker build Y%

EiEHMA Git repo #{THIE

FIFRELFEEFT, docker build E¥FM URL R, RZEZEERLE Git CEFANLTX,
EREETLUER URL R #ref:dir, fld0:

$ docker build https://github.com/user/myrepo.git#mybranch:docker

X7 SR~ B Git BEEAMEZELETX, fFH nybranch 2 H 8 docker/ FEHFEERWE, 1EIR
B Buildk 7, WA UK BEEHWMEBFTBWMBNEBRSHET X, AW -

branch=mybranch&subdir=dockero
FBATEW tar EEEHE

$ docker build http://server/context.tar.gz

WRFTLAHBY URL R@1 Git repo, M1 tar E488, A4 Docker SIBETHXNE, FHEGED
fRIEY%E, UEERNLETX, FFEEE,

MIT &N\ AIEEY Dockerfile #H{THIEE

docker build - < Dockerfile

5

cat Dockerfile | docker build -

MBIREBMNENNE XA, WIEEMA vockerfile, FHFEME, XMAXNEFEZMTE
HINFIEY Dockerfile WRE, €A LTX, EARAILUGE M ERFRI LUG A copy 13
BRRZENER.

MATERINFIREN L X4 ST

$ docker build - < context.tar.gz

MRLZIMATERMNRIXEIETNRE gzips bzip2 UK xz B9iE, BEFEHENETXEREE, BIEFHE
., BEEMAN LT, HABEEE,
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4.6 HERIEREIA I

BT AR EBIER Dockerfile ERIRGBAV A ESN, HTFEIMIFRERNAERR, BRET—LHE
FiERBLUERE R,
4.6.1 M rootfs EEES N

&I0: docker import [3EB] <XH>|<URL>|- [<BEE>[:<iF%>]]

EEB UMM, =2 Web X, BEERMTERARRFE, EHEEFIERE / BRE
7, AERFNREE—FR.

EbanFA TR ERIE— OpenVZ B Ubuntu 16.04 1EiRAVEEE

hRAS$RR: noble IM Ubuntu 24.04 LTS, SEFRAFAEMIFRE, NMEZF(MERESEFHERNNEL
1ThR, HERBEIREM RGBSR ERERE,

$ docker import \
http://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz \
openvz/ubuntu:16.04

Downloading from http://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz
sha256:412b8fc3e3f786dca0197834a698932h9c51b69bd8cf49e100c35d38c9879213

XESHEMTE T ubuntu-16.04-x86_64.tar.gz X, HEEAEXEGRARFSN, HERERN

EES openvz/ubuntu:16.04.
SNBINE, FENTETLLA docker image 1s BEIXMNENNEE:

$ docker image 1s openvz/ubuntu
REPOSITORY TAG IMAGE ID CREATED SIZE
openvz/ubuntu 16.04 412b8fc3e3f7 55 seconds ago 505MB

MRFNEBHERERIE, IBREARPEFNIIIFHEE:

$ docker history openvz/ubuntu:16.04

IMAGE CREATED CREATED BY SIZE COMMENT
f477a6e18e98 About a minute ago 214.9 MB Imported from htt
p://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz
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4.6.2 Docker NS NFSH docker save Fl docker load

Docker JER T docker save #l docker load 88, FAALURSRGREFAN—IXMY, AEERES—
MIE L, Bk, XEERE Docker Registry NHIfME, MEEBERHTE, BHEIBNZE
1Z{F M Docker Registry, TieREIEFEA Docker Hub F2FEHAMFARE Registry &8I Lo

REFHRSG
R docker save 88 A LU HRIGARFNIIE X Mo

EEanFA IR ERFX D alpine 7K

$ docker image ls alpine
REPOSITORY TAG IMAGE ID CREATED SIZE
alpine latest baa5d63471ea 5 weeks ago 4.803 MB

MR A 7 . alpine:latest N &R #hR & B Alpine Linux,. W RFEH/HERELS (W0
alpine:s.20), EIBBRIEE UARATENE, REFENHIN:

$ docker save alpine -o filename
$ file filename
filename: POSIX tar archive

XER filename AIIAERRMEEEETRER, EXHHIARGER) I
AR MRFABNESEE (REES)

E1EMH gzip [E45:

$ docker save alpine | gzip > alpine-latest.tar.gz

ARG alpine-latest.tar.gz X EFB TE TS — M2 L, TR TEX N GSMNEE
%

$ docker load -i alpine-latest.tar.gz
Loaded image: alpine:latest

IMRBANVEEXRH N L LUK ssh HE pv B3E, FUA Linux BABEE, BHITAIUE— 1<
M—INBRFREIB R F— IS, HEHHERAITIEE:

docker save <fEf&%> | bzip2 | pv | ssh <AFP&>@<EA#®> 'cat | docker load'
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4.7 SCIR R

Docker 8% 2 /54 LI 2 WIERAEINN? HHATREIIL 2 HR? X—IE8Y3ThF Docker
MBS S RIS
4.7.1 BB 5D BEFME

FEZANETR, H—ERPREESIFERFATEN root XHFRSE, HEREEREARD.
b7 Docker i&itBY, ®E7E/3FIFA Union FS B9 AR, EHIGITAHD BEHEIEEM,

Docker $REHAR— M RANXM, MEHA—AXHRLES MY,

RIEBHNEGAN B4 (Base Image), BEEEEZM Linux Z1ThRE root X RS, W
Ubuntu. Debian. CentOS £,

HRNERMBER 2 EWEMBREE (FlI0%ET Nginx), Docker HAZERI—HEMEFER, M
RERMBGRZE, ME—TE (Layer), HAEZERNIZRNTRE Nginx TTRENXHZE (7R
m. &2k, MER).

XD EFEENERRENER. 2RTFIFESK:

o S MRZBNMEEGHETE—EMEFEG (FIWEET ubuntu:24.04), BABENREET
#H—19 ubuntu:24.04, FABERGEHTUHREE,

e RESXR. REUUEREBER, REWNEMHEMLERE, TIREREEB/ N, AR
FEMIRENTIERNE RS

4.7.2 RBES5EES
HITEEMI— N 2EHA2: BeNES—RHE %M (Read-only),
Mo, FRBEERRE, BRAMTAESXHIR?

HR2R2oNEY, Docker EEHRBGEHRLE, HMN—N#HE AIBE (Writable Layer), @A
BaR.
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PRENG R FEHERREX
B

ETRA S

B#E (FF, Wrtable
Container Layer)

BB E (R, Read-only
Image Layer)

BB E (Ri%, Read-only
Image Layer)

HuiR%E (R, Base

Image Layer)

o JEEIXH: URBZEIREHRS, Docker sMNR LR (B2RE) FRATE B&E) 3,
BEIHENZX AL,

o BEOE: UBRBRFEBBRENXHER, Docker M TEHBGTHEZXGEHZ LENES
B, REXNEIEHFHITER, XEITHN BrFEH (Copy-on-Write, CoW) HKEL,

o MHBRSIHE: HURBMPRE DR, Docker HAREME TEME (AN TERRRIEMN), M

REBBECE—EHN “BIE (Whiteout)” XfF, BAFRRICEXHE®BIER, MMEEE
REFERE,
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1. REBMIREBIEEER . HAFMENEIEEIESREFIR LLENSSRES, FHEHERN, X1
FEEMEZHR T (FFRIFERTHIES, FREEEE).

2. REATE: TIERNERTRENRT SO0, BMRENERARZA), BRENKA
FETREHNRIEEF.

4.7.3 A FU5RE ID

Docker IRIEHNE—REE—THE—RY ID, X1 ID ZIRIBZENNAITELRNIGEE (SHA256),
XERE:

e REENID: REENABE—TREN, DHMEE,
o R MRTHENENTEN, THIREFMRLIERIF, 1D REMEKK,

o RE: IRMNMTRANGSG (EERTEFREFENES) EESMEERE (ID48RE), Docker 51%7E
FMIASEFE—D, BAEETH,

4.7.4 BEEXH RS

Docker EREASXHARS (Union FS) 5SERNERIBRRLMXM D EER. FHNLMAXERTF
overlay2. aufs. btrfs. zfs F{EfEIKEN; M7E Docker Engine 29.0 2z B2 TEF, iR

BERELE A containerd image store, BfEA snapshotter REEXLE,

hRZ<& & : Docker Engine 29.0.0 %7%F 20254 11 B 10 H, B—1MNEEBRZAD R =, Docker
Engine 29.0 &2 EHI LT EEIAER containerd image store; MBERIRAFALKE daemon
SEF legacy graph driver, HEIEI/EA containerd image store, Docker Desktop 4.34
&2 EtERIAB A containerd image store, SEFRIFIE(IN LA M BIECE 1/,

BAREXRMATARE, BENEERLZRN 78 + CoW 1228 ; Ht, TiRMREFINZ overlay2
X containerd snapshotter, IBfRRGRE. REMNENEFNAFRTE—HFEEN,

HMERNT#E Overlay2 EXHRANEALIRIE, 8 WorkDir. UpperDir. LowerDir FJ&K
BT, HHAR B+ KESEH P8 BREXHRR ST,
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FEING

KEET Docker $RRHVIREX. FIH. BIFRUARMES

#R1E e

RIER R docker pull $R&R& :1FE

RIENFR B RS docker pull -a HBf&&

BEFE docker pull --platform linux/amd64 B+
PR EHIEY docker pull #fR&@sha256:. ..
SIHPTERR docker images

BREERIIE docker images nginx

I EERRA docker images -f dangling=true
gt ID docker images -q

ETEE docker images --digests

BEXIET docker images --format "..."
BETEIGA docker system df

MIERIEE R & docker rmi F§E 1FE

EEEEHID 153 docker rmi -f &%

PR E 2R docker image prune

fhIBRA A SR & docker image prune -a

2 MIpx docker rmi $(docker images -q -f ...)
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FEfEIIR

o FREVSE(R: M Registry HIBXSRMR
R BEEMTERE

o MIBRERER: FERAHIFEER

o RIRNIIRER: MIRFETE
Docker Hub: BAHEEGEE
R ERRGES

o fBE2S: BERES

iR BEMES

7 RFERACOHEI? DR Issue 5 PRo
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FHE BERR
A 282 Docker X — 1z,

BRI, BRBMRILBTH—IH—ANA, UNRENNEITESIMNE, MR, EIWLET LR
NENETTH—BERERS (RME T BITSHEME MR LIFER) MRE LERINA.

FEREENBMAREE—1BE, SEEE. BofELES.

hiZsS 35t EH
KERGH R Docker (5%, BIELUThRA S x{ERE:
e BEAHB (W ubuntu. nginx. mysql) . ERAEMARAKIRZAS (80 ubuntu:24.04. mysql:8.4)
MIF latest, MAERRGINETES S
o RGIFTLIE:

o latest Hvi.0.0%: WIRSMEEXHE, FOITIEEAMIRAE
o 24.00. 8.4] EHFENEERANS
o EFTMERIN: IREWUIMRAS (M nginx:1.26.0. nysql:s.4.4) MIFLAKRAS
o SPIPEIELT

) i& N

o B I:IE,'/"Q
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5.1 B&h

ATIRIFANEE Docker BRBRMEEIAN, BEIENEBIMENBHEFLNES.

5.1.1 BahARELR
B AR

o MEHBDN. ETRECIENDSE
o EFEDN: REALNBREMET

T Docker BBIFHEE, KITERTEEEHNBIANERSE, MIRREERRA— AR,
5.1.2 fEH Rz
BAEA

docker run [#EI] %% [H<] [B%8...]

BRIEERRIBIF
Wit “Hello World” ERRHEENAL:

$ docker run ubuntu:24.04 /bin/echo 'Hello world'
Hello world

XE5EBEHIT /bin/echo 'Hello world' JLFKEXS), BXLr EEBLREoNT —15TEH Ubuntu
BERHITXEDD,

hRAHEA . ROIER ubuntu:2a.04, XZE&EHM LTS kA, MFHMMZA, FTHHRA

ubuntu:22.04. ubuntu:20.04 2,

XEAASS
Bai—1MNel IR B bash i

$ docker run -it ubuntu:24.04 /bin/bash
root@af8bae53bdd3: /#

SR
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2% (3!

-i RETERIN (stdin) $T7F, RIFRIA
-t SRR (pseudo-TTY), REAHFE
-it MELGHER, REXENLR

AXRERATAURITSRS:

root@af8bae53bdd3:/# pwd

/

root@af8bae53bdd3:/# 1s

bin boot dev etc home lib 1ib64 media mnt opt proc root run sbin srv sys tmp usr var
root@af8bae53bdd3:/# exit # BHEASE

5.1.3 docker run H2ERE

19T docker run B, Docker £l & 5L TIR1E:
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docker run ubuntu:24.04
/bin/echo 'Hello'

1. ¥ & & #h 2
ubuntu:24.04 5%

=] ¥
fERZAHITR S M Registry T&;

\ /

2. BlEnas

- ETHRENRIEE

s ANM—BAEEE (B2
EiER)

3. ECEMZ

o BRI &

« EC 1P Hhtik

« 1E3% 3 Docker AT
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v

4. BEhEER, PITIEES<S

5.1.4 ERBENHEm
E it %
IR iR
-d [2&1817 (detach)
-it REK LR
--name IBER BT
--rm BH GRS 2S
i 1 B &

# RN 80 IKOMIEIFEINA 8080 KO
$ docker run -d -p 8080:80 nginx:latest
# e IR O

$ docker run -d -P nginx:latest

## REPEER] localhost

$ docker run -d -p 127.0.0.1:8080:80 nginx:latest

Built with mdPress
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docker run -d nginx:latest

docker run -it

ubuntu:24.04 bash

docker run --name myapp
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docker run --rm

ubuntu:24.04 echo hi
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BiETHEH

#H EHBEE

$ docker run -v mydata:/data nginx:latest

# HEHBEEINER

$ docker run -v /host/path:/container/path nginx:latest
#H IR

$ docker run -v /host/path:/container/path:ro nginx:latest

MREE

# IRBERMIREE
$ docker run -e MYSQL_ROOT_PASSWORD=secret mysql
#H MNXHMBIFET S

$ docker run --env-file .env myapp

HiRPRE!

## REIREF
$ docker run -m 512m nginx:latest

## [RHI cpu

$ docker run --cpus=1.5 nginx:latest

5.1.5 BEIE& IR
fEFE docker start EFEEIE(FIEAIRSE:

## BEAERHE (BFEEFELRN)

$ docker ps -a

CONTAINER ID IMAGE STATUS NAMES
af8bae53bdd3 ubuntu Exited (0) 2 minutes ago myubuntu
## BEHEE

$ docker start myubuntu

## BN S

$ docker start -ai myubuntu
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5.1.6 FSENHENRFR
ARNDETHEENNBEERENERE:

root@ha267838cclb:/# ps

PID TTY TIME CMD
172 00:00:00 bash
11 2 00:00:00 ps

I ABERIEIT T bash #Hi2, XMIFRERT Docker W HRIVFIARLE.

(| EERT SBANPID LIRREE — CRESNIER, BHPBHNSREL, #¥0
BAETET.
5.1.7 B ial

Q: ASETNFILANRE
RE: EHERITRENTAFREET
# XNBRIUARYE (echo HITEMERT)
$ docker run ubuntu:24.04 echo "hello"
#H RR BRI THS S
$ docker run -d nginx:latest # nginx EIFLIEITHARS
BRI E8IE1T.
Q: TEERABANMRS
[RE: RIEMIRST RO
# IR ®E -p B, IMNBTEIAIR
$ docker run -d nginx:latest
## IEFf: MR&HRO
$ docker run -d -p 80:80 nginx:latest
Q: FBANEHNXHFEE
RE: REAHES, SRERFTRSRFEE
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## ERBIEERAL

$ docker run -v mydata:/app/data myapp

FRSEEE,
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5.2 SPEIETT

TEFHRF, RTERFERRFLIET, FREEXFANTIE. ATRRNHENMIL SR
FEE1T, UNERARESEIHNZ O,

5.2.1 MR sig vslgae

HIMELIRIEITT—MEFE, BRMIRI:

=

e FIBEIT: BFSALmAl, RHERER, XAKKEFMEL

VAN
[ |
BE&ET: BEFERAHT, THRAY, KiEXHABREMER

Docker B2RFAIAE BIAIETT BV, £ -d (detach) AT LU BB EFBIETTo

$ docker run ubuntu:24.04 /bin/sh -c "while true; do echo hello world; sleep 1; done"
hello world
hello world
hello world
hello world

ARSI HHAILE R (STDOUT) FTENRIB EHN L E. bR :
o KIFW G, TAHITHMEGS
o FRctrivc SR IERR
o XAKIREN, RBIW=EL

E&iE1T: £R-d 2%

$ docker run -d ubuntu:24.04 /bin/sh -c "while true; do echo hello world; sleep 1; done"
77b2dc01fe0f3f1265df143181e7h9af5e05279a884f4776ee75350ea9d8017a

£/ -d B85
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1

F|_\|.

&EEe
NeHY5T
SEMRER, AILABSHITHE e <

o HMHEAZERETR (FEH docker logs BF)

I

=1

1)
fEﬂ

&

ID

I}
d

e R[o|7
s

5.2.3 FANERR: BRNtaz “UMEW ?
XRMNFERDBINEDR. BRXMEE, FHIBET Docker HZRIIER,

BEAZAXEBoIEES:
$ docker run -d ubuntu:24.04
ARG docker ps BE, RUABRREARTIET! XEAFHA?

BORE: FRNERARSTHESE

Docker A2RHYE e EHA = B28A PID 1 #i2pVEan/FHA

FHIZEE AeRIE(T
FHZRE AeEELE

YRIEIT docker run -d ubuntu:24.04 BY:
1. A28/35h
2.8 BIEEHS, BRIAMIT /bin/bash
3.EREXTERRE (88 -it %), bash KIEEHWNIR
4. bash IZEMEH
5. EHERE, BaEFL

RIRTEAR
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o X -dB¥ARRILAE “—HEBIT
. SWREIULRE "EREEIT, BEITEARRTEHE

BN “UENEYH” HR

b5} [RIE RRABE
docker run -d ubuntu ZXIA bash T NIZELEH EBEKRETHGS

docker run -d nginx [T

- FEERIRSH ngink BohkM  &F docker logs

BEXHG A2 BoENER Dockerfile #9 CMD $1 175858 iR CMD 2818712

5.24AEEBRERS

ERETHNAR

$ docker container 1s
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
77b2dcO1fe0f ubuntu:24.04 /bin/sh -c fwhile tr 2 minutes ago Up 1 minute agitated_wright

ERARBLHAS

$ docker container logs 77b2dc0i1fe0f
hello world
hello world
hello world

EHREEFRE (EM tail -f):

$ docker container logs -f 77b2dcoifeof

EECFLENRSR

$ docker container 1s -a

ME -a SHEAIUERFFERSE, BREEFLN. XNTRER “AEEHEEL" HREEEE
Fo
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5.2.5 R{ELER
1. KHEITRIBRSS (M -d

## Web BRZ52%

$ docker run -d -p 80:80 nginx:latest
#H# HURE

$ docker run -d -p 3306:3306 mysql:8.4

## EBERS

$ docker run -d -p 6379:6379 redis:latest

hRASIEER : REIER & RAYFRES U0 1atest HIRERRASS I mysql:8.4, ERIRARIIRIBEE XK
B, £FRERNRRIEERAES (0 mysql:8.4.4) MIEFER latesto

2. AR AR SR

HBBBHENEN, EE -d S IUEERERREMER:
## BIRENAE, TRAETEERETHA
$ docker run myimage:v1.0.0

3. €M --rm BHENEE

MNF—RIEES, €8 --rn SELA SR E A IR

$ docker run --rm ubuntu:24.04 echo "Hello, World!"
Hello, World!

## BeshiT/E Bk
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4. BEEHSER

## EERBH

$ docker run -d --name myapp myimage:v1.0.0
## TERE 100 THE

$ docker logs --tail 100 myapp

## ENRIRAE

$ docker logs -f myapp

# TEWNEEMNBE

$ docker logs -t myapp
5.2.6 BILEEHE
Q: ARBENEIUANEH

1. ERRHREHE:

$ docker ps -a --filter "name=mycontainer"
# BH STATUS %I, 8 “Exited (1)” "TRFHFEH

2. EERRAE:

$ docker logs mycontainer

3. UREENXFR:

# /bin/sh BERFEGFEINEDHS, BRARBHERHTEL
# HN shell EEFHNITREHS, EMUAFRERE
$ docker run -it myimage:v1.0.0 /bin/sh

Q: ARERBEBTELZNIRRS
1. K CBREY :

$ docker port mycontainer

2. KERBRRSRE:

$ docker exec mycontainer ps aux
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Q: WfTitBEEERaETHNAREFFI&?
{$H docker attach:

$ docker attach mycontainer

AR attach REEINFENTHIE, IRFTHEREXRERD, (FelsEReEET L. 8
Ctr1+p ctr+Q A AR LI RHMAE LRS-

5.2.7 IEfREE
o HARZE: WMAHNEEEITHESHITHS
o ABHE: FFMIENHEEERELR
e HEALTHCHECK BT : Bl SBARSESIER

e Docker Compose: BEZNGEARBNETFAR
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5341k

AR BMALRLE—PBITHOERE, UMM ARERNAZLESIREXKS,

5.3.1 R1L AR

KIERBE=MH:

AR we iR
z SIGTERM, &H 2
LIELE docker stop = A
SIGKILL
sRHEIELE docker kill B X SIGKILL
Efiezdls - AT HIZR BT BN

5.3.2 docker stop: #7E

docker stop EZAF%

$ docker stop AEFZLID
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TERE

docker stop mycontainer

1. %3i% SIGTERM 247
ga £ %2 (PID 1)

2. ERFARSEMMEY (FIA
10 #

3. NRBAHNARIBH, &iX
SIGKILL 3&%£& 1k

ERBE NG

## FF 30 MEEEILL
$ docker stop -t 30 mycontainer
## IBI&ZIX SIGKILL (#HETF docker kill)

$ docker stop -t O mycontainer

FEZ AR

# BIEZMEES R
$ docker stop containerl container2 container3
# FLEPIEEITRNE R

$ docker stop $(docker ps -q)
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5.3.3 docker kill
BAR*

$ docker kill ZAES8&ZID

5 stop X3!
e =)
docker stop SIGTERM — SIGKILL
docker kill SIGKILL
REEEXES

## K% SIGHUP GL#EEHMHEE)
$ docker kill -s HUP mycontainer
## KIX SIGTERM

$ docker kill -s TERM mycontainer

5.3.4 R{EBIAXILE

ARNERFHSTHENE, THIBRUN, FEEMELLE:

## ERHERREI bash

$ docker run -it ubuntu bash
root@abc123:/# exit # IBH bash - BEL

## EHERITRE

$ docker run ubuntu echo "Hello" # echo 1T - BERFLE
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5.3.5 EECELHNAR

$ docker ps -a

CONTAINER ID IMAGE COMMAND STATUS NAMES

ba267838cclb  ubuntu  "/bin/bash"  Exited (0) 2 minutes ago myubuntu

c5d3a5e8f7b2  nginx "nginx" Up 5 minutes mynginx
STATUS FEER:

RE oLl

Up X minutes B1TH

Exited (0) IERIRE ((BRHES0)

Exited (1) FEIREH (IFZIRLE)
Exited (137) # SIGKILL &1k (128 +9)
Exited (143) # SIGTERM 221k (128 + 15)

5.3.6 EFTBEIARR
Bl as

$ docker start BE§RTLID
## BEhFFMIINZL iR

$ docker start -ai B8Z

## SLELEEE
$ docker restart A&
## BEN(E I8

$ docker restart -t 30 BEH
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5.3.7 £ AHRSE

T

docker create

\

docker start

/

dockerrm docker stop  docker pause docker unpause

docker rm

Deleted

docker rm

5.3.8 #tEIRE
ELFrEAS

$ docker stop $(docker ps -q)

BERFE EELLNA S

$ docker container prune
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FIEHMERFRE AR

$ docker stop $(docker ps -q) && docker container prune -f

5.3.9 B In)H
Q: BAHRFLLRE
[FH: NAEEERLIESIGTERM 55, SESFEINEERGIZL
P YE
1. EN A IERIE SIGTERM

2. fEH docker stop -t o IZBEP&IE

3. 187 Dockerfile B9 sTops1GNAL BCE
Q: WfEtABMIHEH
RERASSEHIZIERLIEES

## Dockerfile 7=ffl

FROM node:22-alpine

## A exec WAMRESHEEIEL node HiZ

CMD ["node", "server.js"]

hRZ<i5EBA . TRBIEERE node:22-alpine, X@—MMETEIAY Node.js 22 kA&, TRIEZTRE MR
REMARZA (40 node:24-alpine. node:latest)o

Q: A/ELEFL
## SREIZIE
$ docker kill FEE&
## MNRIMTEFLE, RERARR

$ docker inspect A&
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5.4 HNBEE

5.1 AHAREENS S

£ -d 2HEmIARGE, BRER/LQIET. UTHRFEBHENDFIAEBRE:

BR ANl

pERERE EERE. NERE. HEHR
RS WITERERETS. BEEF
BERE EEHIE. WEEER. XHRR
FENL RENWREG<L. WIEFIR

5.4.2 MMHAF

Docker IR HFFHNB 2SS

W WEFRE R
docker exec vV Ei 3 BopifiHiE, BREAEIMEEE

PYONZE)E#HIZ, BLUFIREFLE

docker attach )\ EIEERA .
Bas

5.4.3 docker exec:
docker exec EZ4%

# BABBHBHZER shell
$ docker exec -it &A28% /bin/bash
## WEA sh GEAT Alpine HHEEHRE)

$ docker exec -it &A28% /bin/sh
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SRR

2% e

-i RIFFRERNITH (interactive)
t DB R (TTY)

-it REHLHE, RIFTBRXERR
-u EERF (30 -u root)

W BETEER

e REMRETE

docker exec 7l

## RE—Naaaea

$ docker run -dit --name myubuntu ubuntu
69d137adef7a. ..

#H O BENBR (RER shell)

$ docker exec -it myubuntu bash
root@69di137adef7a:/# 1s

bin boot dev etc home 1lib
root@69di137adef7a:/# exit

## BHIEIETT!

$ docker ps

CONTAINER ID IMAGE STATUS NAMES
69d137adef7a  ubuntu Up 2 minutes  myubuntu

hiTRFGS
HARERN, BERATML!
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#it BEBRAHE

$ docker exec myubuntu ps aux

# BERREXMH

$ docker exec myubuntu cat /etc/nginx/nginx.conf
## L root APHIT

$ docker exec -u root myubuntu apt update

A -i FA -t X3

## R -1 ALRITERS, BRERTM

$ docker exec -i myubuntu bash

1s # BN
bin # WHER
boot

dev

## B -it: BREMNKIRKG

$ docker exec -it myubuntu bash
root@69di37adef7a: /# # BIETRRA

¢ BEMER -it A5, REENEARFEEIEBENGSHARA -i

5.4.4 docker attach: EIEfER
docker attach EZ&H%

$ docker attach A&

TRRE

attach =MIANEIALRHY EHIE (PID 1) BUARAERNRIL
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a5

FiHiE
PID 1: /bin/bash
docker attach MinnE)x 2 (FMANBZELZEE E#
%)

docker attach ;=fl

## BEIARES

$ docker run -dit --name myubuntu ubuntu
243c32535da7. ..

## MINNEIA2E

$ docker attach myubuntu
root@243c32535da7:/#

\ EEES
M attach £IEFHIN exit B ctri+pD S FHARELE!

$ docker attach myubuntu
root@243c32535da7:/# exit # XREILRR!

$ docker ps
CONTAINER ID IMAGE STATUS NAMES
243c32535da7 ubuntu Exited (©) 2 seconds ago myubuntu

REA: attach MiNEIE#HE, BEEIHEMSTRESS,
RSB attach

A ctr1+p FAfG ctr1+Q AT UM attach £iFH 9B, MAELBEE:
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$ docker attach myubuntu
root@243c32535da7:/#

## ¥ Ctr1+P A/ Ctr1+Q
read escape sequence
$ docker ps # BesDTEET

CONTAINER ID IMAGE STATUS NAMES
243c32535da7 ubuntu Up 5 minutes myubuntu

5.4.5 exec vs attach #fLb

R docker exec docker attach
ITEAR TR BN B FEANEI A2

IR H R AR 23 EIE SR
BRI ] LUFF 24 HERF—IRIE
SRR IR, ImERIE EETHERH
BEEE = \ R RER
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docker attach

A

M N E] £ HFE PID 1: bash

docker exec

A

PID 1: nginx

FTHAE ANzl PID 50: bash

5.4.6 &x{ESCE%
1. Bi% docker exec

## PENEFER

$ docker exec -it myapp bash

$ docker exec myapp tail -f /var/log/app.log
# PITEURET

$ docker exec myapp python manage.py migrate

2. £ B RHND S
EEZRBIN: FFMENREEHNBEEIZIRE, M8

HERATERS (80 docker logs EFXHE)
SIS BRI ERAS
o EIEPEMIFFohELR
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3. & shell 50

FLEEEI SRR (W0E T scratch 3¢ distroless) ;&A shell:

#H XKW

$ docker exec -it myapp bash

OCI runtime exec failed: exec failed: unable to start container process: exec: "bash": executable fi
le not found

## RRFR: FREIRAASS (FE Docker Desktop Pro/Team/Business iTif)

$ docker debug myapp

AE: docker debug ;& Docker Desktop 4.33+ 12 {tHIINEE, FE Pro. Team 3% Business iT
., EaMm—MaESERARIA (vim. curl. htop &) WITEMEINBERAS, EMEEIRE
BETF scratch WEEER,

5.4.7 B al=A
Q: exec HNEEFREHMAIRAIRIE
XEEEW, exec BoINZMILHE, Z1 exec [IEE AR,
Q: &88%H bash
S fER sh:
$ docker exec -it myapp /bin/sh
Q: FE root /R

$ docker exec -u root -it myapp bash
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5.5 SHMEA

HBRINFETBERHESNDRE, PILUER Docker WRAMSHIIEE. ATRNEBXBE o<
BIER T %o

5.5.1 AR
MEESHAMEANRE], BILUER docker export f¥o

$ docker container 1s -a

CONTAINER ID IMAGE COMMAND CREATED STATUS

PORTS NAMES

7691a814370e ubuntu:24.04 "/bin/bash" 36 hours ago Exited (@) 21 hours
ago test

$ docker export 7691a814370e > ubuntu.tar

XS H AR R R A3

hRAHEE: SHNBRRBAGSIREREAE, SARATUEEXIFENRES,

5.5.2 FAARRE
BJLAfEFR docker import MAESIREXXHEHEBEIANNHRER, Fla0

$ cat ubuntu.tar | docker import - test/ubuntu:vi.0

$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED SIZE
test/ubuntu v1.0 9d37a6082e97 About a minute ago  171.3 MB

tesh, WRILUEEHEE URL SERMNBERKIA, FlU

$ docker import http://example.com/exampleimage.tgz example/imagerepo

A BFEERTLUEE docker load KFNFEGRFMEX A5z 15/%, 8aJLEFH docker import
KEN—T BRI R MR G e XFE BIXFITE T B2 IREBX 1S EF B H/5 E 18R T
HEIE R (M RFBZHIHIRIBERT), TMEREFEX G RFTEIDR, BRHBEX, L5, M
BERIREEX SN A] U B FTIEE Frs E B 5 B
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5.6 R

ERRNEENEL, REFIMNBEAENSTSR. ATENBNARHFFIBRTENSSE, Ukl

EEEMAFLERNESR.

5.6.1 BEA&f%
R docker rm fHBREFIEAIR2S:

$ docker rm AREFZILID

¢ docker rm;E docker container rm NEE, mEZFW.

5.6.2 fifipR3%EI0

i} L]

LB BEREF LA

-f SRHIM PRSI TR AR
-v ERMFFREXHER &

HEREFEIENEE

$ docker rm mycontainer

mycontainer
sRHINERIZI TR A 28

## A - =IREE

$ docker rm running_container
Error: cannot remove running container

## 10 -f SEFIMER

$ docker rm -f running_container
running_container
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I EBHIMEFZRABR[AIE SIGKILLES, AJReSBEIERR, BVt docker stop LHE(FLE,

HprAR R E SRS

## MRBREFENRFEERS

$ docker rm -v mycontainer

AR RBRERE, 3R

5.6.3 H#tEMER

BFRFrE ESLLR AR

## A—: A prune < (HEHE)

$ docker container prune

WARNING! This will remove all stopped containers.
Are you sure you want to continue? [y/N] vy
Deleted Containers:

abc123. ..

def456. ..

Total reclaimed space: 150MB

## AR TRTHIA

$ docker container prune -f

BERFRE AR SEEITHN

## SEILFRERR, Bk

$ docker stop $(docker ps -q)
$ docker rm $(docker ps -aq)

## HEBEERGIMIF

$ docker rm -f $(docker ps -aq)
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R FER

## MIBRPIEEIRLEANE 23
$ docker rm $(docker
## BIFFRRIFEE "test”

$ docker rm $(docker

## Wbk 24 BIRIRIEZMNE 2R

ps -aq -f status=exited)

ps -aq -f name=test)

$ docker container prune --filter "until=24h"

5.6.4 ERATIEEH

docker ps BUILIERMHRILAACS rm R :

RS
status=exited
status=created
name=xxx
ancestor=xxx
before=xxx

since=xxx

il

## MBRPREET nginx REMNAELE

Wi

BRHHERR

[S)eilkeE S =F0l

B MRILED

BETRRGOIE

ERBRZAEE

ARBBZEEE

$ docker rm $(docker ps -aq -f ancestor=nginx)

## BIFRFE EIRERBHIIEE

$ docker rm $(docker ps -aq -f status=created)
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5.6.5 RS HMEIRBX R

B RBIRHBRERTEMER.

## ZEPIFE RSB EBAIRSR

$ docker image rm nginx
Error: image is being used by stopped container abc123

## FBELMIREBIZIRGRIE S

$ docker rm abc123
$ docker image rm nginx

5.6.6 FERIEEIN

FRIFIR

## EREEEFILENAR
$ docker container prune -f
#t —REEFIARERRR

$ docker system prune -f

EFFIR

## A --rm SEETIRNEE

$ docker run --rm ubuntu echo "Hello"
## BRBRHEBEDMER

#H THIEE (REREBE)

$ docker container prune --filter "until=168h" # 1RE 7 KAH
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TEEFERNA

#!/bin/bash
## cleanup.sh - Docker &HIREIERMIZS

echo "REBFLEHNESS..."
docker container prune -f

echo "BEXRFEHANER..."
docker image prune -f

echo "EEKREANHKIES..."

docker volume prune -f

echo "BERFEHBIMLE. .."

docker network prune -f

echo "JBHESERE! "
docker system df

5.6.7 E el
Q: AETEMIR

Error: container is running

R F(FILEEE, WEA -1 REIMIER

$ docker stop mycontainer
$ docker rm mycontainer

## o

$ docker rm -f mycontainer

Q: MpREHE=EIEER
AIREREA:

1. RBEIEERMER (A -v SE)
2. sREARMIBR
3. MEBEERBE

iR

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

## ERTEHA

$ docker system df

$ docker system prune -a --volumes
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FE/NG

NENAT Docker BEHIBEN. FLE. FHNFMIBRFAZ ORI,

#B{F

MEHET

RENBE

[FaET

BB FLERNES

i3

SR {F1E

BER

FLEER

HANAZREIR

RITRERSML

EEFHIEEL

MFFEF AR

sEhIMPRIZITR A S

MiraERERE

BIEFIEEFLEAES

e

docker
docker
docker
docker
docker
docker
docker

docker

q)

docker
docker
docker
docker
docker
docker

docker

run

run -it

run -d

start

stop

kill

restart

stop $(docker ps -

exec -it &8#sE bash

exec Aexg @

attach B8

rm A8
m -f 83
rm -v ARZ

container prune
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e ANEI AT

TR ImEd 121

BTFIRSENA

ERERRES

% SIGTERM, #BBYf5 SIGKILL

E#% SIGKILL

FLIEEIENR Y

FIEFREEITH A S

HEAD
FHENZERT

18, BUFIEFLRS

BoEFL

BEEmIER

FEEEEERS

HEFE
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EMERIFIR
o EHIEIT: B -d SHMBREHER
o AR BIEETHINEE
o MRFLE: IBFHHCIBRETAIRIE
BIEEIE: HIBRFHAKARE
o MIBRIEE: BIEHRKR
BiEL: BUBSEE

7 RFERACOHEI? DR Issue 5 PRo
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BAREIHECE

% (Repository) ERERIRGHIMS,

— N B RAENBEE EMIRSE2E (Registry)e KPR EFMIRZ R EEECENEKIRSSE, 810

RFZ2ELERIUUEZNEE, MEBENECETEEZNESG. MXAEXRR, CEJUHIANZE—TA
FHIMBE B R, HIWXNFEEMMUE docker.io/ubuntu i, docker.io & XM RS 28HBLL,

ubuntu B EER,

RERD ISR, HAFEFREDXHERZ,

hizZs S35 EH
REH KB Registry FlHEx T ERRZSIHER:

e Docker Registry: {8 registry:2 ¥##FhRZA, BEFIELEIF registry: 1 REINEA

o Nexus 3: ENISEERMAARZAS (40 sonatype/nexus3:3.69) MMIE latest, BEF BEIFHLRT R
FA MR

o REMREAE:
o EFIMEHIXECENNPBIHIEERDSS (W nyapp:vi.o.o0)
o BRMKH latest 17, RAHSXEFEEXBSZSBIREES

N AREIRCRE?

EITICEFNRENEER, LRIERE . FARMRIRNZBRIMECRE?
FREBA (BLFIAE. Rl :

o FENBCEFHENIRE

o HRIhIEERIFER LT

o SBIUREFMAIEERRE (W Harbor =] BiIRMMRERECE)
FERMERTAFES:

e Docker Hub AF G FEE %

o THRBEMLECENMA
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AVERERE

o RESTH. &ip. REME

o WEMFEATILSZE (Nexus3. Harbor) TIEEIERY Registry
TERENHENERE S

o Docker Registry: s/VtEE (E&EETR

o TWBCESKEE: MDA, HTTPS FEFUFEI

o Nexus3: BRAWRTEMRASRE, IFREER. &H%F

FEAR

e Docker Hub

e Nexus3
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6.1 Docker Hub

6.1.1 {+4A% Docker Hub

Docker Hub 2 Docker WHRRIREERE, @I R LIRS ZFMIREX Docker 5740
Docker Hub 72 Docker EF PN ARG CE, B EIKEARNBEHREE,
ERMT:

o BEAHS: B Docker EAFMIMEIE (80 Nginx, MySQL, Node.js) #PHERERE K.
o NABREE: ARAULEEBECSHER,.

o BENE: 5 GitHub/Bitbucket &£/ (E11E),

e Webhooks: $Rf&REHETfitA B,

6.1.2 #ZI0\IheE
1. 18FRHEK

FATAT LU docker search Bn L REHXEHZ CEFHEFER, HFA docker pull SBLHKREE T
B 7t

BR T MDUER, AILUERS<LT:

$ docker search centos
NAME DESCRIPTION STARS OFFICIAL
centos The official build of CentOS. 7000+ [OK]

Bi15:. RS (EA oFFICIAL FRIEA [oK] BVERE, T2 EBRME,

2. HIEVER (&

$ docker pull nginx:alpine
3. HXER

FELEF:
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$ docker login

## INBERT, THEHESEMT docker login &HEEHFE Device Code Web Flow (HISE83IAIE)
## EEIERE CI HEH, #EFELES --username 5 --password-stdin BE{ER

FIAREEHHEIX

## 1. WRCEHRE
$ docker tag myapp:vl username/myapp:vil
o2, HE

$ docker push username/myapp:vil

6.1.3 FRHISECER

BRASHIEX R

Docker Hub Y RREIZEEL A 7 SEREHIBURERIRSE] (BT 6 /)\BSFHA)

P8 PR

ERAR (RER) 6 /)\BY 100 RIER
REKF (BEER) % 6 /]\BY 200 RIEK
Pro/Team/Business i PRSI (AT EREE)

AE: Docker Bit%IF 2025 &£ 4 BiARNERFIHREE, B7F 2025 £ 2 BERIBUHZITE. B
BT ERITIRB R EB TRGEFNEEE, EZQBAPMEEKFIRFIFRIEFAE, EiNTE ClI/CD IFE
HIAZRECE docker login MAFKEESHIHIEVEE,

it PR PROAR

2T _ERE SFEK S HIEUEGEER Pull Rate Limit Z4b, Docker Hub SFRAERF (BEBEiA
IERGERP) BT BARPET (Abuse Rate Limiting), ©2IREMLH O IP (IPv4 5
IPv6 /64 FM) i+ EEMKIGKRINE, REDNSHME (BEABIHHTRINIBEK).
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MRNERSHETA:

e Pull Rate Limit: $+3HiEXEIAEI LR, #REHR[E] 429 Too Many Requests, FH HTTPiR[O]
{&/CLI HiRfe nP =+ AR toomanyrequests: You have reached your pull rate
limit 327, BMEKF FAREEE,

o Abuse Rate Limit: BFEEZOMZFITE. IRE(GREIE R 429 Too Many Requests, X—[R
MADNESE, BR4ETE “SERBHEZHOIP” NhUBEMNHEE=S= CIIRS (0
GitHub Actions %) A1, BME{REEEEE docker login HKIHFTRERRE,

R SNR7E CI/CD FFRIBE] 429 f8iR, Bl
1. ERBI AWM &M pull rate limit RETE Cl PEZE docker login (FHERBER
KS) FLEEREPRE R PR,
2. R Z Abuse SMTFTH, NEEBENE CEFENIEERFNIE (Registry pull-through
cache), B EINEERIFRE T Hub,
3. EAERREINERSS,

6.1.4 ZLR{ELEK
1. 5 2FA: WEEINE
F T 1RIPIEE Docker Hub IS %4, Bl TEIREN L Fi5HE,

7 Account Settings -> Security /2 2FA, RIFKS L2, BARG, CLIERFE[EA Access
Token MAE&H3,

2. 858 Access Token

L EES: BAEBEEMARK CI/CD REH, BIERER -p SHEEZEEI Token (M docker
login -p xxx)! XESHEIERBEEERFNGIHE. HEFIRMNLiHEHP,
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1. 7 Docker Hub -> Account Settings -> Security -> Access Tokens & Token (PAT).

2. 3% Token IR1ZENEZ IR A ST B, Cl secret B, Bi@iSAmE G (stdin) 1£1%45 Docker,
WRIBESE Token B, h<SHEHAE:

$ chmod 600 "$HOME/.dockerhub-token"
$ cat "$HOME/.dockerhub-token" | docker login --username username --password-stdin

3. XAHRGIRR

Docker Hub #&fft Docker Scout 21 3¥EINEE. E A RGN R EREERNFRERER 28RN,
Docker Scout W4 IREE R EETUESZ 1l MAECE, NERFAIUREEZCE., 15
BRI IR EIRBERAEE R,

6.1.5 Webhooks

LR GEHEET, AT BRI HTTP [E1F (FIa0&0 Cl RFAERE).

EREAE: CEET@E -> Webhooks -> Create Webhooks

6.1.6 BEhtE

)\ BaiXPR{IEEEF (Pro/Team) {8,

¥E#Z GitHub/Bitbucket BEfE, HRIBEIRRRHITIRER, Docker Hub =Bz T, X{RIE
THRESERS5MERY, BHIENEAIFEWE,
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6.2 AECRE

BESRFER Docker Hub XIFRI AL CERIRERSE, BARIMUEIE— At e EHRMAER.

TN BNFAEREMEE,

Docker Registry R E A IR IR, IUBATHWENMENEGRECE, sXARETETF
distribution/distribution v2.x kx s,

6.2.1 #3517 docker-registry

B!/EBT

MREEERELECE, tLUBIEHRMI registry FRIGIRIREE,
{REILAEFE 7S registry $RE&FKIETT.

$ docker run -d -p 5000:5000 --restart=always --name registry registry:2

WA BLER : {EF registry:2 &R Docker Registry 2.x fR7x, X2 Y BIHFNM A, B
Registry 1.x BELL4R, FRINER. XEFERESW registry RERBHFABCE. BB
T, CESWOIEERIEN /var/lib/registry BR Fo RATLUET -v 2HREBE XK
EAMPIEEERRR. Gl TEMEIFIE EERBEREIZHAE /opt/data/registry BRo

$ docker run -d \
-p 5000:5000 \
-v /opt/data/registry:/var/lib/registry \
registry:2

6.2.2 FRBEECEFLE. R, THHRBE

BIBGFRECEZIG, FRILUER docker tag KIFIE— MR, ARBEERICE. FIMMLECE

#ilkS9 127.0.0.1:50000

FEAHNEEREENHRR.
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$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED

L SIZE

ubuntu latest ba5877dc9bec 6 weeks ago
MB

{EH docker tag ¥ ubuntu:latest XPMERIEFRIE N 127.0.0.1:5000/ubuntu: latesto

&I/ docker tag IMAGE[:TAG] [REGISTRY_HOST[:REGISTRY_PORT]/]REPOSITORY[:TAG]o

$ docker tag ubuntu:latest 127.0.0.1:5000/ubuntu:latest
$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED

L SIZE

ubuntu latest ba5877dc9bec 6 weeks ago
MB

127.0.0.1:5000/ubuntu: latest latest ba5877dc9bec 6 weeks ago
MB

f#H docker push H1EFRIEHERE,

$ docker push 127.0.0.1:5000/ubuntu:latest

The push refers to repository [127.0.0.1:5000/ubuntu]
373a30c24545: Pushed

a9148f5200b0: Pushed

cdd3de0940ab: Pushed

fc56279bbb33: Pushed

b38367233d37: Pushed

2aebd096e0e2: Pushed

latest: digest: sha256:fe4277621f10b5026266932ddf760f5a756d2facd505a94d2dal12f4f52f71f5a size:

B courl EECEPMNES,

$ curl 127.0.0.1:5000/v2/_catalog
{"repositories":["ubuntu"]}

XEBrLIEER {"repositories": ["ubuntu"]}, FPABEEEWHINLET .

EHERERRE, BEEMLECERTHX M.
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$ docker image rm 127.0.0.1:5000/ubuntu:latest

$ docker pull 127.0.0.1:5000/ubuntu: latest
Pulling repository 127.0.0.1:5000/ubuntu: latest
ba5877dc9bec: Download complete

511136ea3c5a: Download complete

9bad880da3d2: Download complete

25f11f5fbOcb: Download complete

ebc34468f71d: Download complete

2318d26665ef: Download complete

$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED VIRTU
AL SIZE

127.0.0.1:5000/ubuntu: latest latest ba5877dc9bec 6 weeks ago 192.7
MB

6.2.3 BE0E3F https G AL

WNRIRAAE(FEH 127.0.0.1:5000 {EANEEMIL, LN ARMERRE M F N W AEINEGHIXEIFAE
BE, RILFIEAIU0 192.168.199.100: 5000 XFEFENAMMIHENFAR CEMIAL, XS LT E
BINHEIE R 5

X2REA Docker BRIARARIFIE HTTPSs A HIX R G FTHTLUEE Docker BEEE ETREUHX
FREI, siBEEE T —TECERERET nTTPS IHIRMIFAE B,

Linux

AAINBL T, Docker SR HTTPS NI TRR, WREHEZNMECER HTTP Y, F
BTN TECE,

FTFEH systemd IR S, 1ETE /etc/docker/daemon.json FEANMTAR (MEX G EEIETE
&)

"registry-mirrors": [
"https://docker.your-mirror.example.com"

1
"insecure-registries": [
"192.168.199.100:5000"

]
3

AR BXHHTEE json ME, BN Docker KARRERR. REGNMESFHNIFTER Iy SEFRE] A
R, BAEESN 3.9 HERNES.
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6.2.4 Hfth

3FF Docker Desktop for Windows. Docker Desktop for Mac 7EI& &Y Docker Engine H#1T4R
15, EIA_ LA —HRFRFERENA,
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6.3 A B CERRECE

E—TBAMERT T EEEMINENIME CRE, 2N TIRAIRMER docker compose HEHE—MAR
RPRIAIE. TLS FAB B,

MZ—TXHR, UTTRYEZEFEPHTT,

6.3.1 E&FILRIES

MRMAE— TR, BRSACRSEHIRERENGERIER, RIEA UG openss1 BITEX
iIE:E;O

XEBERIGEHEITGEEEZENIAE CEMULA docker . domain.com, FEIANINTBER opensst BT
& docker .domain.com BYuL S SSL IEH,

E—D I caThTA,

$ openssl genrsa -out "root-ca.key" 4096

FELFIATIACIRE ca IRIEBIFRHE

$ openssl req \
-new -key "root-ca.key" \
-out "root-ca.csr" -sha256 \
-subj '/C=CN/ST=Shanxi/L=Datong/0=Your Company Name/CN=Your Company Name Docker Registry C

LSS -subj BHEH /c RRER, Mon; /5T RFE; /L REABREK; /0 Twd
02 ; /eNBAZR.
FE=FHE cCARIER, FE root-ca.cnfo

[root_ca]

basicConstraints = critical, CA:TRUE, pathlen:1

keyUsage = critical, nonRepudiation, cRLSign, keyCertSign
subjectKeyIdentifier=hash

BT ERRIUED,
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$ openssl x509 -req -days 3650 -in "root-ca.csr" \
-signkey "root-ca.key" -sha256 -out "root-ca.crt" \
-extfile "root-ca.cnf" -extensions \
root_ca

BRIPAEMILS ssL FAFA.

$ openssl genrsa -out "docker.domain.com.key" 4096

BT ERMAERIERITRI Mo

$ openssl req -new -key "docker.domain.com.key" -out "site.csr" -sha256 \
-subj '/C=CN/ST=Shanxi/L=Datong/0=Your Company Name/CN=docker.domain.com'

BCPEEIUETR, FE site.onf X

[server]

authorityKeyIdentifier=keyid, issuer

basicConstraints = critical, CA:FALSE
extendedKeyUsage=serverAuth

keyUsage = critical, digitalSignature, keyEncipherment
subjectAltName = DNS:docker.domain.com, IP:127.0.0.1
subjectKeyIdentifier=hash

BI\FEEILS ssLIEH,

$ openssl x509 -req -days 750 -in "site.csr" -sha256 \
-CA "root-ca.crt" -CAkey "root-ca.key" -CAcreateserial \
-out "docker.domain.com.crt" -extfile "site.cnf" -extensions server

f2E demo AHY ss1/README.md RARE A A BIEBEY S0 EE, BEXLFABRFERRAMIRREIE
FE. XHFEBELWEBT docker.domain.com BIMIIL SSL #AFA docker.domain.com.key #1 SSL jE+

docker .domain.com.crt A&z CAIRIEH root-ca.crto

T ss1 XEEFH I docker.domain.com. key docker.domain.com.crt root-ca.crt X=X &%
N, MHBREL S

TRy XEMBIIEPNEAMBRITMEFRRER, FEREH Git €F, RFIERR
RE SRR, ETAIER EENS BEMEN.
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6.3.2 ECEFA R CRE

IWEECERINNEE XH L F /etc/docker/registry/config.yml, Ik {15 1 & i 45 4§
config.yml, Z/GHEHIIREH,

log:
accesslog:
disabled: true
level: debug
formatter: text
fields:
service: registry
environment: staging
storage:
delete:
enabled: true
cache:
blobdescriptor: inmemory
filesystem:
rootdirectory: /var/lib/registry
auth:
htpasswd:
realm: basic-realm
path: /etc/docker/registry/auth/nginx.htpasswd
http:
addr: :5000
host: https://docker.domain.com
headers:
X-Content-Type-Options: [nosniff]
http2:
disabled: false
tls:
certificate: /etc/docker/registry/ssl/docker.domain.com.crt
key: /etc/docker/registry/ssl/docker.domain.com.key
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3

6.3.3 &£ http IAIESF

$ mkdir auth

$ docker run --rm \
--entrypoint htpasswd \
httpd:2.4-alpine \
-Bbn username password > auth/nginx.htpasswd
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¥ _EERY username password B NIRE SBE P B ER,

Z2RTR. LRSS SEBREBEXERET shell FRIZRIHETIRF, £-EENERRE
XARXBAER (R -b B8, WBEIMRTE/XMHEN. BEE demo B auth/README . md X
iﬁﬁﬁzki@fliﬁzﬁg%, £ RERY auth/nginx.htpasswd E?&@%, KE?E&O

hRZSi%BH: {F httpd:2.4-alpine B F Apache 2.4 BRI HE &, MBHMARZE, T&iRA
httpd: latest HIEERAhRASS U0 httpd:2.4.58-alpines

6.3.4 4548 Docker Compose A&
4m3E compose.yaml (8 docker-compose.yml) BEEII T :

services:
registry:

image: registry:2

ports:
- "443:5000"

volumes:
- ./:/etc/docker/registry
- registry-data:/var/lib/registry

volumes:
registry-data:

KBEER 06 _repository/demo/ WREBREFLNTE: BesA registry 50 5000, BENBES
443:5000 £ 7 HTTPS RSB, XHEAUBRERSNSARNEO, ANNILEFAIKER

https://docker.domain.com 35ifA),

hRZs3% B8 : Compose EC B BRI E registry:2 A&, £ HIBEENBEERAS (0
registry:2.8.3) MIEER latest, MUFRIEHENTEE 4,

6.3.5 &2 Hosts XXf§
Ym4E /etc/hosts

127.0.0.1 docker.domain.com
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6.3.6 BT

$ docker compose up -d
XEFRINMERF 7T — P EENRIAE. TLSWAECE, ETRENVLHEIERSTER,

6.3.7 MiAFAH CEEIIRE

HFETEAN CARIEBARAREE, FTUFEITFEI CARIES ssl/root-ca.crt BN
/etc/docker/certs.d/docker.domain.com M{&F¥kH,

$ sudo mkdir -p /etc/docker/certs.d/docker.domain.com

$ sudo cp ssl/root-ca.crt /etc/docker/certs.d/docker.domain.com/ca.crt

ERILECE,

$ docker login docker.domain.com

=R, NEERR.

$ docker pull ubuntu:24.04

$ docker tag ubuntu:24.04 docker.domain.com/username/ubuntu:24.04
$ docker push docker.domain.com/username/ubuntu:24.04

$ docker image rm docker.domain.com/username/ubuntu:24.04

$ docker pull docker.domain.com/username/ubuntu:24.04

hZsiBA: RBIEER ubuntu:24.04, XZBEH LTS iidS, HIXFIFAE CENRE T RBNMRAAR
%, BEFHRBRBEERGRES, MRFLINBHER, FHHEETRER.

$ docker logout docker.domain.com
$ docker push docker.domain.com/username/ubuntu:24.04

no basic auth credentials

ORI EBER, TERBRGHZXILBECES.
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6.3.8 FEEM

NRIFAHNERT 44350, REJLECE Nginx (I8, XEBERBER,
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6.4 Nexus 3

/8 Docker EFHY Registry QI CEREIG—LEEPR, tLINRLLREGEMRUGETEIFRIART
MY, BEE—EHSEOKRTEARER Registry, ERI BRI —E T BB Nexus
PRI E WML, AR Nexus3. x £EZ#F Docker FAB R, FTLAER Nexus 3 — MR

43K EIE pocker, Maven, Yum, PyPI HE— 1 EEERIERR,

6.4.1 &b Nexus &28

$ docker run -d --name nexus3 --restart=always \
-p 8081:8081 \
--mount src=nexus-data, target=/nexus-data \
sonatype/nexus3:3.69

Hﬁzkiﬁﬂﬂi 'ﬁﬁﬁ sonatype/nexus3:3.69 ?E’E%EE"J Nexus ﬁ&ziio @ﬁ%ﬁ%ﬁ&ﬁx%ﬁ'ﬁ% latest B]
LB R BIMAHRERINARERF. BRXEITRER 3-5 7%, ReILIEMA docker logs nexus3

-fEEBHE:

$ docker logs nexus3 -f

2021-03-11 15:31:21,990+0000 INFO [jetty-main-1] *SYSTEM org.sonatype.nexus.bootstrap.jetty.JettySe
rver -

hRAHER: ERHEHETAZE Nexus 3.69 RANBHHAS. BEARESSHER BIRERAT
FE. WMRIMBEFLULAR, R Nexus EZBTIATY, RETUERNKSEIITH

http://YourIpP:8081 I8 Nexus T o

BRIEITIEEE A T e L IREA 1A 6T |

$ docker exec nexus3 cat /nexus-data/admin.password

9266139e-41a2-4abb-92ec-e4142a3532ch
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BEURB5) Nexus FUERINIKS 2 admin, ZHINE LSRR, REE6LAER, BRERS
B E R,

ERZEAURETE S RERERERE TER G EH#HTIRE,

6.4.2 BIEBREE

BIE—1FAEECEMNS L. Repository->Repositories M AIIIE create repository W

docker (hosted)

e Name: EERNBR
e HTTP: GERIMEIAEIHO (H70: 5001)
e Hosted -> Deployment policy: i&5i%#% Allow redeploy TN JE % L& Docker $1&.

HEMNECECURAZBEZUBCER, BT UEIE— docker (proxy) KA G ERZE
DockerHub o BEI#ZE— docker (group) XEMEEENIZA B hosted 5 proxy AIME—, E
M RINEHMEIRIA T EHIAE CEFNRER, NREERFEEE DockerHub AT EHFHEEE Nexus
f,

6.4.3 ZMNAH AR
38 security->Realms 38 Docker Bearer Token Realm % ZIA1ABERRTZ,

AN : 328 security->Roles->Create role 7 Privileges EINIEZE docker 3EAERZAIFE N
%o EIGINER ARG RTF.

AINAF . 328 security->Users->Create local user TE Roles JEINAREANIZ GBI N FZEHE
GIINE DR,

6.4.4 NGINX RACIBEIE
TEBERBEN A CEIAT BEIFBER—T,

NGINX RIEEEI T
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upstream register
{
server "YourHostName OR IP":5001; #ixALEEHRINAEREGECENIEEN HTTP ENHIHEOS
check interval=3000 rise=2 fall=10 timeout=1000 type=http;
check_http_send "HEAD / HTTP/1.0\r\n\r\n";
check_http_expect_alive http_4xx;

server {
server_name YourDomainName;#31R%%5 DNS BRSZ2SfEMT, 1BMIBRILETERZAN 1P Hhutifia)
listen 443 ssl;

ssl_certificate key/example.crt;
ssl_certificate_key key/example.key;

ssl_session_timeout 5m;
ssl_protocols TLSv1l.2 TLSv1.3;
ssl_ciphers HIGH:!aNULL:!MD5;
ssl_prefer_server_ciphers on;
large_client_header_buffers 4 32k;
client_max_body_size 300m;
client_body_buffer_size 512k;
proxy_connect_timeout 600;
proxy_read_timeout 600;
proxy_send_timeout 600;
proxy_buffer_size 128k;
proxy_buffers 4 64k;
proxy_busy_buffers_size 128k;
proxy_temp_file_write_size 512k;

location / {
proxy_set_header Host $host;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Forwarded-Port $server_port;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_redirect off;
proxy_set_header X-Real-IP $remote_addr;
proxy_pass http://register;
proxy_read_timeout 900s;

1
error_page 500 502 503 504 /50x.html;

6.4.5 Docker EHIFRIEGCRE

ANRAE B SSL Nzl LUEE FiE S T A 7E 7R INTE https € LS Docker A E X HFHARE
& Docker,

£ SSL INE LURRRFEE IR ERBENEENS N T . BETENT:
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$ openssl s_client -showcerts -connect YourDomainName OR HostIP:443 </dev/null 2>/dev/null|openssl x
509 -outform PEM >ca.crt

$ cat ca.crt | sudo tee -a /etc/ssl/certs/ca-certificates.crt

$ systemctl restart docker

fEFH docker login YourDomainName OR HostIP #H{TMix, AR REILETS E&E Nexus FIEER,
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FEING

EKENET Docker Hub BIfER. FABCEAEE R Nexus 3 FRWRHE,

Thie WiEA

BARE R ERREMREG

IR PR EE# 100 2 /6h, &R 200%/6h

ZE WEETFTS 2FA HfEM Access Token

Bzhfk X #F Webhooks 1B ohtig i
S5 338

o TAEGE: HBEBECH Registry
o SHENNTRSR: NNEETE

7 RPFERECCHEI? WDER [ssue 5 PRo
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&2 Dockerfile I5$ ¥R

42 Dockerfile

Dockerfile —1MX&XfF, HRABE T —5FH 8L (Instruction), B—FELHE—R, Al
B—FEHRE, MEMRZENYINFWE,

EEEER, FHNES docker commit EI T RGN, B2, Fohcommit REEIENIGEIEHS,
HAEEENEFFRERERIEES R

£/ Dockerfile B HEGEUTMHE !
e HEhK: AILUEE docker build < BEIHEE®E,
o WESEM: AT Dockerfile @BXAXH, AIURFRERIIENER—H.

o hRZAITH: Dockerfile ATIAANIRAEIZHIR S (90 Git), FEFIBETE,
o BEEAM: T AZATLUED RS Dockerfile T #RIBZRIVIDERITIE,

Dockerfile REHFF

TEARNEGMESCHAT ZA, EERRFP-NEXEEZNEN: Dockerfile FEMZ, MERGHN
“GEIHE” . XMXFRE T RN BEZFIELHIER.

MBS Bash BIAMIEL (“EINFHRITRIESS), Dockerfile NEBLRIZR (“X—REBHIIZ
MR, F—RIEARE"). X BTSN RE:

o SH@EY: — 1 RUN apt-get update && apt-get install ... WiZEE—f2, MAED TR
Z1RNEES, EAENZRE— ‘B 1iZiE

o EIRAIEMIES: COPY VSADD. CMD VS ENTRYPOINT XIEEIRAEHEMN, MERIBRGEIEN
B RRER

o RUTRBKI: REAFEEEF. BIRIGEXH, IHXLE “BE” RIEER—B5MK

EPMENRIFANAZNMES. EFIELEEN, BRARE. "XNMEIPRFABUXEFNAR
T1E? NRFLZE Docker, HMZUWFEIZITE? ”

Dockerfile B4y

Dockerfile —fg 3 AIAERSD . BEMRERER. HIFERER. REBFESNAIHIBMERRITIES,
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B
AR Dockerfile IS NES:

e RUN #1785
e COPY S

o ENTRYPOINT A[=5
o ENVISEBIfIZETE

o ARG S

* VOLUME EXE#®E

o EXPOSE it

* WORKDIRIEETERF

o USERIEFHHIAF
o HEALTHCHECK BE10E

e ONBUILD At A fEtRKRE
e LABEL Hi&& R
e SHELL3ES

BT
IETENE Dockerfile BISRAFE:
o ZIEGHIIE
o ZNEGHIIRIEY: Laravel (W
BESRETH
Itsh, FHAERE L Dockerfile BYExESEELA & D iRl &L,

° g 3 14
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R Dockerfile #3325
HEERHEARSIERA:

docker build [#&I] <ETFXE&E/URL/->

5140, 7E Dockerfile FREE RIT:

docker build -t my-image:1.0 .

KT hAs SR ELER
ZZehfK Dockerfile T fAIfER BY BB S EHT 281 LU TR

o EAME (W ubuntu:24.04. alpine. nginx):. FRIFEME, TEEN

o BRIRBIRAS (4 node:22. python:3.12): EAFERIRASMIETEMAS (patch),
XiFAI LA B oIRGBV T hRas, WRASTL2EHH

o BESE: REMNEA latest InEMTER patch FRAES (41 20.10.0) EARMBGR, BAXE
SEENAIENERL 2 XK

REEEAXLETAY, NRIESSREFFRERERGENRES,

EZ KT docker build WAZE, BITELHFSESRBIESHITET.
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7.1 RUN Bif76 s

{AIBdfsEF RUN
RUN 2 Dockerfile PREBIIIES, TERTHEEGHUENBHTHOREKES, BTN

o REMKHI: rRUN apt-get install nginx
o {RIFERF: RUN gcc -0 app main.c
o THSUH: RUN curl -0 https://example.com/file.tar.gz

o BIEARS: RUN mkdir -p /app/data

2f# RUN N0 RIERREB DR 58— RUNBIELRIEZ LEIBHHN—F, XETMREK
Mo EAlt, SIEER RUN (F3IREHZ T RUN) BHERERIREIXE,

7.1.1 BAiEE

RUN <command>
RUN ["executable", "parami", "param2"]

RUN 5§ 2 Dockerfile FRERBMNIELZ—. EE HAIREE 2 LEE—THE, RITHEENSD

2, HRRER.

7.1.2 FFREINXILEL
1. Shell &=

RUN apt-get update

o 55 BRIAET /bin/sh -c BT
o B TILUMERAMETE. BiE. EEMS Shell %,

o il

RUN echo "Hello" > /test.txt
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2. Exec 180
RUN ["apt-get", "update"]
o 1. HIZFARTHMITXH, REd Shell

o % B Shell FFFEMAE, EHATFESHPEIRHKRFTHTNIE .
o X TAMFERA svarR MR 28R PRIEEXFA shell)o

7.1.3 BN RELE

1 AAHS: BOEK

S—1 RN IESBRTE—RER. NTROBREFFHEE, FIEA e EEHS,
X HERENE % (I3 R):

RUN apt-get update
RUN apt-get install -y nginx
RUN rm -rf /var/lib/apt/lists/*

HESERIZLE):

RUN apt-get update && \
apt-get install -y nginx && \
rm -rf /var/lib/apt/lists/*

2. BEEF
ELREZTNNGE, LEERER, AUEZR/NEGRER,
e Debian/Ubuntu:

RUN apt-get update && apt-get install -y package-bar \
&& rm -rf /var/lib/apt/lists/*

¢ Alpine:

RUN apk add --no-cache package-bar
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3. {6 set -e Ml pipefail

AINBRT, EEH< cnd1 | cnd2 FREEHKE—1E< (cnd2) RE, BMERERG SRV
T, B run DR BERR AR

X FEigA iR :

## WRTHRKRM, gzip FIRERIREE, EBMRTRINGE, WIRAIREAS:

RUN wget http://error-url | gzip -d > file

WESE:

SHELL ["/bin/bash", "-o0", "pipefail", "-c"]
RUN wget http://url | gzip -d > file

7.1.4 B 0]
Q: NfH4ARUN cd /app FEXL?

RUN cd /app
RUN touch hello.txt

LR nello.txt SHIMERB R /, MARE /appo RE: &1 ruN EE—HRY Shell/ 2815
PiTo cd REMER] RUN BIIFIR, iR 1B F worRKDIR 15

WORKDIR /app
RUN touch hello.txt

Q: HMETEREX?

RUN export MY_VAR=hello
RUN echo $MY_VAR

ZR: Rz, RA: AL, FMRTERTEHE rRUNER. R A enviE<, S7EF—1T rRuN
S

ENV MY_VAR=hello
RUN echo $MY_VAR
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7.1.5 B4HIS
1. 5/ BuildKit B9EHEE
BuildKit SZ#%7E RUN 35S HIMER - -mount IEEHEF, MRWE,

## 817 apt &
RUN --mount=type=cache, target=/var/cache/apt, sharing=1locked \

--mount=type=cache, target=/var/1lib/apt, sharing=1locked \
apt-get update && apt-get install -y gcc

## 817 Go &R

RUN --mount=type=cache, target=/go/pkg/mod \
go build -o app

2. EHFZHA

LM SSH A5 Token, MABHIZREHRET.

RUN --mount=type=secret,id=mysecret \
my-private-tool --token-file /run/secrets/mysecret

Z:g?'fmﬁﬁéﬁ@qﬂ cat. echo EJZHEUEE%HWE; E‘Z?F_], /run/secrets/<id> E%%fiéﬁﬁﬂffﬁ%@%ﬂﬁ'\]
TH,

3. Heredoc i&;

BuildKit 3z#5£ /A heredoc 1B/ E Z1TRIZA, TFITRRFHL \ E#:

RUN <<EOF
apt-get update
apt-get install -y \
build-essential \
curl \
git
rm -rf /var/lib/apt/lists/*
EOF

me:
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o TEMEM, AFEEESITRESM\
o BREMAFIEZENS|S
o FH1FZ heredoc 3R, AIIEEARREBY Shell

RUN <<EOF
echo "fBEREAA /bin/sh"
EOF

RUN <<'EOF'

#!1/bin/bash

set -euo pipefail

echo "fEF bash"

wget http://example.com/file.tar.gz
EOF

{EF heredoc EE 1 Dockerfile B17/4EH BuildKit i&xRR s :

Built with mdPress
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7.2 COPY E&I>¥

{AIEf{EH COPY

cory BTEMRIREE, BB LETX (Dockerfile FITEBRREFER) PHXHHEREHES
BAES. ERVNENARE. BEXHEERNGI

HAHS .

o SHINRIRES: copy . /app
o SHIFESH: copy nginx.conf /etc/nginx/nginx.conf

o EHE%ESHIR. coPY public /app/public

J{t+4 COPY Lk ADD EEBHTE? EEEINIT 90% BB R TER COPY, FEFERZ COPY HiEXE
B —EMEEEMEHIXH, M ADD BEIMNIINEE (BohfEE. X5 URL), XEINREEREFS
HRBEINITH. BRIEREBFEE ADD B mhAREINEE, |NA COPY, i¥01 7.3 ADD 5% HA93%
AXFLL

7.2.1 BEiE%

COPY [iEI] <REE>... <BiEE>
COPY [EIM] ["<EBE&F1>", "<EEFE2>", ... "<BiREE>"]

copy EL R L X P4 B REFZIHRER,

7.2.2 &A%
BB

## ERINXHIIEEER
COPY package.json /app/
# SEXHHEDR

COPY config.json /app/settings.json
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EHlZ X

## BERIZMEEXH
COPY package.json package-lock.json /app/
## fEFIRECRT

COPY *.json /app/
COPY src/*.js /app/src/

EFBER

## SHBIEROANT (FRERETS)

COPY src/ /app/src/

L AR EFERY, EFNEERN AR, FEEERES.

HELETX: RIRA:

src/ /app/src/
— index.js - — index.js
L— utils.js L— utils.js

7.2.3 BECRFAN

COPY £#F Go B9 filepath.Match FBECRFALN

BECR WEA

* REEEFRFY

2 ILESERANFRT

[abc] LECHE S NE—FFF
[a-2z] ILACSERERF R/
COPY hom* /mydir/ # home.txt, homework.md Z

COPY hom?.txt /mydir/  # home.txt, homy.txt &
COPY app[0-9].js /app/ # app0.js ~ app9.js
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7.2.4 Bi5ERE
BIRE
COPY app.js /usr/src/app/

X E8E: EF WORKDIR

WORKDIR /app

COPY package.json ./ # EHE] /app/package.json
COPY src/ ./src/ # %%l /app/src/
BaItIZBER

MNRBIFERATEE, Docker = EENBIE:

## /app/config/ AEEHEIGE

COPY settings.json /app/config/

7.2.5 B FFREE
£ - -chown IEINIE B X 4RV A F4A

## ERAFRMAR

COPY --chown=node:node package.json /app/
## €M UID M GID

COPY --chown=1000:1000 . /app/

## IEERR

COPY --chown=node . /app/

¢ EB usERIERERA, WRMZALIE root BFIBETT.
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7.2.6 REXHE iR
COPY &R BB B TTEIR:

e E. 5. HITINR
o {ECAAYIE]

XN TR ER:

## start.sh BATHITIRSWRE

COPY start.sh /app/

7.2.7 COPY vs ADD
it COPY ADD
A H
B BhARFE tar X 4
745 URL X (FHHE)
WERE i3 )\ 7 =R

## W 58 copy

COPY app.tar.gz /app/
RUN tar -xzf /app/app.tar.gz

## ADD =ENEEE ((TATRE, FEF)

ADD app.tar.gz /app/

ZERW FFIFFREBDFE tar X, TMIBAGER COPY, PRHBIIT LR BB EE T,
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7.2.8 ZHiEHEFR COPY
MEHHERR T B =

## HEMER

FROM node:22 AS builder
WORKDIR /app

COPY package*.json ./
RUN npm install

CoPY . .

RUN npm run build

## EEMER

FROM nginx:alpine
COPY --from=builder /app/dist /usr/share/nginx/html

5 --link (B E7F

## A --link /B, XHLURIZERM, FMRERIFRES

COPY --link --from=builder /app/dist /usr/share/nginx/html
--link 9%

o BEERNUFRAWEEF
o HiTMWEIE
o MEZMERMIFE

LR FH --link EEREUTERE:

e 3 BuildKit (Docker Engine 23.0+ ZXIAE )
o Dockerfile iIBEhRZS 1.4 HEE ((EETTHEBA # syntax=docker/dockerfile:1)

o BfMREARNFESPINAFEHINZTER

7.2.9 dockerignore

fEF .dockerignore HIBR AR EE HIBIS 4!

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

## .dockerignore

node_modules
.git

.env

*. log
Dockerfile
.dockerignore

XA LA
o JR/IVEE ETRSCKR/N
o fNEMEE
o BIGREHIBURH

7.2.10 R{ELE
1. FIFRETE, K8 EHREIYE

## 9 RERKRHEN, BRE, REEHNE

COPY package.json package-lock.json ./
RUN npm install
COPY . .

#t K E: —RMEEHFREXH, RBEESSHEN npn install
COPY . .

RUN npm install

2. {5/ .dockerignore

## MR node_modules FHEH!
COPY . .

## .dockerignore HIWEZ node_modules
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3. HREHEE

## 47 BAMRIERTR

COPY src/ /app/src/
COPY package.json /app/

# X E: 3F®E=Z

COPY . .

& BRIASER

K ATEM Node.js NMFIRY Docker FRIREY, RIHELRAFREAEIREI T 2GB, miziEd
EERENFE K. HERIM, Dockerfile FEEMAT copy . . BENME L TXERHRR, S
node_modules/ . .git/ BEMARENXHELIHITEHEGR,. RUMINLIELE
.dockerignore X, RIANZEFIFIBEXH. BRAREHAMN— .dockerignore X1, HBRX
ERNENER, FHE4%E/NNET 200MB, XNHIIRZIMIZEE T ¢ .dockerignore #l
.gitignore —HEE, WZEMEVRUEHMEIE, MASFE LM ABER. BiNAIR
HEHEREER package.json # package-lock.json REKE, BESNNBRBE, FNE
.dockerignore FBBFA%ItH node_modules. .git. test BE%,
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7.3 ADD EFRNEHISHF

{alEf{s5E8 ADD? faIEFEB COPY?
EFFaE, IBINES R EASKERT, REHZ6EHE COPY, MFAE ADD.
ADD 7E copy ELRli 1IN T B NERIMNNRE, (BXLETNREEEE | NS ZETIEER:

1. BEhiR[E tar B4 8 (BRMIEBERI—1 targz &5, M ADD IRIMBAEEE)
2. ZFFM URL THIXH (XM IEEHTRERREER ZIUNARRIER)

SRERFRRVRRIN . PRIF(REAMFEEBSHAREDNRE (LWNEREMRGMERGRS) , SUBRAEERA
COPY, RERERE —EXM TR, REY Dockerfile 1F 6 B EHIZFLEIFN, BWHEERIL
HRA D ERZ TR

7.3.1 BEiE%

ADD [EIN] <RE&E>... <BIrE>
ADD [#EI] ["<IREER>", ... "<BIRERFE>"]

ADD £ cory Efili FIZHN T M- IhEE

1. BohfiElE tar 4880
2. 23 M URL FEIXH (FH#ET)

7.3.2 ADD vs COPY jF4AxtEL

it COPY ADD
EHZH S

B hRE tar X

%#% URL X (RIET)
1T AEIFIE = N33

HEFREE fRScEM XEEDR
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EERBIW: FIEFFEEDIRRE tar X, BNIHLERER COPY, BIHRITTALLRRBRE AT

7.3.3 BRbfREIHEE
EARE: EMRELM tar

## BEIEE tar.gz ZBIRER

ADD app.tar.gz /app/

ADD RIRFIFREE LA A&
® .tar
® .tar.gz/ .tgz
e .tar.bz2/ .tbz2

® .tar.xz/ .txz
SRR A3
BAEMBEGEEEA ADD fEERXHRS:

FROM scratch
ADD ubuntu-noble-core-cloudimg-amd6é4-root.tar.gz /

BRI

ADD app.tar.gz /app/
|
- iR%I .tar.gz #&=x
- EhRE
L WEWMN /app/

app.tar.gz 8%: /app/ BRER:
— src/ — src/

| L— main.py | L— main.py
L— config.json L— config.json
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7.3.4 URL T#IheE: FHE
BAR#

## M URL TEXH

ADD https://example.com/app.zip /app/app.zip

A ATRE

B 35
FHBISCHAER 600, EHEELI RUN 18

WIREE
2

RERIE URL FHMEEE RS HERE

ErFE URL WA B RREH TH

e FEEF RUN B

REBRSE

## XK THEE: B AD TH

ADD https://example.com/app.tar.gz /tmp/
RUN tar -xzf /tmp/app.tar.gz -C /app && rm /tmp/app.tar.gz

##t ##EF: A RUN + curl

RUN curl -fsSL https://example.com/app.tar.gz | tar -xz -C /app

i

e —% RUNFER(T&i. fEE. BIE
o RREER
o FEAMBITREE
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1.3.5 BAXHEE

ADD --chown=node:node app.tar.gz /app/
ADD --chown=1000:1000 files/ /app/

7.3.6 {AIBY{EA ADD
ES{EHE ADD

## FREAM tar X

FROM scratch
ADD rootfs.tar.gz /

## MRIENAE

ADD dist.tar.gz /app/

K FiEEHER ADD

## SRIEEXH (A copy)

ADD package.json /app/ # X

COPY package.json /app/ #

## THEHXH (B RUN + curl)

ADD https://example.com/file / # X

RUN curl -fsSL ... -o /file #

## FERY tar FEE (A copy)

ADD archive.tar.gz /archives/ # X &=fEE
COPY archive.tar.gz /archives/ # RIFERE

7.3.7 EFTRH

ADD FJRES BB EF R

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

## IR app.tar.gz ABTK, KENEEEHFER

ADD app.tar.gz /app/
RUN npm install

R

## S E RIS

COPY package*.json /app/
RUN npm install

## BARINRZAAE

ADD app.tar.gz /app/

7.3.8 E{EKER

1. BUAEH COPY

#i# KEZHIHSER CoPY

COPY . /app/

2. NEREMERNSEER ADD

#Hit HohfgET=

ADD app.tar.gz /app/

3. F"EH ADD T#ixz

##t K R
ADD https://example.com/file.tar.gz /tmp/

#t (A W=

RUN curl -fsSL https://example.com/file.tar.gz | tar -xz -C /app
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4. BIESEE

## RFEREHIRELRE
COPY app.tar.gz /tmp/

RUN tar -xzf /tmp/app.tar.gz -C /app && \
rm /tmp/app.tar.gz
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7.4 CMD A2 B5hah <

BT {EH CMD, {rIBY{&EF ENTRYPOINT?

ERN CMD AT 2 /i, HINFEEEFE— KR : CMD # ENTRYPOINT RZ1EH 4 BRHRSE
A?

X3E Dockerfile EAFRERNERZ —. BRENEEZ:
e CMD: EXEBH “BUASL”. WMIRAFTE docker run BEMHE<, CMD SHEKEE
e ENTRYPOINT: EXARN “NOAMAE", @BERATFBMINANEMTERS
RGN -

LFNAREESAATRNENZIE? LR ERM—EMRLIE, AEETNA -~ &A
ENTRYPOINT

2. APZHEATE docker run fEAFRN&HLE? — £/ CMD (LAAREER)
3. REMEAT, (REERBBALMERNGINEEN? — £/ ENTRYPOINT

EZHMT 0 7.5 ENTRYPOINT 5%,

7.4.1 +4%& CMD

cvp LB THEE RS BHMIAIANITH SRS, EEXTHRHBH “THE

B AR EREE = THENEHEH, CMD EEENSTMEX N EHE,

7.4.2 BB

CMD =& :
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B B

CMD ["EIHITXMH", "S¥a",

exec 11},

"2/5%&2"]
shell #&z{ CMD @4 B¥1 B2
S8R CMD ["B#1", "B¥2"]

exec i\ HE

CMD ["nginx", "-g", "daemon off;"]

CMD ["python", "app.py"]
CMD ["node", "server.js"]

I B=W

o HiZWITIEEER, BR8N PID1
o FHAIZUIES (W0 SIGTERM)
o T shell f##7

shell #&={

CMD echo "Hello World"
CMD nginx -g "daemon off;"

TPRTT: SWEER sh ¢
# REH
CMD echo $HOME
## RPRHITHY
CMD ["sh", "-c", "echo $HOME"]

iR ALUERRREE. EE% shell 4

R EHIERE sh, ESTALEHREBRLNA
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7.4.3 exec 1= vs shell

g exec 13 shell i

Eriv HEERER /bin/sh

(ERakpt: IEH K LS

FETE K EE shell 22 Skl

WEER REHGR EE shell 45140
ESERRTHA

## YK shell ¥ : docker stop &8RS
CMD node server.js

## 2PTR sh -c "node server.js"

## SIGTERM KR4 sh, FRfEFEL node
#it exec 18I(: docker stop IEEI{E
CMD ["node", "server.js"]

## SIGTERM EHiZA% node

7.4.4 z17Hi®E= CMD
docker run f[GMYER< &= Dockerfile HB9 CMD:

## ubuntu 2XIA CMD @ /bin/bash

$ docker run -it ubuntu # #HN bash
$ docker run ubuntu cat /etc/os-release # Ex/N cat @
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Dockerfile: docker run #%:

CMD ["/bin/bash"] + cat /etc/os-release

|
: > WEE <

H1T: cat /etc/os-release

7.4.5 ZHEIR. AHUAERH

HIRTH

## K ABBEHEIENEH

CMD service nginx start

RE 7

1. CMD service nginx start

L AREERR

2. CMD ["sh", "-c", "service nginx start"]

|

3. sh B, $fT service &%

!

4. service @¥¥ nginx KEIG

!
5. service @R, sh BEY
!

6. BEETHE (sh) BYE - BREFL

IEHRABGE

#Hit it nginx ERIAIET

CMD ["nginx", "-g", "daemon off;"]
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7.4.6 CMD vs ENTRYPOINT

B/ R&

CMD NIN

ENTRYPOINT AAR
ERIREER CMD

## Dockerfile

CMD ["curl", "-s", "http://example.com"]

$ docker run myimage # PITRRIAGS
$ docker run myimage curl -v ... # TE&EZE
B2 ENTRYPOINT

## Dockerfile

ENTRYPOINT ["curl", "-s"]
CMD ["http://example.com"]

$ docker run myimage

A
<

# curl -s http://example.com

BEIRTR
docker run &

docker run ¥ =

[aTE

$ docker run myimage http://other.com # curl -s http://other.com (B¥E=E)

¥ ENTRYPOINT AOSETS,
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7.4.7 R{ELER
1. f5c(EH exec &N

## (A P
CMD ["python", "app.py"]

## A EERE shell $FMEBIER

CMD ["sh", "-c", "echo $PATH && python app.py"]
2. R ABERI&IE1T

#Hit HIBAET

CMD ["nginx", "-g", "daemon off;"]

CMD ["apache2ctl", "-D", "FOREGROUND"]
CMD ["java", "-jar", "app.jar"]

## X TEFERAEERSHS

CMD service nginx start
CMD systemctl start nginx

3. EENEIS

#it Effs: W55
CMD ["node", "server.js"]
# X iR B35S (ISON FXZHF)

SO noce M server. js')

4. fid& ENTRYPOINT £/

## ATHEESHNTS

ENTRYPOINT ["python", "app.py"]
CMD [n_ -port", ll8080ll]

## ST A B ERO

$ docker run myapp --port 9000
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7.4.8 E Ilin)@A
Q: CMD AIUE & \g?
A, %1 CMD RERB—IER:

CMD ["echo", "first"]
CMD ["echo", "second"] # REXMEM

Q: WAITE CMD HRERIFETE?

## FA1: A shell &R
CMD echo "Port is $PORT"
## k2. BIUER sh -c

CMD ["sh", "-c", "echo Port is $PORT"]
Q: AT ATMIAIRAMIRE Ctrl+C?

FJRER AT shell 3L, ESWshlziET !

## X ESTHER
CMD python app.py
#H# S EHffRi

CMD ["python", "app.py"]
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7.5 ENTRYPOINT A\O=

a5 ENTRYPOINT: M “A2” 3 “6d”

YNSRW CMD B “BEEFHEIAIZER", B84 ENTRYPOINT sl “IBBLBLR— M7, XN EH
RIORE T (RMAIBY{EA ENTRYPOINT,

fEF3 ENTRYPOINT RSB R

Las¥TIR: MALLREK curl wget —HE

ENTRYPOINT ["curl"]
# docker run myimage http://example.com - curl http://example.com

2. NEREIA:. RE—MIRLEE, FERRHSITSH

ENTRYPOINT ["/app/entrypoint.sh"]
# docker run myimage --debug - /app/entrypoint.sh --debug

3. 5CMD 44 ENTRYPOINT EX AN, CMD EXEIAEEL

ENTRYPOINT ["python", "app.py"]

CMD ["--port", "8000"]

# docker run myimage - python app.py --port 8000

# docker run myimage --port 9000 - python app.py --port 9000

XL CMD: INRgAEXLE “BRBUAMLTH” NFEX, BEER CMD MEB T,

7.5.1 +4 2 ENTRYPOINT

ENTRYPOINT FEE A28 BT IZITTHINORERF. 5 CMD A[E, ENTRYPOINT EXH LA =
docker run El\:’%%&%%) meE EH&JZ*:“%&O

BOMER . ILSREE— TN EHRITIEFR A, docker run NEHIFAXMEFRISEL

\)
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7.5.2 B EER

B BE HEEE
ENTRYPOINT ["RIHHITXH", _

exec H& V2
"%%&1"]

shell #&= ENTRYPOINT #% B¥ |\ =

## exec I (#HF)
ENTRYPOINT ["nginx", "-g", "daemon off;"]

## shell B (RiEERH)

ENTRYPOINT nginx -g "daemon off;"

7.5.3 ENTRYPOINT vs CMD

B X3!
it ENTRYPOINT CMD
T EEMNOREF RIS
docker run &% IEMASE TRES
BEA --entrypoint EiEE RS
SRR IBEGRYGTH RHERINTH
TR
## 2 CND

CcMD ["curl", "-s", "http://example.com"]
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$ docker run myimage # curl -s http://example.com

$ docker run myimage -v # W7 -v (BIR!)

$ docker run myimage curl -v ... # curl -v ... (E£EiH#)

## S ENTRYPOINT

ENTRYPOINT ["curl", "-s"]

$ docker run myimage # curl -s (BR&%0)

$ docker run myimage http://example.com # curl -s http://example.com v
## ENTRYPOINT + CMD A& (%)

ENTRYPOINT ["curl", "-s"]

CMD ["http://example.com"]

$ docker run myimage # curl -s http://example.com (ZRIN)
$ docker run myimage http://other.com # curl -s http://other.com v
$ docker run myimage -v http://other.com # curl -s -v http://other.com v

1.5.4 98— ItBRGEHT—FER
TR BEEEE
NE—IBHWARIPH B H&
{85/ CMD MR

FROM ubuntu:24.04
RUN apt-get update && apt-get install -y curl && rm -rf /var/lib/apt/lists/*
CcMD ["curl", "-s", "http://myip.ipip.net"]

$ docker run myip # v EBIE
LAl IP: 61.148.226.66

$ docker run myip -i # x iR
exec: "-i": executable file not found

# -1 BIRTEAD CMD, WEIFRIHITXH
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{5/ ENTRYPOINT fi2R

FROM ubuntu:24.04
RUN apt-get update && apt-get install -y curl & & rm -rf /var/lib/apt/lists/*
ENTRYPOINT ["curl", "-s", "http://myip.ipip.net"]

$ docker run myip # v ERIE
LBl IP: 61.148.226.66

$ docker run myip -i # v R -1 5%
HTTP/1.1 200 OK

LE] IP: 61.148.226.66

REET

ENTRYPOINT ["curl", "-s", "http://myip.ipip.net"]
|

docker run myip -i
|
v

curl -s http://myip.ipip.net -i
L ]

ENTRYPOINT + docker run &%

1.5.59R". BriAIREETIIE

®|R

R ERSAMITALMA NEIRETE. RURIRE).
KA

# BIVER redis:7 = redis:latest, EFRASIRIBEFERIER
FROM redis:7-alpine

COPY docker-entrypoint.sh /usr/local/bin/

ENTRYPOINT ["docker-entrypoint.sh"]

CMD ["redis-server"]

docker-entrypoint.sh:
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#!/bin/sh
set -e

## EEIIE
echo "Initializing..."
## MBRE—PSEHI redis-server, Ll redis AFIET
if [ "$1" = 'redis-server' ]; then
chown -R redis:redis /data
exec gosu redis "$@"
fi

## Hisn L EERIT

exec "$@"

TERE

docker run redis docker run redis bash
v v
docker-entrypoint.sh redis-server docker-entrypoint.sh bash

- #atk I #tatt
|- chown -R redis:redis /data |
- exec gosu redis redis-server - exec bash
(X redis FAFIETT) (KL root FFIETT)

KER

l.exec “S@”: AENNSHERLFIHE, BRIESEHRESE
2. FHHIM: RIE CMD RERITARREZLE
3. AP FH gosu YRR (tb su BiEE A 28)

7.5.6 I78=: HSHEHMNA

# BYEA python:3.12 8 python:3, B{fRASIEENAREMERIERE
FROM python:3.12-s1lim

WORKDIR /app

COPY .

RUN pip install -r requirements.txt

ENTRYPOINT ["python", "app.py"]
CMD ["--host", "0.0.0.0", "--port", "8080"]
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## EFRIASE

$ docker run myapp

## $fT: python app.py --host 0.0.0.0 --port 8080
#H BERBH

$ docker run myapp --host 0.0.0.0 --port 9000

## 1T: python app.py --host 0.0.0.0 --port 9000
# TETRENSH

$ docker run myapp --help

## 1T: python app.py --help

7.5.7T B= ENTRYPOINT
f#H --entrypoint MBS

## [ERIBT

$ docker run myimage

## 7B ENTRYPOINT #AN shell Eid

$ docker run --entrypoint /bin/sh myimage
## T ENTRYPOINT FEASEK

$ docker run --entrypoint /bin/cat myimage /etc/os-release
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7.5.8 ENTRYPOINT 5 CMD A& 3%

ENTRYPOINT CMD

I I

p "emd", "p1"]
["ep", "p1"] x

["ep", "p1"] ["cmd", "p2"]
ep p1 (shell) ["cmd", "p2"]

) SEE: shell 589 ENTRYPOINT £Z8& CMD!

7.5.9 R{ELER
1. 58 exec 8%

#t (A W=

ENTRYPOINT ["python", "app.py"]
## XK R shell &z

ENTRYPOINT python app.py

2. RHARXHRIASEK

ENTRYPOINT ["nginx"]
CMD ["-g", "daemon off;"]

Built with mdPress
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3. \AOZsfEF exec

#!/bin/sh
#u EETIE. ..
## 1R exec BHMRYFNHHIE

exec "$@"

4. R EBES
1R ENTRYPOINT I ZsgE EfR{ERES :

#!/bin/bash
trap 'kill -TERM $PID' TERM INT

## BTINA

app ll$@ll &
PID=$!

## FFNAERLH

wait $PID
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7.6 ENVISEfIETE

7.6.1 BAiEE

#H R —: BIEZE
ENV <key> <value>
# BT 21TE (EF

ENV <keyl>=<valuel> <key2>=<value2> ...

7.6.2 BE&R%
SERAI TR

ENV NODE_VERSION 20
ENV APP_ENV production

REZIEE

ENV NODE_VERSION=20 \
APP_ENV=production \
APP_NAME="My Application"

| BETREERNGISHEER,
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7.6.3 ML ENIER

1. R8RS ER

ENV NODE_VERSION=20.10.0

## £ RUN HH{EFR

RUN curl -fsSL https://nodejs.org/dist/v${NODE_VERSION}/node-v${NODE_VERSION}-1linux-x64.tar.xz \
| tar -xJ -C /usr/local --strip-components=1

## 7 WORKDIR H{Ef

ENV APP_HOME=/app
WORKDIR $APP_HOME

## 1 COPY

COPY . $APP_HOME

2. RIBIBITHIER

ENV DATABASE_URL=postgres://localhost/mydb

Iz FRCHS FR AT LAISRER .

import os
db_url = os.environ.get('DATABASE_URL')

const dbUrl = process.env.DATABASE_URL;

7.6.4 ZIFRTENIES

LTS LUER sT8%° & s{TE8} K.
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=g =l

RUN RUN echo $VERSION
CMD CMD ["sh", "-c", "echo $HOME"]
ENTRYPOINT Eilil=
COPY COPY . $APP_HOME
ADD ADD app.tar.gz $APP_HOME
WORKDIR WORKDIR $APP_HOME
EXPOSE EXPOSE $PORT
VOLUME VOLUME $DATA_DIR
USER USER $USERNAME
LABEL LABEL version=$VERSION
FROM FROM node : $NODE_VERSION
AE: FrRoM B ERPBIEG—E R85 | BEE —5 FroM ZHIF ARG FEANEE, FTiAFEH Env

EXRIMRTE (env BHNGEMEREAER) . ERIELAEESIA env FIRT

o

7.6.5 =7 ES

{EF -e 8% --env B= Dockerfile FEXHIFIET &
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#t BRBEIES

$ docker run -e APP_ENV=development myimage

# BESIEE

$ docker run -e APP_ENV=development -e DEBUG=true myimage
## MIFIRT 8 HIREY

$ docker run --env-file .env myimage

.env X

## .env

APP_ENV=development
DEBUG=true
DATABASE_URL=postgres://localhost/mydb

7.6.6 ENV vs ARG
it ENV ARG
KBS Y + iB1TRY AR
FAM BAGE, 178 A MEEHEK
BEAHR docker run -e docker build --build-arg
ERATR N ARECE RS (INhRAS)
HEER

## ARG IZUHIEEETSEL

ARG NODE_VERSION=20

## ENV RTFEIEITEY

ENV NODE_VERSION=$NODE_VERSION

## gL R

RUN curl -fsSL https://nodejs.org/dist/v${NODE_VERSION}/...
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## MRS ERRZ

$ docker build --build-arg NODE_VERSION=18 -t myapp .

7.6.7 BR{ESCEE

1. i—EERES

#it W MAEEHER
ENV NGINX_VERSION=1.30 \
NODE_VERSION=22 \
PYTHON_VERSION=3.12
RUN apt-get install nginx=${NGINX_VERSION}

## K E: REDEERLR

RUN apt-get install nginx=1.30

2. FEGHERER

# K HBIR: BEEANGG
ENV DB_PASSWORD=secret123
#it Effa: BITRIEN

## docker run -e DB_PASSWORD=xxx myimage

3. AN ARRHEERIME

ENV APP_ENV=production \
APP_PORT=8080 \
LOG_LEVEL=info
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4. ERBERXNEER

## o AR

ENV REDIS_HOST=localhost \
REDIS_PORT=6379

# X = BHINSHE

ENV HOST=localhost \
PORT=6379

7.6.8 B IR

Q: FIETEE CMD RREF
exec BN FA=BIBRBANIEL S

## X TREFF $PORT
CMD ["python", "app.py", "--port", "$PORT"]
#it /A shell #&AXERXEA sh

CMD ["sh", "-c", "python app.py --port $PORT"]

Q: MAIERABNFRLE

$ docker inspect mycontainer --format '{{json .Config.Env}}'
$ docker exec mycontainer env

Q: ZITENVIZERZ1 ENV

#it WE: BB

ENV VAR1=valuel \
VAR2=value2 \
VAR3=value3

# A BN ENV REEZE

ENV VAR1l=valuel

ENV VAR2=value2
ENV VAR3=value3
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7.7 ARG & ¥K

7.7.1 BEiE%

ARG <B¥FZ>[=<FIAE>]

ARG E S TE X MRV =, BJLLTE docker build BHi@d --

7.7.2 ARG vs ENV

it
2V GRE]

AN

ki)

|- ARG VERSION=1.0
- ENV APP_ENV=prod
- RUN echo $VERSION

ARG

A 2R

MEEHE

docker build --build-arg
MRS (RASF)

docker history B

BT
(ARG EHK)
| APP_ENV=prod ({}37£1E)

build-arg ¥ No

ENV

HIRREY + 351769

PN

docker run -e

NARRE

docker inspect AJ

) R’ FEH ARG ZBEZILERRIEE, docker history AIIAEEFFE ARG (B,
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1.7.3 BXB%
ENHER

## EXBIHIAMER ARG
## BIERIRAS, W 20 MIF 20.10.0, XA LB EHRERHARN T M

ARG NODE_VERSION=20
## £ ARG

FROM node:${NODE_VERSION}-alpine
RUN echo "Using Node.js $NODE_VERSION"

HENES

## ERRIAME
$ docker build -t myapp .
# BERIIME

$ docker build --build-arg NODE_VERSION=18 -t myapp .

7.7.4 ARG B{ERIS
FROM Z&iifY ARG

## FROM ZHIEY ARG HREEFT FROM 6%

ARG REGISTRY=docker.io
ARG IMAGE_NAME=node

FROM ${REGISTRY}/${IMAGE_NAME}:20
## YW XBILEFERALER ARG

RUN echo $REGISTRY # K=
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FROM Z [5EHAEEH

ARG NODE_VERSION=20
FROM node:${NODE_VERSION}-alpine
# FEBRERZREERA

ARG NODE_VERSION
RUN echo "Node version: $NODE_VERSION"

ZI ¥R ARG

ARG BASE_VERSION=alpine
FROM node:22-${BASE_VERSION} AS builder
# REENEH

ARG NODE_VERSION=20
RUN echo "Building with Node $NODE_VERSION"

FROM node:22-${BASE_VERSION}
# STNEREEEEHRER

ARG NODE_VERSION=20
RUN echo "Running with Node $NODE_VERSION"

7.7.5 E0EAHS
1. B ERE R AR

# WEGERAERAS (W0 3), WIBERRAES (30 3.19), BRIEETEWNT s
ARG ALPINE_VERSION=3
FROM alpine:${ALPINE_VERSION}

$ docker build --build-arg ALPINE_VERSION=3.19 .

2. RERFhREs

# FRRRAS (1.30) MIETERAS (1.30.0), UWEBHEMREISEHNTRA
ARG NGINX_VERSION=1.30

RUN curl -fsSL https://nginx.org/download/nginx-${NGINX_VERSION}.tar.gz | tar -xz
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3. EEEMEFIR

ARG BUILD_ENV=production
ARG ENABLE_DEBUG=false

RUN if [ "S$ENABLE_DEBUG" = "true" ]; then \
npm install --include=dev; \
else \

npm install --production; \
fi

4. ERENECRE

ARG NPM_TOKEN

RUN echo "//registry.npmjs.org/:_authToken=${NPM_TOKEN}" > ~/.npmrc && \
npm install && \
rm ~/.npmrc

## MERMEN token

$ docker build --build-arg NPM_TOKEN=XXX .

7.7.6 3§ ARG 533845 ENV
R E SIS/ TIMER ARG HI(E:

ARG VERSION=1.0.0

## ¥ ARG fZiB48 ENV

ENV APP_VERSION=$VERSION
# BITHRREIA

CMD echo "App version: $APP_VERSION"

7.7.7 ENX ARG

Docker 127 —LEFE X B ARG, FTEEEHENRIER:
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ARG ol

HTTP_PROXY HTTP I8
HTTPS_PROXY HTTPS {2
NO_PROXY AMERRIERHE
FTP_PROXY FTP L2

## MENFERRE

$ docker build --build-arg HTTP_PROXY=http://proxy:8080 .

7.7.8 R{ELER

1. 9 ARG B SERIAME

# 3 BEIME, BiEREHRRASSMIFEREMRES
ARG NODE_VERSION=20
# A BTEEREAN

ARG NODE_VERSION

2. 7EH ARG #ERER

## X IR BHSKIEREREHEF

ARG DB_PASSWORD
RUN echo "password=$DB_PASSWORD" > /app/.env

#it IEHs: f#M secrets HfTRHBELE
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3. ARG IREWEREMY

# WEFERRRASIES, RiFDocker BEMIENREMAIA T hRA
ARG BASE_IMAGE=python:3.12-slim

FROM ${BASE_IMAGE}

## I LU EEM SRR

## docker build --build-arg BASE_IMAGE=python:3-slim .
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7.8 VOLUME EXER#E

7.8.1 BAiEE

VOLUME ["/B&fR1", "/BE&{E2"]
VOLUME /B8R

VOLUME 5L BUEBHERIR, HARCHIMNBERBIE,

7.8.2 At 4fERA VOLUME

BDRN: BEEFEEMZFRIFITAS, EETHBESRN ZEFEEET.
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{#H VOLUME:

BEFEE
(RIRTIRTS)

WIEE

RANEIE (Z2)

waaMbx, HIEFRE

%48 VOLUME:

ResFfERE

SRS (55)
B
e

Aaambx = BIEEXR
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7.8.3 BEXR%
EN B E

FROM mysql:8.4
VOLUME /var/lib/mysql

EXZNE

FROM myapp
VOLUME ["/data", "/logs", "/config"]

7.8.4VOLUME B9175
1. HEBIREZ %
tNESE{TIRIEEES, Docker 2EMAIEERE:

$ docker run mysql:8.4

$ docker volume 1s

DRIVER VOLUME NAME

local alb2c3d4es5f6... # HEEBIEMNERZE

2. A AR RS

## EANREERERE

$ docker run -v mysql_data:/var/1lib/mysql mysql:8.4

3. A4 Bind Mount =

## FABEIVERER

$ docker run -v /my/data:/var/lib/mysql mysql:8.4
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7.8.5 VOLUME £ BYHITH

I\ EE: VOLUME ZeX B REVERAIKREF!

FROM ubuntu
VOLUME /data

##t K EIXEFRHIEGRED!

RUN echo "hello" > /data/test.txt

RA: 7EWEIRER, VOLUME 5= NZBEREZE—TIRIIBIER S, /54 RUN IELXZB REY
BEARRAEEXNMEIES, MIFREE. HZRUNELERE, RRERER, EILLEARNRA
BARFRFIRAGHRGET. 5. X5FRETHEYENEREETNRAN —ETHEIBNERE
AR EMBRRNSSET.

IEHRMoE
FROM ubuntu
#it BN
RUN mkdir -p /data && echo "hello" > /data/test.txt
## FAE VOLUME

VOLUME /data

7.8.6 EN{ERIHS
BUBRERA L

# BIERA postgres:16 I postgres:latest, EARASIRIEMIEERAMEREE
FROM postgres:16
VOLUME /var/lib/postgresql/data

AEBR

FROM nginx
VOLUME /var/log/nginx
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EEXHER

FROM myapp
VOLUME /app/uploads

7.8.7 && VOLUME EX

# BERBEXH VOLUME
$ docker inspect mysql:8.4 --format '{{json .Config.Volumes}}' | jq

{
"/var/1lib/mysql": {3}

3
#t BEDREHNE

$ docker inspect mycontainer --format '{{json .Mounts}}' | jq

7.8.8 VOLUME vs docker run -v

it Dockerfile VOLUME docker run -v
TE XA G ERN BRBITE
RIAMTH IEEZS PFIIEE i BB
REMN & (BEREZ) = (FIERIETE)
SRR TE X TFFA IR RIBNBIEETE
7.8.9 7£ Compose A
7£ Compose FEEIMNT:
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services:
db:
# EBIWER postgres:16 SHEMERRRZ, B&%E latest
image: postgres:16
volumes:

# wmEE (%

- postgres_data:/var/lib/postgresql/data
# Bind Mount

- ./init.sql:/docker-entrypoint-initdb.d/init.sql

volumes:
postgres_data: # FEEHGRE

7.8.10 2 FEEM
EZ LA ESBNIESL

## A --rm BITNER, EXZESEREMERT—IERER
$ docker run --rm mysql:8.4

## ReMEIEE, BUEERK!

fRR. R ERRRE

$ docker run -v mysql_data:/var/1lib/mysql mysql:8.4

7.8.11 S{EXER
1. B THFAHIR R
44 BIRER TS

FROM postgres:16
VOLUME /var/1lib/postgresql/data
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2. 7"E7 VOLUME GBS

## W bR

VOLUME /app/data
RUN cp init-data.json /app/data/

#i#t 1Ef

RUN mkdir -p /app/data && cp init-data.json /app/data/
VOLUME /app/data

3. X#4hi%BE VOLUME Rig

# AP LENXXH
VOLUME /app/uploads
# FAEIEELUE

VOLUME /var/lib/mysql
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7.9 EXPOSE &E %

7.9.1 BAiEE

EXPOSE <im[l> [<imE>/<im¥>...]

ExPOSE FRFARERIEITRHRMEARS MR, XB— 1 XHEMRAER, SIFEAERSRSBITMLRE
Ho

7.9.2 BXR*%

## EEABRENEO

EXPOSE 80

## FEAZNHRO

EXPOSE 80 443

## FEBE TCP A UDP IwO

EXPOSE 80/tcp
EXPOSE 53/udp

7.9.3 EXPOSE B91EF
1. S35 ER
EIFBGRERE, FEISEMLLRRMHRS:

# ERE-BNANEXZE web WA

EXPOSE 80 443

# BRRGRENRO

$ docker inspect nginx --format '{{.Config.ExposedPorts}}'
map[80/tcp:{}]
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2. 824 -P £

{§ docker run -pPBY, Docker & BEEIIRST EXPOSE MmO E| & EHFEAIH

## Dockerfile

EXPOSE 80

$ docker run -P nginx
$ docker port $(docker ps -q)
80/tcp -> 0.0.0.0:32768

7.9.4 EXPOSE vs -p

it EXPOSE -p
e Dockerfile docker run &%
3:: AR/ XY S PR gt
BBV S 2 (SMEBIAIEEY)
BREY & £ B FRE BITRRE
EXPOSE 80
XEREE

docker run -p
SK B i 1 BRE
BEN - - Bes
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&8 EXPOSE tH8E -p

## BMERHE EXPOSE, ETLUER -p
FROM nginx

## %48 EXPOSE

## AR LABRSiR O

$ docker run -p 8080:80 mynginx

7.9.5 B =&

i®f#: EXPOSE &£¥TH IO
w W EIRIEER: XARAILAIEMIMNERAIE
EXPOSE 80

EXPOSE £

o BEhit TR OBREY
o ILARSSEIMSIMNERIIIE]
o EARFBEMIIHARIROLER

EXPOSE Q2 c#iizEPR, At aEfirmifizint, BURTASEANNA,

IR

## Dockerfile

FROM nginx
EXPOSE 80 # 1. FEE X1BBRE 80 imOiRMARS

## 1T BE -p ABREMIMEBIAIE]

$ docker run -p 8080:80 nginx # 2. BRET: fEEAL 8080 - &2E 80
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7.9.6 RIEELE
1. B RN A S AR O

## Web RS

FROM nginx
EXPOSE 80 443

## BIRE

FROM postgres
EXPOSE 5432

## Redis

FROM redis
EXPOSE 6379

2. fEFBARRRITMNY

## BN TCP

EXPOSE 80

## BRIIETE UDP
EXPOSE 53/udp

## EBIZFF TCP #0 uDP

EXPOSE 53/tcp 53/udp

3. 5N AKkRROARE—H

#it §F: EXPOSE SKAIHO—3K
ENV PORT=3000

EXPOSE 3000

CMD ["node", "server.js"]

## X E: EXPOSE SMAKOFR—E (1RF)

EXPOSE 80
CMD ["node", "server.js"] # SZFRYAIFT 3000
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7.9.7 ERATIETE

ARG PORT=80
EXPOSE $PORT

7.9.8 7£ Compose A
£ Compose FEEEIT:
services:
web:
build: .
ports:
- "8080:80" # BRETIHO (M -p)
expose:
- "ge" # XEBE (S EXPOSE)

expose T£ Compose F{X AT A 2R BIEASHINAE R, i

Built with mdPress
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7.10 WORKDIR IEETEEH

7.10.1 EAiE%

WORKDIR <T{EBERIEE>

WORKDIR IEEGEIESHITEB R. WRBRAFTETE, Docker =HENEIE,

7.10.2 &A%

WORKDIR /app

RUN pwd # Wt /app
RUN echo "hello" > world.txt # @I /app/world.txt
COPY . . # S%IE /app/

7.10.3 AHAEE WORKDIR
¥R

## X IR cd FEFF— RUN TR

RUN cd /app
RUN echo "hello" > world.txt # XHERER!

RE 3

RUN cd /app

EE)J?;F%E - cd /app (RREFZEN) - ERFEGE - BRER
! ITEERRAZ!

RUN echo "hello" > world.txt

E‘nijﬁ?;ﬁ?%% (ZfEBRTE /) - 8 /world.txt

1 RUN #EF B8P HIT, #I— RUN BRERS (BIFIEER) F=FY.
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IFREE

#it 1E#s: 5 WORKDIR

WORKDIR /app
RUN echo "hello" > world.txt # QI /app/world.txt

7.10.4 BNERE
WORKDIR Z#FE3TE&1E, BEF E— WORKDIR:

WORKDIR /a
WORKDIR b
WORKDIR c

RUN pwd # W& /a/b/c

7.10.5 FAFIETE

ENV APP_HOME=/app
WORKDIR $APP_HOME

RUN pwd # it /app
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7.10.6 ZME&ta32 PRI WORKDIR

## MEEMNEL
## FBINEA node:22 T node: FEMIRAIRE, WRER latest

FROM node:22 AS builder
WORKDIR /build

COPY package*.json ./
RUN npm install

COPY .

RUN npm run build

#H EFEME
## EBIER nginx:alpine SEMEKIRZA

FROM nginx:alpine

WORKDIR /usr/share/nginx/html
COPY --from=builder /build/dist .

7.10.7 R{ESCER
1. REigE WORKDIR

# BIWER node:22 HE/RIASITE
FROM node:22

WORKDIR /app # REKE

COPY package*.json ./

RUN npm install

COPY .
CMD ["node", "server.js"]

2. EREXRE

# W BWEE, SEBH
WORKDIR /app
## 0\ BR. EMNEREEIERIEARE

WORKDIR app
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3. 7ZH RUN cd

## WK bR
RUN cd /app && echo "hello" > world.txt
## [ #EF

WORKDIR /app
RUN echo "hello" > world.txt

4. 3EEYEE WORKDIR

WORKDIR /app
##o... DIFAMEXIRE ...
WORKDIR /data

## ... BUBMEXIRME ...

7.10.8 SHfthELHIX R

£ WORKDIR KI§

RUN 7£ WORKDIR F#14T88 <

CMD £ WORKDIR H/35h
ENTRYPOINT 7£ WORKDIR F/E5

coPY X BAREZETF WORKDIR
ADD 8% BAnEg 22T WORKDIR

WORKDIR /app

RUN pwd # /app
COPY . . # SHIE /app
CMD ["./start.sh"] # /app/start.sh
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7.10.9 Z1THNEE
EH -wBHBETEER:

$ docker run -w /tmp myimage pwd
/tmp
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7.11 USER I8EYEIAF

7.11.1 E4iE%

USER <FAFR&>[:<AF4>]
USER <UID>[:<GID>]

USER 5 SHIHR/E4E35< (RUN. CMD. ENTRYPOINT) B9 1THF,

7.11.2 A+ A EfER USER

E£EE/IF: LIEroot AR EITAREREENRTEEHZ—

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

3E root BFIE1T:

AN E AR

PRIk fE PIRZIR, fEE=REE
f i
BENZERF TEIERI RS
root B BITRIMPL:
A28 root
Bl gekik pspEbilla:
1 i
& XA root seefERIEEN
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7.11.3 &A%
R

FROM node:22-alpine
## 1. BIERFMA

RUN addgroup -g 1001 appgroup && \
adduser -u 1001 -G appgroup -D appuser

## 2. REBFRNR

WORKDIR /app
COPY --chown=appuser:appgroup .

## 3. YHEAR
USER appuser
## 4. aEmLLL appuser BiEfT

CMD ["node", "server.js"]

fEF3 UID/GID

## WEILUERERTF

USER 1001:1001

7.11.4 AR ABE1FEE
USER 58S REEYNIRE| BEE AR :

# XK HBIR: BPAEE

USER nonexistent

## Error: unable to find user nonexistent
## i SelERRP

RUN useradd -r -s /bin/false appuser
USER appuser
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HEAPNAR

Debian/Ubuntu:

RUN groupadd -r appgroup && \
useradd -r -g appgroup appuser

Alpine:

RUN addgroup -g 1001 -S appgroup && \
adduser -u 1001 -S -G appgroup appuser

HEIR EA

-r (useradd) / -s (adduser) ERGKRAP

-9 fEEEH

-G FEREMIINZA

-u fERE UID

-s /bin/false BRER shell
7.11.5 BTN F

&6 gosu: #HE

£ ENTRYPOINT BIASFREI B A BY, RNEfER su 8 sudo, NfEMA gosu:

FROM debian:bookworm

## BIERR

RUN groupadd -r redis && useradd -r -g redis redis

## &I gosu

RUN apt-get update && apt-get install -y gosu && rm -rf /var/lib/apt/lists/*
COPY docker-entrypoint.sh /usr/local/bin/

ENTRYPOINT ["docker-entrypoint.sh"]
CMD ["redis-server"]
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docker-entrypoint.sh:

#!/bin/bash
set -e

## LA root HITHIAI

chown -R redis:redis /data
## A gosu PIEE| redis AFIBITERS

exec gosu redis "$@"

RHAFHA su/sudo
in] R su/sudo
TTY &K FE
=5%iE R IEH
Fittiz =
BRPER X
7.11.6 BfTHEZRAR

B -uDy - -user S

# LIEERPIET
$ docker run -u 1001:1001 myimage
## LU root BT (BT

$ docker run -u root myimage

7.11.7 XHNRALIE
YRS, WIRNAERGHRSI
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FROM node:22-alpine

## QAR

RUN adduser -D -u 1001 appuser
WORKDIR /app

## HN1: EA --chown

COPY --chown=appuser:appuser .

# A2 Fh chown (BB

## COPY .

## RUN chown -R appuser:appuser /app

USER appuser
CMD ["node", "server.js"]

7.11.8 R{ELE
1. YA&(EAHE root AR

## W #%E

RUN adduser -D appuser
USER appuser

CMD ["myapp"]

# X BWR

CMD ["myapp"] # Ll root i&fT

2. EFAEE UID/GID

EFEEENNESEHEX !

## FRAENNIE root UID
RUN addgroup -g 1000 -S appgroup && \

adduser -u 1000 -S -G appgroup appuser
USER 1000:1000
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3. SHERMWETEI USER

## MEMEERILUAE root

FROM node:22 AS builder

WORKDIR /app

COPY . .

RUN npm install && npm run build

## EFMERRAIE root

FROM node:22-alpine

RUN adduser -D appuser

WORKDIR /app

COPY --from=builder --chown=appuser:appuser /app/dist .
USER appuser

CMD ["node", "server.js"]

7.11.9 B [A&A
Q: FRWIEL

permission denied: '/app/data.log'

R HIRERIRIER

RUN mkdir -p /app/data && chown appuser:appuser /app/data

Q: FTEMEMT 1024 B9iRO
3F root AR TEESPRE 80, 443 FimOo
iR

1. SEAB RO (30 8080)

2. TEIE{TBYMRET IR docker run -p 80:8080
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7.12 HEALTHCHECK BT

7.12.1 EAiE%

HEALTHCHECK [i&I] CMD <#&n<>
HEALTHCHECK NONE

HEALTHCHECK 5<% &1F Docker S ¥ |l R REREER. XEFRERS S HENEENF,

7.12.2 A+AFZE HEALTHCHECK
1387 HEALTHCHECK Z &, Docker Ra5@iT HAZRIHAD SRR IBIRT, TSR
o Web IRSSFES, TAMEHER, EHIEMTEIEIT
o MUREEIETERHT, M ESIFETERE
o MAMNGEMEIR, CPU BHEMIZEE
5|\ HEALTHCHECK [: Docker EEMITISERIMNE S, RIBEEEHNERES “BF .

ARSI
Starting —B{I—> Healthy —4kJNX—> Unhealthy
A |

L EE Ij] |

7.12.3 BE4H%
Web fRSS1EE

# F: nginx HRGEFEAEREORAAFE (W0 nginx:1.28-alpine)
FROM nginx
RUN apt-get update && apt-get install -y curl & & rm -rf /var/lib/apt/lists/*

HEALTHCHECK --interval=30s --timeout=3s --retries=3 \
CMD curl -fs http://localhost/ || exit 1
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IR EHE

e 0: Ak (healthy)
e 1. 5KIK (unhealthy)
o 2. (REZME (FEA)

--interval

--timeout

--start-period

--retries

7.12.4 RikEEKE

iRA
PRI E R8P
BB YE]

BohgE HEE (HRlElR AT\
RER)

ERRM S DRITIEN

unhealthy

NRERIRERENX T HEALTHCHECK, BRREFERE:

FROM my-base-image
HEALTHCHECK NONE

7.12.5 EREERZA

HTTP RS

fEFE curl 2 wget :
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## A curl
HEALTHCHECK CMD curl -f http://localhost/ || exit 1
## £ wget (Alpine BIAER)

HEALTHCHECK CMD wget -q --spider http://localhost/ || exit 1

¢S

## MySQL
HEALTHCHECK CMD mysqladmin ping -h localhost || exit 1
## Redis

HEALTHCHECK CMD redis-cli ping || exit 1

BE X7

COPY healthcheck.sh /usr/local/bin/
HEALTHCHECK CMD ["healthcheck.sh"]

7.12.6 7£ Compose H{EF
AT LLTE compose.yaml (8% docker-compose.yml) FEBERNENX EEINE:

services:
web:

image: nginx

healthcheck:
test: ["CMD", "curl", "-f", "http://localhost"]
interval: 1m30s
timeout: 10s
retries: 3
start_period: 40s

HRRIOERN BB
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services:
web:
depends_on:
db:
condition: service_healthy # EfF db TEEAB5H web
db:
image: mysql
healthcheck:
test: ["CMD", "mysqladmin", "ping", "-h", "localhost"]

7.12.7 EEBEBERES

# BEDHRRS (BBREER)

$ docker ps

CONTAINER ID STATUS

abc123 Up 1 minute (healthy)
def456 Up 2 minutes (unhealthy)

## ERFMRREESE

$ docker inspect --format '{{json .State.Health}}' mycontainer | jq

{
"Status": "healthy",

"FailingStreak": 0,

"Log": [
{
"Start": "...",
"End": "...",
"ExitCode": O,
"Qutput": "..."
}
1
}
7.12.8 S{EKER
1. 8% EIEMH

RENESWIMNERT, FETREMAPHITEIRFIUEERER

2. FREERTAR

RAERREFERNIA (M wget), BRATRERNELREARIEI (40 curl)s

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

3. 8BS TER Start Period

N A RohR gEEERT|8] (%0 Java N HA). 1&E --start-period BJ U PFLIETEBEIMERR R E LR MIR
#lo

## RN 1 D EnETE

HEALTHCHECK --start-period=60s CMD curl -f http://localhost/ || exit 1

4. BRI

BENENTEXE HFilRS BEAAH, MARKNEH TN (BIEES), THEAMANERS
N FRIZEEANE,

5. SAREAFFEIXRA
ARETFAY HEALTHCHECK Bz 5B Fi R

e Docker Compose: Hi%fFM Dockerfile RE XM HEALTHCHECK, tBEI7E compose.yaml H
B=

e Docker Swarm: {EF HEALTHCHECK #{TAR S B ERH BT AR EH RE

e Kubernetes: ZB& Dockerfile Ff§ HEALTHCHECK, A HE 2 livenessProbe

readinessProbe #1fl

9N R 7 FA [E B #F 2 £ Docker Compose #1 Kubernetes ¥ & &1, ##iV7E Dockerfile 1 1% &
HEALTHCHECK (it Compose /), [EBJ7E Kubernetes B9 Pod B2 & 7€ X 3 M AYIRETo
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7.13 ONBUILD At A {EETRE

7.13.1 EAiE%

ONBUILD <HEIE<S>

oNBUILD B—MIHAVIES, ERHEENEHERS (M RN, cory F), XEES EHRIREEE
RASHIT, RELULMRGENEMBREENE T —RBGENT IBHNIT.

7.13.2 A+ AFEZE ONBUILD
onBUILD FEATHIE IBSHREMBGR o EREMES.

5. 43 Node.js B
BRIZIREZ1 Node.js B, EIIMNMERZE—:

1.eIEER

2. £l package. json
3. #1917 npm install
4. SR

5. BRI

WNRAfER onBuILD, BNIER Dockerfile HEEE XS, HiEd cory EFIXHR, EHAlR
BRIETNENFIn B B4 B

f5F3 ONBUILD BIfIR AR

B8 (my-node-base):

FROM node:22-alpine
WORKDIR /app

#H XS REFREEENIT
ONBUILD COPY package*.json ./
ONBUILD RUN npm install

ONBUILD COPY . .

CMD ["npm", "start"]
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FInE Dockerfile:

FROM my-node-base
#t ABRE—T7!

## MENS<B5IRIT CoOPY #1 RUN

7.13.3 Hi1THE!

ErtsRGieE:

Dockerfile (& ONBUILD) —build—> EHfHEE (IZR7T ONBUILD fik3s)
(F8LERMIT)

FIRGIE:

FROM EfihfFER —build—> REEMBREMEARE — WITHREES — HBEHITF Dockerfile

7.13.4 ENEARATR

1. BRI ERHIREE

## Python EEE

ONBUILD COPY requirements.txt ./
ONBUILD RUN pip install -r requirements.txt

2. BEh4R RN

## Go ERhEE%

ONBUILD COPY . .
ONBUILD RUN go build -o app main.go

3. A EBEHEHIR

## Nginx BRASWULEMEE

ONBUILD COPY dist/ /usr/share/nginx/html/
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7.13.5 FBEM

1. AENMEPRE!

ONBUILD 5% RE4E—R,
e HfR A (& ONBUILD)

o %1% B (FROM A) -> fii 2 ONBUILD
o §%{% C (FROM B) -> F& BEXfii& ONBUILD

2. WEETX

FIREMERT, onsuILD copy . . Y . FEMVE FHB MME L TX, MASEMIRERI LT
3. RAVFREX

ONBUILD ONBUILD 2IF/ERYs fRAEET ONBUILD ONBUILD COPY .. .o

4. FIRER S BHEXK

BHF onsuitD LR LR EFHEFTHITIES, R FIEMNETXFAHEEER (HIw0Ek D
package.json), RSB FREMEXNK, HiEiREETELLREME,

7.13.6 JH{ELER
1. 2 MsE
BB EITESPF -onbuild B8, BHSHERAEZEBGRESMER,

node:22-onbuild
python:3.12-onbuild

2. BRI TFERIRIE

RERETE onuild FHRITI FHRNIAHENIRE (MEMRGNG), XRUFREMWETEE
18 BRI,
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3. 85T

Y05R oNBUILD FEL T E T IR, RIFFER—MESHTIFE, HERUNGILFREFE,
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7.14 LABEL JiR&ARMINTEEE

7.14.1 E4iE%

LABEL <key>=<value> <key>=<value> ...

LABEL 1§ UREN B VAR ERNNTEE XEHIEAZTMRGRAITIEE, BRI LIFEBIAEFERE
Bg, B ITAEFRA.

7.14.2 A+AFE LABEL

1 IRAEHE: iERRAS. HWEE. Git Commit ID
2.BRARES: HIPEHIFE. Sthl, ERE

3. BT R: CI/CD TAFLURBMRE L IR(E
4. FANIEHER: ABRFIRMIY

7.14.3 &%
BN EMEE

LABEL version="1.0"
LABEL description="XZ—1 Web RAMRSZE"

EXZMRE. #%F

LABEL maintainer="user@example.com" \
version="1.2.0" \
description="My App Description" \
org.opencontainers.image.authors="Yeasy"

¢ BETRHEFEASISEREX.

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

7.14.4 ERAGENE

ATIREMEIR(EN, #EER OCl Image Format Specification & X AIFRAEIRES :

7% Key e N
org.opencontainers.image.c .
¥9326g18](RFC 3339) 2024-01-01T00:00: 00Z
reated
org.opencontainers.image.a
E& IR E support@example.com
uthors
org.opencontainers.image.u
B Fm https://example.com
ri
org.opencontainers.image.d
S https://example.com/docs
ocumentation
org.opencontainers.image.s https://github.com/user/re
R E
ource po
org.opencontainers.image.v o
hZs = 1.0.0
ersion
org.opencontainers.image.l .
FR]IIE MIT
icenses
org.opencontainers.image.t e i
BRARARER My App
itle
org.opencontainers.image.d - Production ready web
iR
escription server
il

LABEL org.opencontainers.image.authors="yeasy" \
org.opencontainers.image.documentation="https://yeasy.gitbooks.io" \
org.opencontainers.image.source="https://github.com/yeasy/docker_practice" \
org.opencontainers.image. licenses="MIT"
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7.14.5 MAINTAINER ES: BEHE

|HhR <89 Dockerfile & E) MAINTAINER FE<:

## X BFEA

MAINTAINER user@example.com

DITEHETFE R LABEL:

## (A P
LABEL maintainer="user@example.com"
# B

LABEL org.opencontainers.image.authors="user@example.com"

7.14.6 ThEIFE
Bod ARG {6, AILUEMEBRREAENTS:

ARG BUILD_DATE
ARG VCS_REF

LABEL org.opencontainers.image.created=$BUILD_DATE \
org.opencontainers.image.revision=$VCS_REF

W<

$ docker build \
--build-arg BUILD_DATE=$(date -u +'%Y-%m-%dT%H:%M:%SZ"') \
--build-arg VCS_REF=$(git rev-parse --short HEAD) \

7.14.7 EBIRE
docker inspect

BEERBITERER:
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$ docker inspect nginx --format '{{json .Config.Labels}}' | jq
{

"maintainer": "NGINX Docker Maintainers <docker-maint@nginx.com>"
oigeR
B LUERRE SRR

## FIHEER yeasy HIFREHE
$ docker images --filter "label=org.opencontainers.image.authors=yeasy"
## MIRPIETERBEMSHRE

$ docker rmi $(docker images -q --filter "label=stage=builder")
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7.15 SHELL {52

7.15.1 EAiE%

SHELL ["executable", "parameters"]

SHELL 8§ R 1FE & Docker ZRIAHY shell,

e Linux BRIA: ["/bin/sh", "-c"]

e Windows BRiA: ["cmd", "/s", "/C"]

ZIEL R ME4ERY RUN, CMD, ENTRYPOINT 35X (HEMNEA shell ET)o

7.15.2 A4 ER SHELLiES

1. 5 bash 5%

BRIARY /bin/sh (JBE Z dash 5% alpine B9 ash) THREB R, WNRIRFEZER bash BUIFHEIHEE (0K
éﬂ.\ {} ?ﬁ)ﬁs plpefall %); EJLXJE]JEQ She“o

FROM ubuntu:24.04

## JHRE] bash

SHELL ["/bin/bash", "-c"]
# DIERILAGEA bash FiET

RUN echo {a..z}

2. MR EE IR R
RINBRAT, BESDS emdl | cmd2 BE cmd2 A5Th, BMESTM AN, XrlgEEEEEIR.

## XK XEBH wget KT, BHRESLE (KA tar KIHT)

RUN wget -0 - https://invalid-url | tar xz

{888 SHELL /3 pipefail:
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#Hit BA pipefail
SHELL ["/bin/bash", "-o", "pipefail", "-c"]
## MR wget KM, B4 RUN BEAEXMW

RUN wget -0 - https://invalid-url | tar xz

3. Windows IFi&

7£ Windows 284, KEFEETT cmd M powershell Z BT,

FROM mcr.microsoft.com/windows/servercore:1tsc2022
## BAIAZ cmd

RUN echo Default shell is cmd

## tE| powershell

SHELL ["powershell", "-command"]
RUN Write-Host "Hello from PowerShell"

## tJJB] cmd

SHELL [llcmdn, "/S", ll/cll]

7.15.3 {EFA%EHE
SHELL 35 A UM Z R, BRREMEGIEL:

FROM ubuntu:24.04

## fEFARIA sh

RUN echo "Using sh"
SHELL ["/bin/bash", "-c"]
## {£F bash

RUN echo "Using bash"
SHELL ["/bin/sh", "-c"]
## [EIF sh

RUN echo "Using sh again"
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7.15.4 FHEMIESHF M

SHELL FZPABYZFAA EA shell = AU3E<:

BRI A SHELL &
RUN command =
RUN ["exec", "param"] X&E
CMD command =
CMD ["exec", "param"] X&E
ENTRYPOINT command 2
ENTRYPOINT ["exec", "param"] X&
7.15.5 {EKLER
1. #FEFE pipefail

X FEA bash B95R, BIVBRINFTS pipefail, MUMRMEIIZFIIFEIREER KBTIEIR,

SHELL ["/bin/bash", "-o", "pipefail", "-c"]

2. AHEE
NREBTFRIAFRGINEN shell, m4F7E Dockerfile PEIFEER, MABKIEIAIT .
3. RERIF—H

#EFRTE Dockerfile FIMELII SHELL, X MR IIEXELIRAEMIRIK, RETEKIBE X —RED
IR
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7.16 &

B X1

e Dockerfile EASEFHE: https://docs.docker.com/engine/reference/builder/

e Dockerfile H £ S£ B ¥ ® : https://docs.docker.com/develop/develop-

images/dockerfile_best-practices/

e Docker B & pockerfile FE: https://github.com/docker-library/docs

ERESESE
Dockerfile HEVE IS E€L4E!

e FROM:fsEEMTG, BARE—FEL
RUN: 7ESREEHPHITHS, BTRERHEF

e COPY: EfIXHEIHREH

e ADD: ESRMNEHIXH (Sz#F URL B EIHEE)
e CMD: BZEINHITRIER S

e ENTRYPOINT: B2 2B R

o ENV: iREIfIRTE

e ARG: WERNMWEHT =

e VOLUME: EXEREEH S

e EXPOSE: SRR 28 lIAAYIR O

e WORKDIR: RET{FE

e USER:{EEIZITRBNAR

o HEALTHCHECK: L BERSERINE

e ONBUILD: & EBfik2815<, EFHREWENHIT
o LABEL: AR GRINTTEIRITS

e SHELL: 57 RUN F5< AR shell
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RESTEREIN
1. {5 B AR ERSR R AT R M 3F latest
2. RMESREBEE &H RUNER
3. {8 .dockerignore X4 HBF R A BRI M
4. REVENRHEEEEERR
5. (B S M AR R R SRR AR
6. BT LA root BHAIGTTA R A

XA

e Docker EAR&E: https://hub.docker.com/
o Docker FE&MERIEF EL: https://docs.docker.com/build/building/best-practices/
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71.17 ZHEatliE

7 Docker 17.05 kxasz a1, FA1HE Docker $E&0t, BESXARMMAR

7.17.1 £EPBN—1 Dockerfile

— MRS RS ESTE— vockerfile 1, DIETEREKBENGE. Wit T8
i, XETERHR L

o BRERS, BEERRA, BENEATK

o BRBFHEHENRNG

5190, BT app.go X, ZIZRHiH Hello world!

package main
import "fmt"

func main(){
fmt.Printf("Hello World!");

3

YHE Dockerfile.one X4

FROM golang:alpine

RUN apk --no-cache add git ca-certificates
WORKDIR /go/src/github.com/go/hellowor1d/
COPY app.go .

RUN go mod init helloworld \
&& go get github.com/go-sql-driver/mysql \
&& CGO_ENABLED=0 GOOS=linux go build -a -installsuffix cgo -o app . \
&& cp /go/src/github.com/go/helloworld/app /root

WORKDIR /root/

CMD ["./app"]

PSS

$ docker build -t go/helloworld:1 -f Dockerfile.one .
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7.17.2 385121 Dockerfile

F—MAER, HERINIBEE— pockerfile BB MEKMERFINAITEE G, BIEEHENER
BTIAER, XMAREER(IEEST Dockerfile M—LERIFHAAEZEET M BHE ST
X, XMARBATLURFHIEESE —F S X FENXK, BREEIREIRRES,

5130, %85 Dockerfile.build X

FROM golang:alpine

RUN apk --no-cache add git

WORKDIR /go/src/github.com/go/helloworld
COPY app.go .

RUN go mod init helloworld \

&& go get github.com/go-sql-driver/mysql \
&& CGO_ENABLED=0 GO0S=1linux go build -a -installsuffix cgo -o app .

Y85 Dockerfile.copy X4

FROM alpine:3

RUN apk --no-cache add ca-certificates
WORKDIR /root/

COPY app .

CMD ["./app"]

#7132 build.sh

#1/bin/sh
echo Building go/helloworld:build

docker build -t go/helloworld:build . -f Dockerfile.build
docker create --name extract go/helloworld:build

docker cp extract:/go/src/github.com/go/helloworld/app ./app
docker rm -f extract

echo Building go/helloworld:2

docker build --no-cache -t go/helloworld:2 . -f Dockerfile.copy
rm ./app

DB TRIARI AT R &
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$ chmod +x build.sh

$ ./build.sh

X EE AR 7 TUE BB ER R RN

$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED SIZE
go/helloworld 2 f7cf3465432c 22 seconds ago 6.47MB
go/helloworld 1 f55d3el6affc 2 minutes ago 295MB

7.17.3 ERAZMERRE

HfERL Eia)#l, Dockerv17.05 FIASZFZMERMIEE (multistage builds)o FFZM ERMIEEA]
AU ERZERFEIRINNE, HEREFEEHRE — dockerfile:

40, 485 pockerfile X

FROM golang:alpine as builder
RUN apk --no-cache add git
WORKDIR /go/src/github.com/go/helloworld/

RUN go mod init helloworld \
&& go get github.com/go-sql-driver/mysql

COPY app.go .

RUN CGO_ENABLED=0 GO00S=1linux go build -a -installsuffix cgo -o app .
FROM alpine:3 as prod

RUN apk --no-cache add ca-certificates

WORKDIR /root/

COPY --from=builder /go/src/github.com/go/helloworld/app .

CMD ["./app"]

PSS

$ docker build -t go/helloworld:3 .

EE =D ERIG A
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$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED SIZE
go/helloworld 3 d6911ed9c846 7 seconds ago 6.47MB
go/helloworld 2 f7cf3465432c 22 seconds ago 6.47MB
go/helloworld 1 f55d3el6affc 2 minutes ago 295MB

REAREASMERMEBIVRGETV), EIBTERBERT LBRERE,

Go Modules |{ELEE: LiRREIFE M ESRTE Dockerfile FIEEHIT go mod init. 7ESEPRIN
B, BEEERBEEPRHEIFIF go.mod F go.sum X, #FER Dockerfile Bi& A DX
MXHHIT go mod download LAFIFE Docker BETF, BEIURREHIE:

COPY go.mod go.sum ./
RUN go mod download
COPY . .

RUN go build -o app .

7.17.4 IR —MENHRER
BATEIAGER as RAK—MNERHE, Fla0

FROM golang:alpine as builder

BN HFHAT 2B builder MYEREVERMREY, 18I0 - -target=builder S4ENA]

$ docker build --target builder -t username/imagename:tag .

7.17.5 HER MHEMREGEHIX M4

LFEHIFHIHANER copy --from=builder /go/src/github.com/go/helloworld/app . B E 6P
BMEE (as builder) ME—MEEBVRIGHERIXH (RASIBLL --from=0 XMUBERSIEZ 5,
HRUFIEHEEFNRELR) ; HRINEAIUEFHERBERPRINX G,

COPY --from=nginx:1.28-alpine /etc/nginx/nginx.conf /nginx.conf
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7.18 SCERZMIEEHFE Laravel 25

ATIERTF PHP A AREMR, Laravel EF 8.xXhRAE, B TMANXHEMAERSZBEESR, FIR
ELRBRITER.

7.18.1 &

HEZE— Laravel TIB X EEE B Laravel BB R B £ T ### pockerfile .dockerignore
laravel.conf X{%,

1= . dockerignore XHEHFBENUTAR.

.idea/
.git/

vendor/

node_modules/

public/js/

public/css/
public/mix-manifest.json

yarn-error. log

bootstrap/cache/*
storage/

## BITAMEMFEZARREISE, flI0 cenv.* XF

£ laravel.conf XHEHE AN nginx Bc&.
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server {
listen 80 default_server;
root /app/laravel/public;
index index.php index.html;

location / {

try_files $uri $uri/ /index.php?$query_string;

location ~ .*\.php(\/.*)*$ {
fastcgi_pass laravel:9000;
include fastcgi.conf;
# fastcgi_connect_timeout 300;

# fastcgi_send_timeout 300;

# fastcgi_read_timeout 300;

)

7.18.2 Filmta @

E—MEOHITHIImITE,
# 7. node HBEWFFERARMAKIMAINE (40 node:22-alpine)
FROM node:22-alpine as frontend
COPY package.json /app/

RUN set -x ; cd /app \
&& npm install --registry=https://registry.npmmirror.com

COPY webpack.mix.js webpack.config.js tailwind.config.js /app/
COPY resources/ /app/resources/

RUN set -x ; cd Zapp \
&& touch artisan \
&& mkdir -p public \
&& npm run production

7.18.3 &3 Composer ki

B _MERRE Composer i,
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# k. composer fRGHEFFEREAEMNIRAFE (W1 composer:2.x)
FROM composer:2 as composer

COPY database/ /app/database/
COPY composer.json composer.lock /app/

RUN set -x ; cd Zapp \
&& composer config -g repo.packagist composer https://mirrors.aliyun.com/composer/ \
&& composer install \
--ignore-platform-reqgs \
--no-interaction \
--no-plugins \
--no-scripts \
--prefer-dist

7.18.4 BE LI EFERFRAE LAY
5= N EE X EPAERE RS TEE S

# 7. php BEBRASEESE major.minor (8.3), £FMEARIBEZEIEAE
FROM php:8.3-fpm-alpine as laravel

ARG LARAVEL_PATH=/app/laravel

COPY --from=composer /app/vendor/ ${LARAVEL_PATH}/vendor/

COPY . ${LARAVEL_PATH}

COPY --from=frontend /app/public/js/ ${LARAVEL_PATH}/public/js/

COPY --from=frontend /app/public/css/ ${LARAVEL_PATH}/public/css/

COPY --from=frontend /app/public/mix-manifest.json ${LARAVEL_PATH}/public/mix-manifest.json

RUN set -x ; cd ${LARAVEL_PATH} \
&& mkdir -p storage \
&& mkdir -p storage/framework/cache \
&& mkdir -p storage/framework/sessions \
&& mkdir -p storage/framework/testing \
&& mkdir -p storage/framework/views \
&& mkdir -p storage/logs \
&& chmod -R 777 storage \
&& php artisan package:discover

7.18.5 RE— 1M E&H3E NGINX &

# E: nginx BEEEFERARAFMAIFE (0 nginx:1.28-alpine)
FROM nginx:1.28-alpine as nginx

ARG LARAVEL_PATH=/app/laravel

COPY laravel.conf /etc/nginx/conf.d/
COPY --from=laravel ${LARAVEL_PATH}/public ${LARAVEL_PATH}/public
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7.18.6 #J% Laravel & Nginx %

{5 docker build R MEFR R,

$ docker build -t my/laravel --target=laravel .

$ docker build -t my/nginx --target=nginx .

7.18.7 BEBE SR FMIK
#1%2 Docker B4&

$ docker network create laravel

B5h laravel 28, --name=laravel BHIEEMN R F M NS nginx BLE X HH B fastcgi_pass

laravel:9000; —3§
$ docker run -dit --rm --name=laravel --network=laravel my/laravel

Bah nginx B28

$ docker run -dit --rm --network=laravel -p 8080:80 my/nginx

NS 281418) 127.0.0.1:8080 BILAFF Laravel B E T,

HiF Laravel B KBEMINBARSS , U0 redis. MySQL, EBITRMNXLERS ZEHEHTN
], NTRBER.

7.18.8 &F=IFIEM K

NTABATHENS, SEEXHEERETHGY, EMFREERN BiX SEEEXXHER
config B secret FEHEIR2IH, FEEBEITFES] Kubernetes IEXAR.

AT EEFRAN T RERET|L, ELZRBAIUESE khs1994-docker/laravel-demo TH,

7.18.9 iR

SCEZRY Dockerfile A1 TFo
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# 3E EFHEHEFEERRFIRZIRE, 0 node:22-alpine. composer:2.x. php:8.3-fpm-alpine. nginx:1.28-alpin
e
FROM node:22-alpine as frontend

COPY package.json /app/

RUN set -x ; cd Zapp \
&& npm install --registry=https://registry.npmmirror.com

COPY webpack.mix.js webpack.config.js tailwind.config.js /app/
COPY resources/ /app/resources/

RUN set -x ; cd /app \
&& touch artisan \
&& mkdir -p public \
&& npm run production

FROM composer:2 as composer

COPY database/ /app/database/
COPY composer.json composer.lock /app/

RUN set -x ; cd /app \
&& composer config -g repo.packagist composer https://mirrors.aliyun.com/composer/ \
&& composer install \
--ignore-platform-reqgs \
--no-interaction \
--no-plugins \
--no-scripts \
--prefer-dist

FROM php:8.3-fpm-alpine as laravel
ARG LARAVEL_PATH=/app/laravel

COPY --from=composer /app/vendor/ ${LARAVEL_PATH}/vendor/

COPY . ${LARAVEL_PATH}

COPY --from=frontend /app/public/js/ ${LARAVEL_PATH}/public/js/

COPY --from=frontend /app/public/css/ ${LARAVEL_PATH}/public/css/

COPY --from=frontend /app/public/mix-manifest.json ${LARAVEL_PATH}/public/mix-manifest.json

RUN set -x ; cd ${LARAVEL_PATH} \
&& mkdir -p storage \
&& mkdir -p storage/framework/cache \
&& mkdir -p storage/framework/sessions \
&& mkdir -p storage/framework/testing \
&& mkdir -p storage/framework/views \
&& mkdir -p storage/logs \
&& chmod -R 777 storage \
&& php artisan package:discover

FROM nginx:1.28-alpine as nginx
ARG LARAVEL_PATH=/app/laravel

COPY laravel.conf /etc/nginx/conf.d/
COPY --from=laravel ${LARAVEL_ PATH}/public ${LARAVEL_PATH}/public
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FE/NG

KEFMNBT Dockerfile WFABZOES, UTERRESEANRERER,
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=g

FROM

RUN

COPY

ADD

CMD

ENTRYPOINT

ENV

ARG

VOLUME

EXPOSE

WORKDIR

USER

HEALTHCHECK

ONBUILD

LABEL

SHELL

(3!

HEERMFE

EHRERITES

EHI

ERREH

AeEBThEINEG L

A#RAOR

BB

HESIR

EXERE

A ERR

EELIEER

EEBITAF

BRI E

IERMITIES

AN TTEE

BEXERIA shell
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LFTfER, 35 --from
BohfEE tar, FEFHT TEH
A4 docker run EHEES

EER&NE<, CMD fEAZRIA
28

HEEET + BITEIYERR

NHDEEE4ERY, FROM FEE
AER

VOLUME Z GMIEREEL
NXHEER, ABEBhRST

B RUN cd, BRAEESH
EheliE

RF®MBREFE, HEF gosu

¥
starting/healthy/unhealthy

QYR —IR, REIREX

#E%F OCItRETRSE, B
MAINTAINER

HEFF ["/bin/bash", "-o",

Ilpipefailll, ll_C"]
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EFRERERERS

ERREERESZR, BYEFI—EUTER:

EisRGER T R/IMURZAS (W alpine. distroless)

AT ZMEBNE, RRREASHELARE

IE root FAFIETT (USERIES

copy i F Aop, BIXEHINEX

RUNFESEFH T apt-get update && install && rm -rf /var/lib/apt/lists/*
I&E T HEALTHCHECK

{7 .dockerignore HEB& .git. node_modules FTLFENXH
BERSERT BRRZAS I commit hash, TMIE 1atest

BERENESIEEIKMIRE: Dockerfile R{ELE.

FEfEIIR

{8 Dockerfile FE#$5%: Dockerfile \i7]
et (RAsRBAR

Dockerfile JR{ELE: HEIER

L2 FREELK

Compose #Eix32{4: Compose FREE

J ROBIRHECGHRBIN? WIDIER Issue T PR,
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BI\E YREE

YNE 8-1 A7, Docker BUEERTERER=KEHHNEH

Host
Container
- tmpfs
bind mount
mount volume
Filesystem Memory
I Docker area :
. J

8-1: Docker HUBIEH A RREE
X—ENMBINATE Docker WEBLAR AR 2 AIEEKIE, ERBHERMETEFUT/IHAR:
o WES
o EHF
o tmpfs #EE
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8.1 HIEE

8.1.1 It ARERIES

ARNEEEE—TXENE: SRMRE, RIEMET.

AEIEIT > SR > AEBg —EIEARERSS wiitable 2—»  DATALOST! X

#iES (Volume) R T XA, ©MAE s ERIMI T8 2%,
8.1.2 HiEErFE

it BiER

RAKL ARMIEREEIRTARE

HE LB LIERE— RS

BPEY&ERK I EEEBECIILENAT L

AR HIEESPRMIBERSITEHER

HEREESF 43 UnionFS, BHIZFEE
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8.1.3 ¥iEH vs BEEFHEE

RREHEER TEEFEEERE

Ean/EHA = ARk

= asilpR

S

BIEEX X

NS
RBFHE RIGE
Writable ReadOnly
WiEd: wE

Nes

lapp/data AasirR
\ i
EH AR
\ x"
#ELE my-data

REAEIE
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8.1.4 BB EEAR(F
SIEBES

$ docker volume create my-vol

S PR SRS

$ docker volume 1s
DRIVER VOLUME NAME

local my-vol
local postgres_data
local redis_data

EERRIEEFRE

$ docker volume inspect my-vol

[

{
"CreatedAt": "2026-01-15T10:00:00Z",
"Driver": "local",
"Labels": {3},
"Mountpoint": "/var/lib/docker/volumes/my-vol/_data",
"Name": "my-vol",
"Options": {},
"Scope": "local"
}

XREFE:
e Mountpoint: ¥IBEEREN LAVLIFEFMHEAE
e Driver: TEEIREH (EXIA local, RIS =5IKE))

8.1.5 EHHUES
ARX—: --mount: #EF

$ docker run -d \
--name web \
--mount source=my-vol, target=/usr/share/nginx/html \
nginx
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28 WA

source HIRERM (RMEEZEHEE)

target BEsNEHERR

readonly Ak, SRR
AR=: -v: B@F

$ docker run -d \
--name web \
-v my-vol:/usr/share/nginx/html \
nginx

BI: -v HESLE  DEIRR[ £

it s Eaw o nd
53 --mount -v
B BEX, HEMH ESHMR, BEE
- EAEFEEEME, 5-vE B
¥iE#E (Volume) EHITH ERFESEBRIE
B
BENBREREFEESERE, BIVRBREAEES BaitlE
Z Bind M t) 171
HEHEH (Bind Mount) 1T s Tl xEs
] #:7= (FBRfAR S, BEiR
wERE (41875 (2R " um @)

ellfEd)

"R BEAEEEMEA --nounte BRTIEERAAIRMEEFZIN, REBNITHERLKET HBE
## (Bind Mount) Bt (IREHHNBEENEBREZHKRET, -vSEERHEMEIBI—IT
F; M --mount MERICEHEZRE, XEAREEEREHEEIRMEE VLB TR
BR (UNSENAR[HRATEREE) . MYFTATH HIEE (Volume) EHMS, WEER
MEENEAFER ESBHEES, FENERE Z2—H 8,
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RiEH

## --mount ATV

$ docker run -d \
--mount source=my-vol, target=/data, readonly \
nginx

## -v AR
$ docker run -d \

-v my-vol:/data:ro \
nginx

8.1.6 EAH=ETHI
HE—: BURERAK

## BIEEUES
$ docker volume create postgres_data
## 35S PostgreSQL, FIBETEMEELIESES

$ docker run -d \
--name postgres \
-e POSTGRES_PASSWORD=secret \
-v postgres_data:/var/lib/postgresql/data \
postgres:16 # HRSIFIERARN PostgresQL hR7s

## BNEMIPREEE, IBMARE
$ docker rm -f postgres
# EWBE, HBEE
$ docker run -d \
--name postgres \
-e POSTGRES_PASSWORD=secret \

-v postgres_data:/var/lib/postgresql/data \
postgres:16 # HRSIFERAR PostgresQL k7S
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BRZ: 2RBHEHE

# QIEHZHIES
$ docker volume create shared-data
## Bes A SAEUR
$ docker run -d --name writer \
-v shared-data:/data \
alpine sh -c "while true; do date >> /data/log.txt; sleep 5; done"
## Bes B IRENEUE
$ docker run --rm \

-v shared-data:/data \
alpine cat /data/log.txt

BR=: BEXHHAKL

## ¥ nginx EEFHEHESH
$ docker run -d \
-v nginx-config:/etc/nginx/conf.d \
-v nginx-logs:/var/log/nginx \
-p 80:80 \
nginx

8.1.7 HEEEE

RS

## MIREERIES
$ docker volume rm my-vol
## MIRA R ERIEREIES

$ docker rm -v container_name

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

AERERANSES

#H BERREABREHANIIES

$ docker volume ls -f dangling=true
## BIBRFRERERANEIES

$ docker volume prune

## SBEIMIPR (RIRRHAIA)

$ docker volume prune -f

L AR HEEFEMRE. KBEGITHRANERBELTHHES,

8.1.8 HIRERNSHE

EHBES

## EAIRNASRERRES, 1887

$ docker run --rm \
-v my-vol:/source:ro \
-v $(pwd):/backup \
alpine tar czf /backup/my-vol-backup.tar.gz -C /source .

[RIE:

1. 2 IRBY A28
2. BEHERMBIEUESEE /source
3. EHHAIBERE /backup

4. {FF tar T8
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mEBEE

## SIRIIIES
$ docker volume create my-vol-restored
# REEHINEES
$ docker run --rm \
-v my-vol-restored:/target \

-v $(pwd):/backup:ro \
alpine tar xzf /backup/my-vol-backup.tar.gz -C /target

EDZRE

#!/bin/bash
## backup-volume.sh
VOLUME_NAME=$1
BACKUP_DIR=${2:-/backups}
TIMESTAMP=$(date +%Y%m%d_%H%M%S )
docker run --rm \
-v ${VOLUME_NAME}:/source:ro \
-v ${BACKUP_DIR}:/backup \

alpine tar czf /backup/${VOLUME_NAME}_ ${TIMESTAMP}.tar.gz -C /source .

echo "Backed up ${VOLUME_NAME} to ${BACKUP_DIR}/${VOLUME_NAME}_${TIMESTAMP}.tar.gz"

8.1.9 ¥iEE vs PEHR

Docker B EENEIEFAKA R :

52 #iE#% (Volume) #EEH (Bind Mount)
EEAR Docker E1Z FAFRERE

FHEIE /var/lib/docker/volumes/  {EEREIENEKRF

BISAE N BEYF KHE ENEEF
SRR IR AL FrRBSEHES

&5 FETH BRI
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## BIES
$ docker run -v mydata:/app/data nginx
#H EER

$ docker run -v /host/path:/app/data nginx

W EEHET,

8.1.10 & I jn) &
Q: UAHIES IR T WL siES?

$ docker inspect container_name --format '{{json .Mounts}}' | jq

Q: HIREHRIEEWME?

# BERESFE
$ docker volume inspect my-vol
## Mountpoint FEREREFRERE

"Mountpoint": "/var/lib/docker/volumes/my-vol/_data"

L ER: FENERE Mountpoint XX, Ro@dA2&1E.

Q: MAIEFRFHREEIBHREE?

1. TEEN28% 19 . docker run --rm -v mydata:/data -v $(pwd):/backup alpine tar czf

/backup/data.tar.gz -C /data .
2. &5 tar.gz X%
3. EERHIEEIE
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8.2 HHEFHNBR

8.2.1 FARSPEHEH

Bind Mount (487 ##) ¥ Docker daemon FRAEEN LR ERIXHEREHEIBEH, FHT

MEEX &N EHXH RS,

BEM

/home/user/code/

< Bind Mount

A

BREN (R—HXH):

/home/user/code/ (3% /usr/share/nginx/html/)

— index.html

— style.css
L— app.js

8.2.2 Bind Mount vs Volume

it
BIRE
BREIEE

AN

Bind Mount
BENERREER
BB ITRRIZ
R¥E EVERE
B EV RS
F&RIFE. BEEEXH

BRI
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lusr/share/nginx/html/

Volume

Docker EIZRVER
&8

B4t (Docker EIE)
BT fEIRED
EFHIRER AL

FEFiEiT Docker
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RN

E=X HELE
F&RBSE S Bind Mount
AR R Volume
HEFREXH Bind Mount
A EHELHIE Volume
B E Bind Mount (E#%i1a])
EFHIR Volume
8.2.3 EXiE

{ER - -mount: HFE

$ docker run -d \
--mount type=bind, source=/fEEHEEIE, target=/FREE \
nginx

A -v: @5

$ docker run -d \
-v /TEBENBRER: /BRBE \

nginx
RMIEEN L
it --mount -v
% BIEXT, BEM BS5R, EEE
BERFERN B#%R$E (Fail Fast) BIEmeIE BR
WERRE WE = H
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L BB IR NOEHT I AEENENREZE, F/H -v =7 daemon X4 L& GIE—
MNMEBER. WF A Docker Desktop BF, XNENBEEMEAN; XFiziE daemon, X4
FHAMEIZIEN 2R, XtE Docker EAEHEREA --mount NREA: EEEZERTE, BRER
EPEERMERUE,

8.2.4 ERGR
Hg—: FRFRARBRY

# A Es B RIEHT SR

$ docker run -d \
-p 8080:80 \
--mount type=bind, source=$(pwd)/src, target=/usr/share/nginx/html \
nginx

# BRI, BERNIIEIAER (REH)

$ echo "Hello" > src/index.html

## FREERFREI R B EIZ WL

R REXHEH

## EHBEENX nginx BEE
$ docker run -d \

--mount type=bind, source=/path/to/nginx.conf, target=/etc/nginx/nginx.conf, readonly \
nginx

mER=. BEkE

## BARHEREIBENER
$ docker run -d \

--mount type=bind, source=/var/log/myapp, target=/app/logs \
myapp
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BRM: #= SSH &

## HEE SSH B (R
$ docker run --rm -it \

--mount type=bind, source=$HOME/.ssh, target=/root/.ssh,readonly \
alpine ssh user@remote

8.2.5 RiEHH;
B L 2 SRS TR M ST :

## --mount IBE

$ docker run -d \
--mount type=bind, source=/config, target=/app/config, readonly \

myapp
## -v iBX

$ docker run -d \
-v /config:/app/config:ro \

myapp
BERZHAE NSRS

$ touch /app/config/new.txt
touch: /app/config/new.txt: Read-only file system

8.2.6 HEHBEINH

## % bash HFICHE

$ docker run --rm -it \
--mount type=bind, source=$HOME/.bash_history, target=/root/.bash_history \
ubuntu bash

## EHERENXEEXH
$ docker run -d \

--mount type=bind, source=/path/to/my.cnf, target=/etc/mysql/my.cnf \
mysql
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\ER EHEHRENXAN, MREBEENEOXERRESRER (MIEREMEDR), FERNEIAX
fr8Yinode, ENERAHRIEHB R

8.2.7TEFEHER

$ docker inspect mycontainer --format '{{json .Mounts}}' | jq
i
[
{
llTypell : “bind",
"Source": "/home/user/code",
"Destination": "/app",
llMOdell: nn
"RW": true,
"Propagation": "rprivate"
}
]
=ER A
Type EHZER (bind)
Source ’TEEE*}-LE%'TJZ:
Destination BEARRER
RW EARAEE
Propagation EHEEEL
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8.2.8 H M a)&A
Q: BEAEFERE

$ docker run --mount type=bind,source=/not/exist,target=/app nginx
docker: Error response from daemon: invalid mount config for type "bind":
bind source path does not exist: /not/exist

R HRRRREFE. BMHEFESIZER, AINA -v, BEXHBIAIEZMUERZMEE
BYEAERIZo

Q: MR

AR R P AT AGA R R RIS 4 :
## ALl BEREENXXENR T ELEAF I
$ chmod -R 755 /path/to/data
## 73552: LA root BITAE
$ docker run -u root ...

## J5753: {EMBERM UID

$ docker run -u $(id -u):$(id -g) ...

Q: macOS/Windows M&E[RIRR

£ Docker Desktop £, Bind Mount M EE@E AU Volume, AANKRBEBZEEEBENXHERSAM
Linux VM Z &R :

## EF :cached I :delegated 1IE&14HE (mac0s, X Docker Desktop 4.5 MEShRZN)

$ docker run -v /host/path:/container/path:cached myapp

i} WA

:cached BEENANEL, FERRENFIEEIER
:delegated BaE, BENIRENAIEEIER
rconsistent Ik, T (RIE)
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FE: Docker Desktop 4.6+ ZRIAEA VirtioFS XEHZ5F|E, LR :cached/:delegated IEINE
WERIR AR, WMEMUXERLIERE, EE2E Docker Desktop BY Synchronized file shares If

=
BEo

8.2.9 RfELEE

1. AR ESER Bind Mount

## (BTN

$ docker run -v $(pwd):/app -p 3000:3000 node npm run dev

2. &£~=1715%{EHA Volume

## BIBRIANK

$ docker run -v mysql_data:/var/lib/mysql mysql

3. BEE XX EEA RikiER

$ docker run -v /config/nginx.conf:/etc/nginx/nginx.conf:ro nginx

4. FERRERS

# XK R EHREFUHREZER
$ docker run -v /:/host ...
i NEHLENER

$ docker run -v /app/data:/data ...
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8.3 tmpfs HEH

tmpfs EHSIMIBIBKERNER, MARSASRASERKIES. ©RIEAT Linux BXHERIF
18, EAEEREESERERGAMNIIEIE,

8.3.1 EMinE

o I5BYEE

o RIEHIE

o REEEBINERAIESIH

8.3.2 E&H%

{ER - -mount &% (EFE):

$ docker run --mount type=tmpfs,destination=/run, tmpfs-size=67108864, tmpfs-mode=1770 nginx

WRTLAGER - - tmpfs B EIEA:

$ docker run --tmpfs /run:size=64m nginx

AR --tmpfs PESHEYS, IRMRHFEEAXEREH . K/NFMNE, --mount
type=tmpfs, ... BUANRME TR, WEFETFELELER,

8.3.3 AREM

o BBFELRE, tmpfs HBEREK.

o tmpfs ARBENAE, BWNEIREIA .

o REAFEFANBIEIE,

o tmpfs FEGZNERHER—PEE, BFRESIHBEERNEFE.

o TREFENKREN, BDHIEAIERRFIINNGEIRIE, EIEAEE tnpfs HIFREWNAZER
BRI R,
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8.3.4 5 Volume / Bind Mount ¥tk

*E BIRALE BAL B
*) . /,H\ ikﬁz*
Volume Docker EIEE 3 = :};@EE KHAL 5488
FRERE. BREXH
Bind Mount BEVIEEER 2 -
==
SIRIGATEEE. 8%
tmpfs K7z = =EIRETEIE. &

& B > {4
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FEING

EENET Docker W=MEIEEES . HIESE (Volume). BEEH (Bind Mount) 1 tmpfs ¥

#Ho
A R ERYR
Docker B8, 4 epEERIH L P . W%
422 (Volume) ﬁoc er BI8, £AMMIT HEE. MALKE (EELES
Aes 285
#EHH (Bind Mount) EHEINER, BERE FAFE. EEXH. BE
REFEEARAEFER, BFLLEAD
tmpfs 4 e IEBI SR, BRE
BE &
SIREIES docker volume create name
FIHEES docker volume 1s
EEEF docker volume inspect name
pFEIES docker volume rm name
BIEXA docker volume prune
-v name:/path g - -mount
EHIIES
source=name, target=/path
HE(RR{FIR

o #EL: Docker BEIEMIIFAWENE

o HTFHH: HHBEINBR

o tmpfs 3 AEFERNIREEFE

o 7Zfi#IXEf: Docker FENKERIE

e Compose HIEEIE: Compose FHEEHEE
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7 BIMERNECCHBIN? WIDLIER Issue 5 PRo
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FNE NI E

Docker BZRFBEMERSIHINIE RIS, BEZBHEEBEMUNSEENES. Docker ERERY
=B EMNEELISE, KAZHER TFHEA.

LR

Docker BahBY BohEIE LU TR :

mE

YIIBM K ethO
192.168.1.100

docker0 [T

172.17.0.1
Containers
BEB BEA
ethO ethO
172.17.0.3 172.17.0.2

RERFIFHMLE Docker MABALEMNE A H.
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9.1 BEc& DNS

Docker 1.10.0 Blf5, W 7T —1 DNS fRS528, FERBUTLBEZBIREBAMEBE. HEEE
B, QEEQERB[BNER - -name AR RAEIT,

{BE M Docker DNS B AR M, MEEREETE BEXME HEMH, BMEH, NREMANZE
BRINRY bridge W48, BIEMER DNS B, FRUBRITMEZBRE XMW,

9.1.1 A2&AY DNS H#!
Docker 22889 DNS BeBEEFHIE R

1. ®IA Bridge R4 : 4F7ATE LAY DNS ECE (/etc/resolv.conf),

2. BEX ML (). [/ Docker #RAIL DNS ARS528 (Embedded DNS), Z#FH@ET BadS #H1T
RS &I,

9.1.2 #R AT DNS

X2 Docker MABRIBABINEEZ — EHEXWEH, FEJLELT “BF HEWLE, MAFE
BREXNSHY IP (R IP AJRERE)o

## 1. BIEBEEXMNE

$ docker network create mynet

## 2. BEIEE web HIMAWLE

$ docker run -d --name web --network mynet nginx

## 3. BENAEE client HEi® ping web

$ docker run -it --rm --network mynet alpine ping web

PING web (172.18.0.2): 56 data bytes
64 bytes from 172.18.0.2: seq=0 ttl=64 time=0.074 ms

[REB: Docker SFHF#HIZTE 127.0.0.11 183177 —1 DNS iR5528, B2ENAY DNS IERSWEE L FX
B, NREBR[A, BITNEEIP; MNREINEFIHR (30 google.com), & L4 Lk DNS,
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9.1.3 idE DNS ¥
MNMEMMBEFIECE S 2889 DNS (H1a0fEA R DNS AR 28), A LATE docker run RERUTS

0.
1. --dns

$87E DNS AR5328 P,

$ docker run -it --dns=114.114.114.114 ubuntu cat /etc/resolv.conf

nameserver 114.114.114.114

2. --dns-search

}57E DNS #8215, FINI&E AN example.com, M ping host XEIXEEMT host . example. como

$ docker run --dns-search=example.com myapp

3.--hosthame 5 -h
KERNENR.

$ docker run -h myweb nginx

9.1.4 25 DNS IicE
MEFEMESBHERBEN NSRS B (MABLEABEN), FTUEK

/etc/docker/daemon. json.

{

"dns": [
"114.114.114.114",
"8.8.8.8"

1

}

BREEEER Docker JRS5: systemctl restart dockero
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9.1.5 & W a)&A

AT 2B 28 DNS B E IRV AR R 5 7%

Q: BARLEFENERZ

PR ping www.baidu.com K, {B ping 8.8.8.8 B, fR:

1. BEMNB /etc/resolv.conf RIEER AR (FIG0ER T At FF#E 127.0.0.53, $Fal=2
Ubuntu £%4t). Docker AlRER=IHIEE, BERSEXK,

2. 2 Foh#SE DNS: docker run --dns 8.8.8.8 ...
3. [ERANEEEIZE T UDP 53 imH,

Q: TAEBIARBRER

IR ping db #E7R bad address 'db'c [REA:

o {REJBETEER BRIAM bridge MI&&, ZRiA bridge WLE R8BI B 287 H#1T DNS it (X2
— PN HAEREEIRIT.

o fRR. FRABETENXML (docker network create ...)o
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9.2 LK AEY

Docker &t 7 Z W EIREhFKFHEARNFERAITR, L2 Docker [, RA=EEIE=EIAM
é&.

“a.

$ docker network 1s

NETWORK ID NAME DRIVER SCOPE
abc123. .. bridge bridge local
def456. .. host host local
ghi789... none null local
1
9.2.1 RLRREIXLL

BMERBH RMERTRAT:

PIEE IS RY A ERTR
FRINERY, NEEEEIEINM

bridge ﬁl = KBBEBH

host ResHIZFERBE ML EERSMEMERER

none 2 LK EEfRENSE

overlay BN Docker Swarm ££8%

macvlan A EIHIL MAC itk FEHRENYIENS
AMBRAERS. W MACHE

ipvlan ResHZRIZEOMAC, M= IP FIMEASESES. X A

ZPRAIMILE

9.2.2 Bridge FI&&: RRIA

Bridge & Docker BRIAERBIMLEE. EHE4E Linux Docker Engine £, Docker Bahiti@EE =6
32 dockero EEIAMF, KRIEEMEBN B IEIZEIX M L, Docker Desktop iIBZTTIEREIMVIA,
BENLFASEEET dockero, WARBRIZBIN BRSNS NEEE P

AT
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A WA

docker0 IR, THRMAE

veth pair I RIS, —IREREEN, —ImEEMT
A28 etho BRAMMF

IP Hhdk BaiM 172.17.0.0/16 MEE 5 A

9.2.3 Host 4%

fE€F - -network host ZHBHNBRZEREABENHINEL, TBEEIRILNMEZHETE,
ARANEOMEEENIRD, TEHOKRS.

$ docker run -d --network host nginx
XMEN THEMEERS, BFBZENBEINZEREMNEREE.
9.2.4 None 4%

fEF --network none SETINR2EREE Lo BIFN£, TE2XBIMHNEEE, SATREEE
TIHRES. FEENEHNEES.

$ docker run -it --network none alpine ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> ...
inet 127.0.0.1/8 scope host lo

9.2.5 BUERF

BRMERREIRRE A D AT USSR
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WENEBIAIR], Rl ] BREY
HMERIER eth0 docker0 BEA
TGP
A2 A(172.17.0.2) docker0 eth0 BEXW
AEREEE
B A(172.17.0.2) docker0 A8 B (172.17.0.3)
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9.3 BENX ML

TEFWHRS, EEERRAFBEXMEAEIIND bridge M4, BEXMERM T EiFfREE
FMARSS R IAESTo

9.3.1 At AEABEX W%

FAIA bridge MARFTELUTEIR, MEE XML IR F AR RX L p) i .

) BEXMEHNE
SEER IP &S FFA28E DNS f#tfh
PRE B RTER—ME BIFRFREE

RE --link (BEF) [REZFFRSS &

9.3.2 RIE B RE XML

{8 docker network create Bp< B LLBIEBE X ML :

## RIS
$ docker network create mynet
# BEWEKIFE

$ docker network inspect mynet

9.3.3 EA BE X MK
BB 2@ - -network SEUIETEIEZRIMEE

## REIBRERDIEEX M

$ docker run -d --name web --network mynet nginx
$ docker run -d --name db --network mynet postgres

## 1T web BBPRILIERASREIAR db
$ docker exec web ping db

PING db (172.18.0.3): 56 data bytes
64 bytes from 172.18.0.3: seq=0 ttl=64 time=0.083 ms
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9.3.4 2833 DNS f#ir

BE XML BEohiett DNS fRS5. Docker SPFHIZTE 127.0.0.11 5177 — MR TN DNS fRS 28,
BEEAM DNS IBERESWELREIXE

o IRERHE, BITNBZEIP
o YNRIZIMNIBIHR (40 google.com), FELE Eiks DNS

mynet [ : web B23AJ LAA 'db' fEAENR AR db B2
web db
—DNS: 'db' -~ 172.18.0.3—»
172.18.0.2 172.18.0.3
9.3.5 EAMKm<S

LA T2 Docker WEEIERE ANGS:

## FIHLE

$ docker network 1s

# BRI

$ docker network create mynet

# BEMEFE

$ docker network inspect mynet

## EEARDIMSK

$ docker network connect mynet mycontainer
# BT RE

$ docker network disconnect mynet mycontainer
## MHIBRRILE

$ docker network rm mynet

# TEIREREF RIS

$ docker network prune
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& BRIALR

— M FH & E @D docker compose ZBE T M NAB2SWARS: ARS A FIARSS B, MITEARSS A BIE
BRI locatlhost: 3000 FHIRIARSS B, LRIBLIEZBN, XPEIRIEBRKE— T4t B
FENERHRE, AAMETEER—MHEZRNX, HERMERMIAANZBHAEINEEE
B, KRRER: SR BEMININERETE, localhost ERBNIRIEMERE
2, FEEINEAZHMEEE. ERNMUERER Compose BritIZBIARS BIENENS:
http://service-b:3000, Compose =HTEMLEFEMARSS BB DNS, XixA23EBEA6E
g, chEnXFE—1THER, RN ZER,
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9.4 RREEX

BaRZ BN LRISZE Docker MBRIZILINEEZ — BTN BRBEBKBIMAT

9.4.1 F—MEKANE 2R
F—BEEXMERNERA N EEBIAREEE, XERENEREEAR:

## QUL
$ docker network create app-net
## RN AIERE

$ docker run -d --name redis --network app-net redis
$ docker run -d --name app --network app-net myapp

## app BDEEPAILUA redis:6379 i#E#E Redis

9.4.2 EEFZ WL
— BTN EREERZ NG, XHTFEEEM&EEH Pt aRSIEm:

#H# BN

$ docker run -d --name multi-net-container --network frontend nginx
## BIEREIS— W%

$ docker network connect backend multi-net-container

# BEBROINE

$ docker inspect multi-net-container --format '{{json .NetworkSettings.Networks}}'

9.4.3 A --link BEHE

--link & Docker REIRFTAREEKMNA R, BEWER, FTENEFRNBEDFER, BEFEABEX
LB

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

## [BATR
$ docker
## AR
$ docker

$ docker
$ docker

(FH#%E)

run --link db:database myapp
(%)

network create mynet

run --network mynet --name db postgr
run --network mynet --name app myapp

ERBEEXMENRBEET:

o JRESZHF DNS AR
o FNEERAHZRIITEINERKIN

o FEXE, HJLABHE connect/disconnect

es
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9.5 SMNEBIB IR A g

BRETEECHREMNEIMER (B E Bridge BR). AT ILIMEINEIHRARANMRS, i
FERA SR MRS EIE VRN,

9.5.1 At AR IO
A BRI HIEFN T

o AgRziE: FILUET IP HEBH (BEXWE) Bl

o BENIFINESS: FE Linux FIE T AIRMKECE 7R 2% IP; Docker Desktop EREERKFA
2% 1P, M@ iRAMEY. B28% (A28i8]) X host.docker.internal FEHIAIE,

o IMNEMILIARAE: XK RIATEEEIAIE,

AT ILSMNER (WOFRAON 28, EMESIEMAEE) A0 BRNRSS, RINBEERRNRO MeY 2I1E
FHAYER

SpEBFBF (Browser)

fB=EA (localhost:8080)

Docker Proxy
i 1A% S4 (8080 -> 80)

& 28 (Class B: 80)
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9.5.2 IO AR

Docker 324 T SHh 7 RIEEIH OB,
1. ferEmRsY

A -p <BEHHO>: <AR/HO> KL

## BEEVH 8080 HmOMETZEIZRIEN 80 w0l

$ docker run -d -p 8080:80 nginx

ItEBSIA18) http://localhost : 8086 BIE] & E| Nginx TiHs,

Zihigt:

B aX

ip:hostPort:containerPort HEIETE IP BV EIRO

ip::containerPort HBEIETE IP BIFEH I

487EPRA IP (0.0.0.0) BI4FE I

hostPort:containerPort

A

containerPort YEFRA IP BYBENLIR O

2. BEABREY

Nl

-p 127.0.0.1:8080:80 (X7~
MLiA1a))

-p 127.0.0.1::80

-p 8080:80 (ERIA)

-p 80

MRERKOBEENEBRH N NwRO, ATLUERREVRE, F8 -p (K5) 2%k, Docker £18 Dockerfile
th exposE 5 BREMNFAEIROLHEBENNBNS MK, EEEERNED, BURFBEENY

Al Pl FA Y I B i 1 SE

$ docker run -d -P nginx

BERPER:
$ docker ps
CONTAINER ID PORTS
abc123456 0.0.0.0:49153->80/tcp
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IHEBS Nginx #RBRESE] T B N —MENE RO, FI30 49153,

9.5.3 BRI MRS

B LUER U T e S EE R 830906 CIBREY

docker port

11T docker port FIABFEIEE S 28 8im RSB :

$ docker port mycontainer
80/tcp -> 0.0.0.0:8080
80/tcp -> [::]:8080

docker ps

1517 docker ps AILAEBEIFTE R2s09imCMRET5IFR

$ docker ps
CONTAINER ID IMAGE PORTS NAMES
abc123456 nginx 0.0.0.0:8080->80/tcp  web
= 5 [
9.5.4 RIFXLBKRSRE

ARBROMEY, EEIEUTREEM:
1. [RHILEIf IP

BINBRT, -p 8080:80 213l 0.0.0.0:8080, XBKEEMARZREEZIMIEEN IP, FLEEY
[B]31ZARSS o

NRAFHENINRE (FINBIEEMRSS), M4EER 127.0.0.1:

## (NARFAENIAR

$ docker run -d -p 127.0.0.1:3306:3306 mysql

2. B R PR

YNRTEEN 8080 BELWEAT, BT EBD.
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fRR:
o FIFEIEMIFO: -p 8081:80
e 1t Docker EEhEE: -p 80
3. UDP B3

FRAZ TCP il SNRERRET UDP ARSS (40 DNS, Syslog):

$ docker run -d -p 53:53/udp dns-server

9.5.5 SLIMHEIE
Docker {§FH docker -proxy #HiZ (AP ) 3¢ iptables DNAT #N (RZE) FKEMim A%,
HREABENIKORY, iptables MNP EH BB T2E IP HELR:

## B{LHY iptables iB%8

iptables -t nat -A DOCKER -p tcp --dport 8080 -j DNAT --to-destination 172.17.0.2:80

XA ARERSERNIEZAHEFRR IPBEEEMX IP (30 172.17.0.1), MARESLAIIMNS
Client IP (BR3EfEF host MZEIRT),
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9.6 MEBIRE

Docker MR T RANIREAES, TRAMNBZENARIIATEBS. X2 Docker WEREH
BB,

9.6.1 MAEFREIRE
TRMGZEZIARE, FBRESA—MERNBREREE:

## BIEEFRA ML

$ docker network create frontend
$ docker network create backend

## Aes A 7£ frontend

$ docker run -d --name web --network frontend nginx
## Zes B 7f backend

$ docker run -d --name db --network backend postgres
## web FTEAEIEZIANE db (FREIMLE)

$ docker exec web ping db
ping: db: Name or service not known

9.6.2 2%

XiRENEHERUATR2ME:

173 WA

G wa A2 28 70 /A ELR 1 1) B R P I 4%
bR SSFRRE FEHARSS H T LAE AR REIMIZE
ZHRP FREFNBREFARAMNEZPTEIRE
=/ R BRI RS ENNERR

9.6.3 EMLKERS

IRMLFEX N FREMLRBIE, TLRERNERRIZNHWE:
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## BIE—PHEGEER, EEIIR RS

$ docker run -d --name api --network frontend myapi
$ docker network connect backend api

## ITE api BEIEEAILUAME frontend AEY web, WEILLIAGRE backend HEY db
X LR LIS R 28 o] U MLSE S, B/ W REN,

9.6.4 BRRYRILREEH

— MBS RN AMNERTINT !

frontend 48

A=Al

N

Web ARZE28 1 Web ARS328 2

backend RI£& .

API fR55 28

N

BIERE Redis £&7%

EXMZERET, APIARSS2EFATEREE] frontend M backend 4, FTHWPMMBEZBINFR, H1E
¥)#23A Web fRSZ 2T EEZIHINEIERE, HR T ZeM.
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0.7 ARNMBERIFIE

T ERE Docker BEEAMMERMLEZEES . Overlay LR, BRS A I F] DNS 2. B1R
Kubernetes ZRHER4S AL, 40 CNI #1 NetworkPolicy, RERZREF

9.7.1 Overlay MEREBSHE

Overlay WEEEIIE ML EM EEIIEMNLE, AFRREREIENERE. = Swarm 75 FRIZD
M%glzﬁbz_o

Overlay MR T{ERIEE

Overlay MBI EEER AR (BFERE VXLAN) BRSIMEREEHEERE EVWIEMLEE UDP X
BB, Docker overlay MEEERIAERE 4789/udp ENEIEEE RO, EAY Swarm EHIES T

EEEREEMEN K 2377/tcp. 7946/ tcp F 7946/udpo

A2 A (192.168.0.2)

vethliﬁf

br-n;t (%)

Dock;r 5% (VXLAN #j#)
WIEI%% (172.16.0.0/24)
Dock;r 3% (VXLAN fiREf)
br—n;t (%)

vethlﬁ

Bin lB (192.168.0.3, REBEEM)

I GER Overlay B4

Overlay W& #H Swarm, HEILIRIIARERMAN overlay WL, FTEBMLEZLIES attachable,
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# 4R swarm
docker swarm init

# @I attachable overlay 4§

docker network create --driver overlay \
--attachable \
--subnet 192.168.0.0/24 \
--opt com.docker.network.driver.mtu=1450 \
my-overlay-net

# WIERILRBIE
docker network 1s
docker network inspect my-overlay-net

# 1f Swarm RS overlay M4
docker service create --name web \
--network my-overlay-net \
--replicas 3 \
nginx # MRSIFERAN Nginx RRZA

# BAIMETHAILILEBESEMA attachable overlay R4
docker run -d --name containerl --network my-overlay-net busybox sleep 1d
docker run -d --name container2 --network my-overlay-net busybox sleep 1d

# MiXERRBE
docker exec containerl ping -c 1 container2

Overlay M4 EEEM b

# J@% MTU (Maximum Transmission Unit) BERDH

# VXLAN FFHH 50 FT5, ¥I2 MTU 1500 BIEIGE&ERN 1450

docker network create --driver overlay \
--attachable \
--opt com.docker.network.driver.mtu=1450 \
optimized-overlay

# BA IP MBI (IPAM) BEX

docker network create --driver overlay \
--attachable \
--subnet 10.0.9.0/24 \
--aux-address "my-router=10.0.9.2" \
my-custom-overlay

9.7.2 22 DNS A

Docker NE& DNS fR5328, 1B DNS i 21 BEMNECE,
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DNS &tz

ABENA (dig www.example.com)
%§§§P; /etc/resolv.conf (127.0.0.11:53)
Dock;r AEk DNS ARZ52% (127.0.0.11)

!
FAFBEX DNS BifgEAH| /etc/resolv.conf
ShER lDNs k588 (8.8.8.8 &)
DNS ;rr‘:]m“ - AREF - NA

BioE A28 DNS
1EiE{TEY4ERE DNS:

# B8
docker run -d \
--dns 8.8.8.8 \
--dns 1.1.1.1 \
--dns-search example.com \
nginx # FRRSFERABM Nginx RRZS

# DNS &I

docker run -d \
--dns-option ndots:2 \
--dns-option timeout:1 \
--dns-option attempts:3 \
nginx # MRSIFRRBM Nginx hRZS

# EERLHR DNS BB
docker exec <container_id> cat /etc/resolv.conf

Docker Compose DNS A& :
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services:
web:

image: nginx

dns:
- 8.8.8.8
-1.1.1.1

dns_search:
- example.com
- local

db:
image: postgres
networks:
- backend
hostname: postgres-db

networks:
backend:
driver: bridge

BEA /etc/resolv.conf FWEMEE
search example.com local
nameserver 8.8.8.8

nameserver 1.1.1.1

H* H #H OH

Docker TP HZRFIECE :

{
"dns": ["8.8.8.8", "1.1.1.1"],
"dns-search": ["example.com"]

BENXRS AT
{53 Docker (N7 DNS BIARSS &I :

# QIEBEENWE
docker network create mynet

# 1B1IARS
docker run -d --name web --network mynet nginx # HRSIFEFERM Nginx HRZs
docker run -d --name db --network mynet postgres # WMRSIFIEFEAR PostgreSQL ARZs

# EHMASRPELRSBILI
docker run -it --network mynet busybox sh

E web &8 IP

# ping web # BEAGHBIRE
f@fEl db A 1P

z
# ping db  # EEHfR

Compose RSB ERIEI:
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services:
frontend:
image: nginx
depends_on:
- backend
environment:
BACKEND_URL: http://backend:8080

backend:
image: myapp
depends_on:
- database

database:
image: postgres
environment:
POSTGRES_DB: mydb

# frontend REFAILIEZIAR http://backend:8080
# backend BA2FRILIEEIAIR postgres://database:5432

9.7.3 XEAF

Docker B9 W 48 & T5 & = i1 38 bridge. host. none. overlay #1 DNS ZF &t 5. CNI.
NetworkPolicy. Calico. Cilium XZE#E:ZETF Kubernetes {RHEILZRITERE, [E4:7E Kubernetes
ETHERASEEM,
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FEING

EKENET Docker WEELENSNHE:

B

DNS BcE

LR R

BE X 4%
AeREE
B 1 BR A
=L

--link

FEfEIIR

o FOE DNS: BHEX DNS &

B

BE X MEZHFRAT DNS, "l AR 7
#r

bridge (283A). host. none. overlay.

macvlan

WEER, XIFA883 DNS B EETafRE
E—BEEXMEANRR BRI S RBREBE
-p WENRO: A0 KBRS EFSMB
FEMZRINER, ERRe

BEF, EREEXMEEN

P£EZEAL: Bridge. Host. None ZHRIEEL
% QIEFEERE N MK
BB RRBEEEAR

U C1BREY . Sk OB E

MEIRE: WERESREHRE

EXPOSE 5% 7£ Dockerfile FRFEERRIR O
Compose M4 : Compose FHIMEEE
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7 BIMERNECCHBIN? WIDLIER Issue 5 PRo
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%+Z Docker Buildx

Docker Buildx @—* docker CLI {4, EH# BT docker 88<, Z#F Moby BuildKit f2£HIThEE,
RIET 5 docker build HHEIMAF &L, HIEMT FZHINEE.

Buildx 2 Docker v23.0+ (ZhrZsE2 BuildKit B AZRIANIES|Z8) , HEFFER Docker v28 KA
EhRAS RS 55229 Buildx ThEESZ 35,

FERA
REIZIF S4B Docker Buildx BY{ER, €31E:

e {HM BuildKit #9Ei5&
e {HMA Buildx #iE5E&

o MEZMARSEENITIFH Docker 55

MRS SEMEGIRBINE: NAREENYES, $FEBRIFIER (Provenance, £ BuildKit A
ZRIALA mode=min ANA0) FOEG4HRLEE (SBOM, AIIEM --sbom=true ERXHE) BELHARE
EEMMETH, XL Attestations B EA manifest MiETE $H%%35( (Image Index) L,
[ERETFILIFK, B Docker Engine 29 EEMTEIHREIAZ A containerd image store I
H3F Image Index FEEAMZHFGES], R T EREZHMEMEFE (Classic Store) TEBMA
BT Attestations SRGZRS|IHIREN, XESIRALFF docker buildx imagetools inspect &
FE, EEHIILTENESTEREGABEIAIE Registry AMBEMIRIREINR 2 TTEIE.
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10.1 BuildKit

BuildKit @ T —RRVRGIDEAH, 7 moby/buildkit FFiF.

EE: B Docker23it, BuildKit BRI RMINREMESE, TEFNEH. Docker Engine 29 j#
—& ¥ Containerd BEREMHEIGAERIA, IFS Kubernetes BB 121EM4,

B ai, Docker Hub HhH & B 2 X #F BuildKit, BE{&iE& £ docker-practice/docker-hub-
buildx.

10.1.1 pockerfile %5 Si$MR

BuildKit 3INT ZTUfiIE<S, EEMUMREFNREE. UTFRBFANTAXERESHAE.
A BuildKit f, FATEILAER TEJL MY Dockerfile 35 RANRIR R,
B(EAERAHRY Dockerfile A%, EINFE Dockerfile FFKAMNEZES !

# syntax=docker/dockerfile:1

XREA RV ENRIE AMEINES, FARIRA LUERPIA &MFE.
RUN --mount=type=cache

Brl, JLFFrENREFESSERKMEETA, B4 co FBY go mod. Node.js B npm FF, HIK
MNAR—MREEN, TEIEENMEERMPRIRIE, MUEE, AKRBRRTRENEER

=

=
o

BIEn—1alim 2R EAE npn:
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FROM node:alpine as builder
WORKDIR /app
COPY package.json /app/

RUN npm i --registry=https://registry.npmmirror.com \
&& rm -rf ~/.npm

COPY src /app/src
RUN npm run build
FROM nginx:alpine

COPY --from=builder /app/dist /app/dist

ERZMENE, WENRERREE T BRXHEX dist, BIHAFE—LR, 3 package.json
XHZEET, RUN npm i && rm -rf ~/.npm X—EREBHHIT, EBEZRGE, ERTRENFEE
o

RERRXA R, ##—FBEATA LU — 03I BiBE 1IThEE, TEREMEITE node_modules
XREH EE, EMEEMRGE, X1 node_modules XK BohEEH, KMRHNREFHAES
node_modules XN, XEZRATME ET SRIREKFIHIBTE, KKIEMT REDERE, B
Bt 7 E M T AERTFEIRRE.

BuildKit }eftT RUN - -mount=type=cache ?E%\, A ASEI EihRYigA8,
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# syntax=docker/dockerfile:1
FROM node:alpine as builder
WORKDIR /app
COPY package.json /app/
RUN --mount=type=cache, target=/app/node_modules, id=my_app_npm_module, sharing=1locked \
--mount=type=cache, target=/root/.npm, id=npm_cache \
npm i --registry=https://registry.npmmirror.com
COPY src /app/src
RUN --mount=type=cache, target=/app/node_modules, id=my_app_npm_module, sharing=locked |
## --mount=type=cache, target=/app/dist,id=my_app_dist, sharing=locked \
npm run build
FROM nginx:alpine
## COPY --from=builder /app/dist /app/dist

## NTEEVAINIE from # source 3%, XEfFA RUN ES

RUN --mount=type=cache, target=/tmp/dist, from=builder, source=/app/dist \
# --mount=type=cache, target=/tmp/dist, from=my_app_dist, sharing=1locked \

mkdir -p /app/dist && cp -r /tmp/dist/* /app/dist

F— 1 RUN IBSHITIS, id I my_app_npm_module BIEBFXHFIEE E|T /app/node_modules X
KR, ZRPITHAEFEZIHEIERRES.

F 1 RUN IESHITIIEZEAE) node_modules X, node_modules ELIEE,, <RI LIER
1T

F=T RN FERR E—MEFENXHERIZHEEMNE, from FERAREFNRIER, X2E builder TR
EEFRFTHEMNE—MEL, source I8PAREFRIRMIX M4,

M8 pockerfile A - -mount=type=cache, ... PIESIEARIT:
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Option Description

id id IEBE—MFE, UBXD%EF.
target (WAIEIN) EEFIEH B H R,
ro,readonly Rk, BENXMLXFERS N

A shared private locked {EBEJ{HIER,
sharing IRB H—MEFRZRERNRIL,
T Buildkit STFFFHITHIE, SS NP ERER
Bl —EFZR (F— id) S&4E MR, shared "R
ZANTEELEMNEE, private R-HZNT
BRERR—&EEN, SN PRERATFRE
7, locked RRY— M SEEREHELS,
BE—1 DB se R E R 2R T

sharing

from REXRR (WEMER), MESNAZEXHE,

source ;E;EE"JY#F;EE%'T%O

RUN --mount=type=bind
ZHELHURE—MREE (Bl L—WEME) X EHEEEMLE,

# syntax=docker/dockerfile:1
RUN --mount=type=bind, from=php:alpine, source=/usr/local/bin/docker-php-entrypoint, target=/docker-php

-entrypoint \
cat /docker-php-entrypoint

RUN --mount=type=tmpfs
ZIEL B LIE—1 tmpfs XIFRFIEHIIEELE,

# syntax=docker/dockerfile:1

RUN --mount=type=tmpfs, target=/temp \
mount | grep /temp
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RUN --mount=type=secret
BIEL A LR — XX (FIINER) EHEHEE U E,.

# syntax=docker/dockerfile:1

RUN --mount=type=secret,id=aws, target=/root/.aws/credentials \
test -s /root/.aws/credentials && echo "credentials mounted"

$ docker build -t test --secret id=aws,src=$HOME/.aws/credentials .

RUN --mount=type=ssh
ZHE A AR ssh &R,

# syntax=docker/dockerfile:1
FROM alpine
RUN apk add --no-cache openssh-client

RUN mkdir -p -m 0700 ~/.ssh && ssh-keyscan gitlab.com >> ~/.ssh/known_hosts
RUN --mount=type=ssh ssh git@gitlab.com | tee /hello

$ eval $(ssh-agent)

$ ssh-add ~/.ssh/id_rsa

(Input your passphrase here)

$ docker build -t test --ssh default=$SSH_AUTH_SOCK .

10.1.2 {§F docker compose build 5 BuildKit
Docker Compose EI##32#F BuildKit, X{FEZRENANMEENE M.

B Docker 23 £, Buildkit EBRRINB B, EFNIIERE. WRFEFBEBHRZEZT, TKE

DOCKER_BUILDKIT=1 BT EEH,

10.1.3 BEAXH

e https://github.com/moby/buildkit/blob/master/frontend/dockerfile/docs/experimental.

md
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10.2 {EH buildx K&

10.2.1 6/
Buildx IERIEEEM, LAZEIER TRl LI docker build #5 %,
{RE] LA E3Z(E A docker buildx build FpS R,

$ docker buildx build .
[+] Building 8.4s (23/32)
== ...

Buildx {2/ BuildKit 3|Z# 172, FIFZHBIINEE, BiAS%E Buildkit —T5,

FEIEMNZE, BA docker driver SIEWEBLERME R A E SR FE; FF docker-container.
remote. cloud 2 builder B, WK$ETE --load. --push B --output, EREE R RBEWESE
=4,

R E

Buildx 0.15 225 1EKNE . ENMESERIACE Dockerfile 5HESE; MRIBHMKLEMAR
1IEA932, BILUERA - -check:

$ docker buildx build --check

XEGE1FA CIIRENE: HEMZFNRNESEIANTIILWERK, B --check KM= LL

ESRSEL ; FEEIREZIRANEIRIY, A7 Dockerfile TMEPEZE # check=error=trueo

{EF bake

docker buildx bake B—TEHKIWEM<L, ZHFM HCL. JSON B Compose XHFHRENXHER
15, SEMMERAVTIKEIDE,

## M Compose NXHHEFFIEIRS
$ docker buildx bake
## (VEIEE B

$ docker buildx bake web
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4 p% SBOM

Buildx Z#F1E MR HiZE4 L SBOM (Software Bill of Materials), XM FHREHNELEEXE
Z,

$ docker buildx build --sbom=true -t myimage .

ZHS2EWREERPES SPDX 5 CycloneDX =AY SBOM #4iE,

) EESEAKER: E(F SBOM (SHTE attestation 7ToEUE) BIIMIEHBI N, MEKBENZHER
RXBRIEEK: BIAR classic image store Rz #F manifest list/index X#7E1X attestation BY
ZE51,

MRIEREBIT LRSS, MAEZER “FLRIIAT, EXRMFEPERE SBOM” HIF
=&,
IFRBRRREREE ISR
1. #EXFTIRERE: M docker buildx build --sbom=true --push -t myimage:tag BY,
SBOM R IEHRRFEIZHEE, ik OCI RBENRE CERBTEFEX L TEHIE.

2. }|BF containerd image store: 7 Docker SFiF## 2 /S A containerd image store 4%
(Docker 29+, #i&EI7HRENIABF, Docker Desktop EFHERZEEER), vlUATERM
EEMEE SBOM ZF attestation 7TEIE

10.2.2 EAXHY

e Docker buildx #5$ 1Y
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10.3 £F buildx B ZSMARFARISIFH

Docker &

Docker SRIGRI LAZIF LT AR SLM, XEBEBKEIRTILTE x86_64. arme4 FARFEZRHINEE LETTH
— PG, X —NEA “manifest list” (A “fat manifest”) BISCHREZINAY,

10.3.1 Manifest List 247

NTIEREZRMEBRGENERE, HINFELT HE Manifest List IR,

Manifest list @—1MEE T 2 MERARREZRMWIHREZRL manifest BIX . HRAIEN— 1M Z1FZ5EHMHY
$RfRAY, Docker =B hRIBIR LI RFAZRMIERFH RIS N ATER &

a0, EFRY hello-world SRIEMZIFL MM, fRATLAGER docker manifest inspect B8 KE
EE M manifest list:

$ docker manifest inspect hello-world

{
"schemaversion": 2,
"mediaType": "application/vnd.docker.distribution.manifest.list.v2+json",
"manifests": [
{
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"size": 525,
"digest": "sha256:80852a401a974d9e923719a948cc5335a0a4435be8778b475844a7153a2382e5",
"platform": {
"architecture": "amd64",
"os": "1linux"
}
3
{
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"size": 525,
"digest": "sha256:3adea81344bel1724b383d501736c3852939h33b3903d02474373700b25e5d6e3",
"platform": {
"architecture": "arm",
"os": "linux",
"variant": "v5"
}
i
// ... more architectures
]
}
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10.3.2 {85/ docker buildx iR ZER¥I5RE

docker buildx RWEZEMBFEMNRELKTIR, ERKTRENERN, RET BURSRN
BIRRIEETTo

7£ Docker 19.03+ hrZ&H1, docker buildx EHFNATFHEZEMBEGNITE, ©FH BuildKit
BRI, AIARKEHEEDTTE (Docker 23+ ERIAE A BuildKit) o

$13 builder 326

B, MMRESE—IIHE builder 2, ANEXFRNAZMTEWE,

$ docker buildx create --name mybuilder --use
$ docker buildx inspect --bootstrap

FEMHEE

6 docker buildx build SRS HIERE --platform Bk, TILURNMESZIHFSMHENNGEG. --
push SHSBHEIFIIESRF manifest list #E1XZE) Docker B,

## Dockerfile
FROM --platform=$TARGETPLATFORM alpine
RUN uname -a > /os.txt

CMD cat /os.txt

$ docker buildx build --platform linux/amd64, linux/armé4, linux/arm/v7 -t your-username/multi-arch-im
age . --push

METRRE, R AEREZRMBIH 28 EHIENFFIETT your -username/multi-arch-image XM B
To

REXHHESHK
£ pockerfile 1, fRAILAER—LEE XAIMESLHCRRIEBIR T & EHEIE:
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® TARGETPLATFORM: HEZIRBGAIBIRF S, U0 1inux/amd64,
e TARGETOS: BIRFERNRIERS, H40 linuxo

® TARGETARCH: BIFRFERIZEM, B30 amde4o

® TARGETVARIANT: BIRTFEMZEM, i v7.

® BUILDPLATFORM: MEIFIEHITFEE,

e BUILDOS: MEIFFAVRIERS.

® BUILDARCH: MJEEIFIRAIZEHT,

e BUILDVARIANT: MEIFIZRITF,

g0, REILUXEELRE Dockerfile SR DUASE ZRMIR I 4

FROM scratch

ARG TARGETOS
ARG TARGETARCH

COPY bin/dist-${TARGETOS}-${TARGETARCH} /dist

ENTRYPOINT ["/dist"]

10.3.3 5 docker manifest: KB LR
BRT docker buildx, F{THAILAEEIR(E Manifest List RFEh4H & RREIZEMHIEEE,

docker manifest @— NEKENGS, AILUEAFRGIE. KEFHIX manifest liste FFA docker
buildx EARZEIBE N TEHE, BT docker manifest IABEBITIBMEE T (ERIE,

81 manifest list

## BT, RS TRMEEHIXER

$ docker buildx build --platform linux/amd64 -t your-username/my-app:amd6é4 . --push
$ docker buildx build --platform linux/armé4 -t your-username/my-app:armé4 . --push

## RE, BIBE— manifest list, BElIHEHE—IL

$ docker manifest create your-username/my-app:latest \
--amend your-username/my-app:amd64 \
--amend your-username/my-app:armé4

## Bg, #IX manifest list

$ docker manifest push your-username/my-app:latest
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& manifest list

fRATLAfEFE docker manifest inspect 3REFH— manifest list BVIFAES, 0L
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REING

Docker Buildx 2 Docker WERZLWER#HN, RIETEN. KeBEBFIZTARIRGHREET,

= BEx

BuildKit T—HHE512, Docker 23+ EIABH

FEEY RUN --mount=type=cache fERIKHHREE

Secret ## RUN --mount=type=secret XL 3% H

buildx build B docker build, ZIFEZITEINEE

—— - -check BJEEFHUTHEZNER FHRE
Dockerfile 5191251

Eg LA --platformn SH—EIR SMEMRE

Manifest List ZIRMIRGRIRS XX

SBOM B - -sbom=true ERREYIFLE R

SEMR IR

e Dockerfile $#5$1%fi#: Dockerfile 4R 5 Hhtl
o ZMESHNEE: MILBHRATD
e Dockerfile R{ELE: K5 =% Dockerfile

7 RPFERECOHEI? WIDIER [ssue 5 PR.
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% ~+—2= Docker Compose

Docker Compose & Docker B 7 4w#E (Orchestration) B z—, SARRRMEES BN H.

) EEIRT: Compose V1 BELEZHF

EHETF Python &85 B8 Compose V1 (85 <77 docker-compose) BF 2023 FRERFLER
. eemALNETF Go E B Compose V2, A Docker CLI 9B F i (X
docker compose, FRIEJATHE), AFRIEE BERESTIILU V2 NZOARERTTIHE,

Docker Compose R4 RIEE?

%3] Compose Zai, EEBBFENEENE, RIRMFRETALX— MRS NA—AaiRK. &
i BIEE=TIRSS. WMRIRA Docker BB HANEITEN], RIBEIXLER:

1. BRlfiFF: FRABHIEE, BRER, REEAW

2. MBERE:. =1 ARTERRILBEE

3. 5HEH StANFEERFNETEN

4. HRTE: BPRSNEEFTEZMNRE

fEF docker run ZENBoIMIE, BTEICHE 3 XEZMd<, M Docker Compose NZL\H{EFLE
A—" YAML XREXEINMNA, AE—% < docker compose up BHIFiBRS . X2
Compose # 72X ANRRE——ERAME & 7 At A LSS 2614,

N ZZF Compose? EfalfEMA Docker #TAMAARIIAN, UNRFEIRIRIPE Z A3 HBIIHPRA.

REIENE compose I B BRI ZEEMFER,
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iy

11.1

compose W1 H & Docker EAMFIEIE, ATt Docker BesfVIREHH. MINEELE, IR
openstack Y Heat 5331

R

HAE#ITE docker/compose BFE EFFE,

Compose EfIZ “TEXFMIEZITZ D Docker B2ERIMN A (Defining and running multi-container
Docker applications)”, Hai&fFIEHE Fig.

B E—EDPINE, FITMEFER—1 pockerfile IR, AILILAFRAEHENX —1 8
MNAAER. A, TEHELIES, SECHMEFTES N SSEERSRITHETESHIE R,
FINESLH— Web IE, FRT Web fRSBSFHEE, FTEEFEBN LEHRNEBIEERS S,
BEEXSFEMHYIE R SRS

Compose [RIFHE 7T XHEFNFEKR, EATFAFP BT — 1R compose.yanl (AERINZR BRI
docker -compose.yml) R4 (YAML #&10) R E X —HEXENN AR A— 1 E (project).

11.1.1 #5R

Docker Compose it AP REBUERASANEXNERSRENAE, ENZRONEET: A—1
YAML XHERR—E B F R docker run 889, RISERNANRBE. FLEMERTE AL,

MFFAEEPAME, Compose fRRT = NXERE: ME—HME (“EIHV2B LEER” WE&) . iR
SHRPERE (MEHRBEENBZaIEE) .. MEALZ-MRA-£FNEEEREE (B
compose.override.yaml SSIR ZIFIRIEED) o

11.1.2 BIRSCHEFIE

Compose BERX 4R YAMLE, ¥ EBERN .yml H .yanlo

7AE: Compose Specification BITRE version FEXBFRERS, HAIEMRIEH obsolete,
X RN ERERZT R,

Docker Compose ERINEA compose.yaml, WERR compose.yml, docker-compose.yaml. docker -
compose.yml FX 4 &,

Compose hERNEENS:
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o RS (service): — I AMBES, EPr a8 EETFEITHREERGHNEZE LG,
o INH (project): HA—AXBBINABESAMN— TR FZEIT, 7 Compose XHFTE N,

compose HRRINEEMREWE, BEFa<HMEPHN—AR RS TEREMESAREE,
compose I H FHAH Python 485, #£/9 Docker Compose V1,

IM7ER Docker Compose V2 @—1 Go IBEHE M Docker CLI &M (HATREASEEHE v5.X &
5, LS 5S|H Compose XN hRAS)EE) o Docker Desktop 2RIANEEE; 7E Linux £, WA
LB EEARIIR CLI G REGEZET docker compose i EH, BIRMHET FIRAIMREFEIF
HIEE AR A5G0,

DEFRIREM TS 45 Docker API, FABILATEE EFIA compose FHITRAFEIE,
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11.2 ZE5HFH

compose & Docker EAFRIFIEIE, $H15aLINFt Docker BRasE BV IRIR SR HE,

L7189 Compose LA docker compose FanSHIF i fft. Docker Desktop 7 macOS. Windows

M Linux ERABEE; MNRIRELZTE Linux EBEIRLET Docker Engine 1 Docker CLI, 8] LA
BR%E Compose CLI &4,

11.2.1 Linux

£ Linux £, {RAJLLEE Docker B A ATl %% Compose CLI #&fF, B _#HHIXHREFER
$DOCKER_CONFIG/cli-plugins/docker-compose, FIEFHITIXPEENA],

$ DOCKER_CONFIG=${DOCKER_CONFIG:-$HOME/.docker}

$ mkdir -p $DOCKER_CONFIG/cli-plugins

$ curl -SL https://github.com/docker/compose/releases/latest/download/docker-compose-1linux-x86_64 -0
$DOCKER_CONFIG/cli-plugins/docker -compose

$ chmod +x $DOCKER_CONFIG/cli-plugins/docker-compose

11.2.2 M &

$ docker compose version
Docker Compose version v5.X.X

11.2.3 H1%;
MBS AR, MR SIS,

$ rm $DOCKER_CONFIG/cli-plugins/docker-compose
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11.3 59

T EEIT— N EEH Web NABZEBI, 7148 Docker Compose FYEAHEEFNE FiR1E,

11.3.1 RiB
BRNTAILINARE,
o RS (service): — I ARES, EfFLEALUETTZMERIEGHISEA,

o INH (project): H—AAXBHNEBRHMN— B EE T,

AR, — MBI UBEZ MRS (Bes) XEEMAL, compose EMIIEHITEIE,

11.3.2 &G

TEOIE— N web Fl redis ARMEEREIRE.
REFIEHD

SRS, HEZERPRTE app. py I

from flask import Flask
from redis import Redis

app = Flask(__name__)
redis = Redis(host='redis', port=6379)

@app.route('/")
def hello():
count = redis.incr('hits"')
return 'Hello World! ZIBIEBE#IiAR {} Ko \n'.format(count)

if __name__ == "__main__":

app.run(host="0.0.0.0", debug=True)

Dockerfile

‘BE Dockerfile X, NB N

FROM python:3.12-alpine
COPY . /code

WORKDIR /code

RUN pip install redis flask
CMD ["python", "app.py"]
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compose.yaml

Y85 compose.yaml XfF, XE Compose #HEFEAMNERR MY (B3R A docker-compose.yml F[f
EXHEE),

services:
web:
build: .
ports:
- "5000:5000"

redis:
image: "redis:alpine"

11.3.3 BEI5KIE
BRImAE
$ docker compose up
B i5iR A3t seee mE, ERRBIFHDIE, ITEESM 1o
¥F ctri-c 2LEME,
E&eiEiT5EL

$ docker compose up -d
$ docker compose stop

E50E

$ docker compose logs -f

HNRRSS

$ docker compose exec redis sh
/data # redis-cli
127.0.0.1:6379> get hits

llgll
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11.3.4 EA%HS
mRSER

$ docker compose build
$ docker compose start

S—/— ~, A
BT MER<S
$ docker compose run web python app.py

WS HEE

$ docker compose config
$ docker compose down

¢ docker compose down RRIARMPFERMMLE, B RBHKIES. NEREIBIREIES, EFE

L

H docker compose down -vo
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11.4 e5<15EA

Docker Compose et 7 FEMNHLREEMBEMNAS, ATIFANBXLEHSHERRAME
JZpriAnis
IR AR <. RiERE
FEFESIREGTH, LRMMERATREE, XETUEMIRERNIEFTENGS !
BEESELL:
® docker compose up: F—RBHIE, HEGRK. SIRESE
e docker compose start: BEHEEILNAR (HEBEHE)
e docker compose stop: FEMIZIEAEE (RHIPRE2R)
e docker compose down: TE&EIE, MIFBRIINE (FAIRER)
BHASEE:
e docker compose ps: EEINEPHNBIFRE
® docker compose logs: BERBRAE HERENE—F)
e docker compose exec: FHANIEEBITHARAITHS
MESEN:
e docker compose build: EFHHIEHEE (1&2X Dockerfile /5)
e docker compose pull: EHFIERGEEIRMRE

ECELOIIE:

e docker compose config: IWIF docker-compose.yml & EEEH
pose.y

11.4.1 SR REMI

XtF Compose Kijt, AEDBLHINREEAIUBIMEAS, WAILIEENTEFRRSHE TS,
MRLBEFIRIREA, STHRKERIE, XEREHNEFFAEHNRSHSRE LR,

11T docker compose [COMMAND] --help 3% docker compose help [COMMAND] RIIAEEBBRMAEA
anTHIERME
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docker compose Ti ¥ HIEARBIERAEINE

docker compose [-f=<arg>...] [options] [COMMAND] [ARGS...]

11.4.2 fp<$i%ER
o _f, --file FILE I5EEAM Compose IR X . FRIAZBaNIRF compose.yaml (BFHE
docker-compose.yml %), HBERLUZRIEE,
® -p, --project-name NAME FEEINE B, BAIANSERFIEERBFMEATIE B,

--verbose M EZIARXEE. (BEFH: 7 Docker Compose V2 &, JEXH docker --1log-

level debug compose ... IKEIFIELE COMPOSE_DEBUG=1,)

e v, --version FTENRRZASFHIBH,

11.4.3 sy fEMAMEA

build
&0 docker compose build [options] [SERVICE...]Jo
W (EFWE) HEFRRS B 88,

REZARX—EWER, B=FLE—NMrieR, B0 F web B HF—1 db 28, AIEER
web_db,

B] LAY TED B B R FIS1T docker compose build SREHIFERS
IR ELAE
e --force-rm MIFFHEIIZPHIGITE 2Ro
® --no-cache HWEHFEIEFARER cache (XIFMEKEELIZ),
o - -pullIBAREIHET pull RIREXEFThRAHI55E

config

I8 Compose XX REIER, EERNEREE, ERTERETREIRERER.

s SR EFLE up SLFREINARE, HIBMRMLE
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images

5t Compose X#HHEEHNE R,

kill

&9 docker compose kill [options] [SERVICE...]o

Bt &5X s16KILL {55 REFIE LIRS AR,

ZHEHBEY -s BECRIEERZNES, MBI TIESRIE sIGINT 5,

$ docker compose kill -s SIGINT

logs
#%Z0 9 docker compose logs [options] [SERVICE...]Jo

EERS A ENEL. BRIANBRT, docker compose FX AEIARSZ WHERAREGEREKX
o BILUEBIY - -no-color KXFENE,

Zan L TEIRIR RN EHE+ 2B B

pause

#&Z0 9 docker compose pause [SERVICE...]o
HiE— M RZ A28

port

F&TUJ9 docker compose port [options] SERVICE PRIVATE_PORTo
TENEA B2 im O FTIRS I At O,

PRI
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® - _protocol=proto }EFEIHAMIN, tcp (BRIAE) FE udp.
e --index=index NIRA—RSZFEZ 1B, BEBTHREBBNES (BIAH 1),
ps
&I docker compose ps [options] [SERVICE...Jo
FILmE F B aifFrE SR,
PRI
o -qRITENEZBHID EE,
pull
F&TUJ9 docker compose pull [options] [SERVICE...Jo
HIENAR SRR R R0
i i
e -_ignore-pull-failures ZBRHEVEGTIZHRITEIR,
push
HIXARS KBRS Z] Docker SRR B,
restart
T docker compose restart [options] [SERVICE...Jo
ERIEFMARS.
prin L
e _t, --timeout TIMEOUT {5TEEBRIELLEA2S8ERT (FAIA 10 #),
rm
F&TX 9 docker compose rm [options] [SERVICE...Jo
HIBRERE (FLLIREH) BRSE 28, HETFSTINIT docker compose stop B RIFLER 2R,

17510
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e -f, --force SBHEEMIR, BFEFFELRSHNER. —RREFERERIZET,
o -vFFREBAIEHNEIES.

run

& X 9 docker compose run [options] [-p PORT...] [-e KEY=VAL...] SERVICE [COMMAND]

[ARGS. . .o
EEERS EHIT—1TH2,
a0

$ docker compose run ubuntu ping docker.com

RK&Ba—1 ubuntu BRS5 A28, HHA1T ping docker.com B8

BRIMBERT, RFEXK, WABXBKNRSKEEREE, RIEXLERSELTIETH.
ZEa KB BREETIRENGS, HXE. EEFFHRSRBREERMEIE,

M ARER:

o BEMTREBZRENBMEBITNT;
o F=BnitlEimO, LUkGHR

MRAFELEBDEEIRERIERE, AJLUGER --no-deps I, B4

$ docker compose run --no-deps web python manage.py shell

BA=B5h web BEFIKEXHNEE R,

PRI
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-d R EEBITAS.

® --name NAME NBIEE—TEFo

e -_entrypoint cMD BERINNBZBBNES,

* -e KEY=VAL REIMRTLEE, AIZREARIRIGESMIFEES,
® -u, --user=""iEEBITABHIAFBREE vido

--no-deps FEIRNXEXMIARS A28

o —-rmiETTRRREEIMREE, d EX TR,

e -p, --publish=[] BRETAERIHORIZAHt ],

e --service-ports BCERSS IO FIRET R At 4o

o -TARNDEMN tty, BERERKRM tty ISR TEIEIT

scale
TE3A1 Compose CLI Fh, EREZYT BB S5 AEIET docker compose up --scale Seffo

fBugn:

$ docker compose up -d --scale web=3 --scale dbh=2

R /25h 3 NEERIETT web ARSS, 2 NAERIETT db ARSS.

R BL|RFIES S NOR{IEI8EHIT docker compose scale, BERNBHEN A LE]
Compose HBATRERIATT T,

—RBY, SEERESZTZRSHRMKIRETER, FMEIBAHBMES;, kRZ, HFELEHR.

= RS ECIETN .

e -dFERBHM.

® -_scale SERVICE=NUM IEEIRSZ L ffI¥=E, rIEEFH,

start
&I/ docker compose start [SERVICE...]o

BEBEEEFENRS B

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

stop

%I 0 docker compose stop [options] [SERVICE...]o

FLEELATFIEITIRENAEE, BARRIBRE, 18id docker compose start RIABRBoIXLER 2R
R0

e _t, --timeout TIMEOUT {ZLERZZENREAVEERY (EAIAS 10 #0),

unpause
&9 docker compose unpause [SERVICE...]o

e R TFEHEREFBARS.

up

&I/ docker compose up [options] [SERVICE...]Jo

ZELTHEA, ERRHEMTHNEENRERS, (EF) QIZIRS, BoiiksS, FXREXERSHEX
BR—RTIEF

HHENRSEE W BEEE, BRIFEELTFBEITRS.
BB, ARSI E] UEEET < REBH— TR,

FINES, docker compose up BN BRREEI S, THEBENITERMEREZNEHER,
B IR A E#H1TIAIH,

L@ ctri-c (BLEARDE, FIERSRREL.

NREA docker compose up -d, HRERESRBMHHEITAAENSARE. —REEFEEFHETERZ

prin i

FNBEN, WRIRSBBERELTETE, docker compose up HEEIXFIEREE, REEMEIE ((RIFE
F volumes-from EHME), URIEH/EIIARS LA Compose X EHNHEHAS. MIRAFRAEE
B EIEHEFOE, FTLIEEH docker compose up --no-recreate, X R=BEmhF(=1E
KENB2E, MBEELKIETHRS. RAFRRBEWHIBBE MRS, FLUER docker compose
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up --no-deps -d <SERVICE_NAME> REFEIEBIRSZHESELILIBIRS, BolFiks, HA=EmE]
HETRHHIARSS o

T .
o -JdEERIETTIRSE .
® --no-color MEREIBRKX D REIMARSSAVITH St
® --no-deps NBEIARSFAEEIZN S 280
e --force-recreate SRHIEHEIEEE, TEES --no-recreate FRIFEMA,
® --no-recreate IRBB[BELXZHFE T, WAEMBCIE, THES --force-recreate A EM,
® --no-build FENFERKIIRSFH S,
e _t, --timeout TIMEOUT {ZLER2EEHEAVEERY (ERIAFT 10 #0),

version

#%Z09 docker compose versiono

FTENRRAE B

watch

#%&Z0 9 docker compose watch [options] [SERVICE...]Jo

BRAALAER, BoiBMERERBHEXGAETHNRBIFRS. XFEEHMEHE compose. yaml (5%
docker -compose.yml), BFENXT x-develop 2% develop ACE o

fBugn:

services:
web:
build: .
develop:
watch:

- action: sync
path: ./web
target: /src/web
ignore:

- node_modules/

- action: rebuild
path: package.json

PRI
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* --no-up FEENBEEIARSS,

e --quiet EREAIET,
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11.5 Compose &R 4

RIRX 2 ERA compose Bz, W REIFIELSKXBFWILRZ, BEARTAEL, XEEAND
1EER docker run RSB E XEBE R,

AR SLE B R compose . yaml (tBFEZA docker -compose.yml HEHAEXHR), & YAML,

services:
webapp:
image: examples/web
ports:
- "80:80"
volumes:
- "/data"

AR TRSELIET inage FELIEEIRIRE build $5< (FE Dockerfile) FR B o2 EplSR

WR{ER build 8%, 7E Dockerfile IR EHIIEIN (fI40: cMD. EXPOSE. VOLUME. ENV F) F=H
SHHFREY, TFETE Compose XFHFEEILE,

TEDFNTEBZSMELHAZX.
11.5.1 build

$EXE pockerfile FRTENXHFFRHIERIE (AT LB IR, HEMEX Compose XHHIERTR)o Ccompose
BHBEEmEaEX N RE, AREAXTRER.

services:
webapp:
build: ./dir

R AT LA context 8487 Dockerfile FRTEN 4 FBIERIR,
f£F3 dockerfile $§L 8 Dockerfile X,

fEF arg IEIEEMRRENNEE,

services:
webapp:
build:
context: ./dir
dockerfile: Dockerfile-alternate
args:
buildno: 1
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£/ cache_from IEEMRREHNERF

build:
context: .
cache_from:
- alpine:latest
- corp/web_app:3.14

11.5.2 cap_add, cap_drop
EE B 22A%AEES] (capacity) S EC.
Bian, LRI EFRBRENTILIEERN:

cap_add:
- ALL

%15 NET_ADMIN BEHEILUIFEE R :

cap_drop:
- NET_ADMIN

11.5.3 command
BEARBIRERIMNITHG S,

command: echo "hello world"

11.5.4 configs

configs 3R E Compose Specification, B Swarm FEREEIR; 45 docker compose I
TEB U HEHNA ST, BEEENEURT Compose A 5iE1TES,

11.5.5 cgroup_parent

EEX cgroup H, BHERERUFIZEBIZIRIRE

g, eiERT — cgroup LHRFRA cgroups_1,

cgroup_parent: cgroups_1
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11.5.6 container_name
IEERRAM. RINBEER BERMT_BRSEH_FS XEFHER.

container_name: docker-web-container

AR BEABREME, RS EEITY R (scale), EJ Docker RAFZMREEBFHEE
BY R FRo

11.5.7 deploy

deploy FAFHEARBIAE. BRI, ZDREMBHSFBESH. ZFEE Swarm FZIFHR7E,; X
# docker compose up I7E FBEREHIFEEN.

11.5.8 devices
FEEIEFMST X R,

devices:
- "/dev/ttyUSB1:/dev/ttyUsBo"

11.5.9 depends_on

FRRBBAVERIL. BoikENEE. UTFIFHRERBEE redis db BB web

services:
web:
build: .
depends_on:
- db
- redis

redis:
image: redis

db:
image: postgres

AR EREERRR, web REAFAZEFR redisdb “BEBE ZEARBH.

NRBEFFRIIRSME, LA condition FERALE healthcheck:
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services:
web:
build:
depends_on:
db:
condition: service_healthy
redis:
condition: service_healthy

redis:
image: redis
healthcheck:
test: ["CMD", "redis-cli", "ping"]
interval: 5s
timeout: 3s
retries: 5
db:
image: postgres
healthcheck:
test: ["CMD-SHELL", "pg_isready -U postgres"]
interval: 5s

timeout: 3s
retries: 5

condition EFF="ME:

e service_started: BesBaIELHERE (BA)o
e service_healthy: 28 healthcheck IR healthy B Eo

® service_completed_successfully: BasfINiBH (GRHZH0) BIHEE, ERTHVHRHKES
e/

11.5.10 dns

BEX Dns fRS585. AILLUE—ME, WAIME—17%,

dns: 8.8.8.8

dns:
- 8.8.8.8
- 114.114.114.114

11.5.11 dns_search

FCE ons RN, AILUR—NME, BAIE—TYI%.
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dns_search: example.com

dns_search:
- domainl.example.com
- domain2.example.com

11.5.12 tmpfs

EH— tmpfs X RS EIRER

tmpfs: /run
tmpfs:

- /run

- /tmp

11.5.13 env_file

MXHRIREIFREE, B SRR ERIZ ST R

YNEREIT docker compose -f FILE FILRISERE Compose 1EHRXHF, M env file FLEMRER
BEFEIR AR

NRBLERNS environment F5LHR, MIRRMBRGI, LUeENE,

env_file: .env

env_file:
- ./common.env
- ./apps/web.env
- /opt/secrets.env

MR EXHRE—ITHATERIU, 5 #» FFRIERT

## common.env: Set development environment

PROG_ENV=development

11.5.14 environment

REWET S, (Re]UERBANFERMET

REERFHNEE S BEIIRENETT Compose A EXMWEERIE, AILUARMGLIEMESSEIK
1o
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environment:
RACK_ENV: development
SESSION_SECRET:

environment:
- RACK_ENV=development
- SESSION_SECRET

MRTERFHEETRAE true|false, yes|no FRAMREXMIEAL, RIFHEIZISE, #R

YAML Bapf#irRER T AR NBIHRIEN . XERERL, 2

y|Y|yes|Yes|YES|n|N|no|No|NO|true|True|TRUE|false|False|FALSE|on|On|ON|off|Off|OFF

11.5.15 expose
FERKO, BFRMFRNEIEN, RFEEENRS A
XA LIS E R ER RO S

expose:
- "3000"
- n 8000"

11.5.16 external links

AR TRWERZIER.

PE1%El Compose XHHMBRIA RS, EZEFHIE compose BIEMIMNIBA 2R,

external_links:
- redis_1
- project_db_1:mysql
- project_db_1:postgresql

11.5.17 extra_hosts

£{MU Docker FIEY - -add-host £, IEEFIMY host ZFRBRFE R0

extra_hosts:
- "googledns:8.8.8.8"
- "dockerhub:52.1.157.61"

STERMENARSZ B2 H /etc/hosts XEFRMMTRFFRE.
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8.8.8.8 googledns

52.1.157.61 dockerhub

11.5.18 healthcheck

I INEREE

healthcheck:

BRRE1T.

test: ["CMD", "curl", "-f", "http://localhost"]

interval: 1m30s
timeout: 10s
retries: 3

11.5.19 image

HEENREBENIIREK ID. MRBEELRMAIFE, compose Fx

image: ubuntu

image: orchardup/postgresql

image: a4bc65fd

11.5.20 labels

A MR,

FB RN Docker JTTHHE (metadata) 58, MR LIARZERINHENRRBES

labels:

com.startupteam.description: "webapp for a startup team"

com.startupteam.department: "devops department"
com.startupteam.release: "rc3 for vi.0"

11.5.21 links

AR THEFEERZIES. BesZiBNBd Docker M4 (networks) i#

11.5.22 logging
EEEE"—;\ Iﬁo

logging:
driver: syslog
options:
syslog-address:

"tcp://192.168.0.42:123"
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BRI =M BEEEREL,

driver: "json-file"
driver: "syslog"
driver: "none"

options BCE HEWRERIEXS .

options:
max-size: "200k"
max-file: "10"

11.5.23 network_mode

HEMBIER. A docker run BY - -network S —1¥E,

network_mode: "bridge"

network_mode: "host"

network_mode: "none"

network_mode: "service:[service name]"
network_mode: "container:[container name/id]"

11.5.24 networks
Ao B B EEAIMLE,

services:
some-service:
networks:
- some-network
- other-network
networks:

some-network:
other-network:

11.5.25 pid

RENAGHEHABR SR TE, THETNERZE, URBRNEENRGZE A LUETHE
ID SRABE 1312 E.

pid: "host"
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11.5.26 ports

KEROES.

FRBEEmO: Besin (HOST:CONTAINER) 18T, WENIEE RN IRO (18 ERF=MEIIEFIR
) &R Lo

ports:
- "3000"
- "8000:8000"
- "49100:22"
- "127.0.0.1:8001:8001"

A H1@EMH HOST: CONTAINER 1ETURARS T im LAY, YIRIFERRI B &8 C/hVF 60 H HRHME5S
B, GJEEREREIRER, FN vanL & EHRHT xx:yy XTI FEICH 60 #Hil, F9885% H Xt
JaJER, FEINEFHRERAS| S EIEEHRIFITHEL,

11.5.27 secrets
TFRESUREE, 130 mysql BRSZ RS,

services:
mysql:
image: mysql
environment:
MYSQL_ROOT_PASSWORD_FILE: /run/secrets/db_root_password
secrets:
- db_root_password
- my_other_secret

secrets:
db_root_password:
file: ./db_root_password.txt
my_other_secret:
external: true

11.5.28 security_opt

HEERBRIRITE (label) HIFINEINBHE (AP B, X£E. £53F). HINEERZRIARZM
AR,

security_opt:
- label:user:USER
- label:role:ROLE
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11.5.29 stop_signal
REBF—MESKELEE. ERIABRTEANZ SIGTERM (FLLAR.

stop_signal: SIGUSR1

11.5.30 sysctls
FLERRBAZEH,

sysctls:
net.core.somaxconn: 1024
net.ipv4.tcp_syncookies: 0

sysctls:

- net.core.somaxconn=1024
- net.ipv4.tcp_syncookies=0

11.5.31 ulimits
FEEALEM ulimits FRFIE,

BN, EERAHIZEN 65535, EEXMHAIRE 20000 (RPREI, NZAPTLAREERH &R, Faeidid
FEPREY) A0 40000 (RAHEMRS], HEE root HFIRS)o
ulimits:
nproc: 65535
nofile:

soft: 20000
hard: 40000

11.5.32 volumes

BIEEMEHRRIRKE, TURENBE EN KR (HoST:CONTAINER) BL & HiE & &

(VOLUME : CONTAINER), FH B RILIZEIAIRET (HOST: CONTAINER: ro)o
ZAELHEREZFEI R,

volumes:
- /var/1lib/mysql
- cache/:/tmp/cache
- ~/configs:/etc/configs/:ro

IIRBRENBKIEERM, BIEXHFHECEIES.
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services:
my_src:
image: mysql:8.4
volumes:
- mysql_data:/var/lib/mysql

volumes:
mysqgl_data:

11.5.33 HE#5<$

lig 9|‘, ® B 8 domainname, entrypoint, hostname, ipc, mac_address, privileged,
read_only, shm_size, restart, stdin_open, tty, user, working_dir &<, BEZAIR docker

run XN SEHEYINEE—K

EERS A BRBMEHITIAOX 4,
entrypoint: /code/entrypoint.sh

EESSEPEITNANAR &,

user: nginx

7

EEASEPIEER.

working_dir: /code

\)

IEEASBIHERIFGZ. EHA. mac it

domainname: your_website.com
hostname: test
mac_address: 08-00-27-00-0C-0A

ARFBRPEBEIT—LEBHNGS, privileged: true SEEYT KB/ W B ENIEHF M Linux
capability B9IFIRSEE, £FIMENMAFERERER cap_add. devices HRIFHER, FLWAN A

4|
A o
privileged: true

EESBREENERRE, ZTNRIFRSVXRETHIEN, EEFHIRERHEEFLEEN
always NE unless-stoppedo
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ERBE A

no BINME, FEDER

TICIR DU, IR ER; Docker SFHF#HE
always

BHNBEER
on-failure[:max-retries] NEEZREBNER, AiEERAZIHREK

£ always, BFHFILHNASEETIFHIEE
BRT=EHE

unless-stopped

restart: always

MRIEEHEH A8 root XERSE, BRETRENBBABTHITEL.

read_only: true

IR, BT LUER SN N

stdin_open: true
E— MK i,

tty: true

11.5.34 profiles

profiles A FRIFIEEFR M BNIRS . KRIEE profiles BIARSIRINIAZRBEN; #RIET profiles BY
RSB RFEIT R profile BY A B5ho
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services:
web:
image: nginx
debug:
image: busybox
profiles:
- debug
test:
image: node
profiles:
- test

Bohbti@i - -profile BUE:

$ docker compose --profile debug up # /3oh web + debug
$ docker compose up # X35 web

11.5.35 iEMEE
Compose IR L HMZAEMENNRAIMETEMUFTTER TN env XEHHTE,

a0, TmEEY Compose XK MIBITERIIFIEFIEENZ E ${MONGO_VERSION} BY{H, HE AHRITH

HELHo

services:

db:
image: "mongo:${MONGO_VERSION}"

SN 1T MONGO_VERSION=3.2 docker compose up MIEBEI— mongo:3.2 SRIGMALR; MRHAT

MONGO_VERSION=2.8 docker compose up MEB&I— mongo:2.8 RGN E LS,
EUBTERER .env X, 1T docker compose S EHEMIZEFRIZENT £,
LU BERHE .env XEHBEALULTAZR,

## T o# SR

MONGO_VERSION=3.6

117 docker compose up MIZBEI— mongo:3.6 FRIGHIRER.
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11.6 354% Django

K NTRBIES Python FF&EAGRIE,

hRZASER: AR BIER A TR &R

e Python: 3.12-slim (RIER9EM 3.x hixZs)
e PostgreSQL: 16 (RIE#RAHEM 16.x. 15.x FhRZA)
e Django: >=5.0,<6.0 (FItRIEWEHKRIFE)

AT E R Docker Compose BEEHiIZ1T— Django + PostgreSQL i, E£EARNENAENRK
SR, REBBRES I MREDRER, UAFAIFRMEIFIRINER,

11.6.1 ZEH9HE%

TRz A, SERKEN (WNE 11-1 FR):
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Docker Compose P&

web ARZS

Django
RzFR

/

15432

db BRS3 ///////

PostgreSQL
iERE

:8000

localhost:8000
G %5 28i51a])

11-1: Django + PostgreSQL #J Compose 2244

X

web AR55151T Django A3, Xf5M&EE 8000 im[

db ARSZIE1T PostgreSQL #iERE, RTERZBMLE AR

N ARSS @i Docker Compose BRI A E &S
web ARSZ AT LUBIZARSS R db IHIREHEE (Docker AE DNS)

11.6.2 & TE
BE—NE B SIHEN

$ mkdir django-docker && cd django-docker

HEIMNEBEQNE=1XH: pockerfile. requirements.txt F compose.yamlo
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11.6.3 & 1. €l Dockerfile

FROM python:3.12-s1lim

## BHLE Python £ stdout/stderr, it BESEEHEH

ENV PYTHONUNBUFFERED=1

## IRBETFER

WORKDIR /code

# TEHIEKHH, FIA Docker EEFMEME

COPY requirements.txt /code/

#H REARH

RUN pip install --no-cache-dir -r requirements.txt
## SHIE AR

COPY . /code/

ZITHERE:

BS e

FROM python:3.12-slim EHilR%
ENV PYTHONUNBUFFERED=1 XA
WORKDIR /code KEIEER

COPY requirements.txt TEHI PEEF

--no-cache-dir RETF pip TH

A ARXES

slim fRASECSEEE R VE %, (B
B 53517 Python FREM—1]]

ik print() MBEIZETR,
BT

[R4Ran L EBFEML B RIMIT

A requirements.txt LAY

7 BRI, IEREE

B NREGIRTR

¢ EERN SERBTUMERMPIXHLES, TUMRSHEER. XETUKKEHA

Docker BIH9EEETF,
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11.6.4 Z & 2: Bl requirements.txt

Django>=5.0,<6.0
psycopg[binary]>=3.1,<4.0
gunicorn>=21.0,<22.0

AR BEEA -

=2k EFe

Django Web #EZR

psycopg[binary] PostgreSQL #X4EEEIRTh (WEFZRER psycopg 3)
gunicorn F£ IR WSGI ARS5 88 (R, FABIRIARA)

11.6.5 5 E 3. 8 compose.yaml
FECEWT:

services:
db:
image: postgres:16
environment:
POSTGRES_DB: django_db
POSTGRES_USER: django_user
POSTGRES_PASSWORD: django_password
volumes:
- postgres_data:/var/lib/postgresql/data
healthcheck:
test: ["CMD-SHELL", "pg_isready -U django_user -d django_db"]
interval: 5s
timeout: 5s
retries: 5

web:
build:
command: python manage.py runserver 0.0.0.0:8000
volumes:
- .:/code
ports:
- ""8000:8000"
depends_on:
db:
condition: service_healthy
environment:
DATABASE_URL: postgres://django_user:django_password@db:5432/django_db

volumes:
postgres_data:
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[Rh—gE3:

db fR3
db RSERENT:
db:
image: postgres:16 # {FFAEJH PostgreSQL 16 &
environment:
POSTGRES_DB: django_db # BIEMEIRER
POSTGRES_USER: django_user # BURERF
POSTGRES_PASSWORD: django_password # #GEEZD
volumes:
- postgres_data:/var/lib/postgresql/data # HFATLEGE
healthcheck: # BENE, RRBUBEMRSE

test: ["CMD-SHELL", "pg_isready -U django_user -d django_db"]
interval: 5s

I\ EERE. volumes LERER! RAE, BABRERUELRZER. EELNIFVHFRA
ABIERX—F, FBARSEEHER.

web fRSS
web fRSZECEWT:
web:
build: . # MEBIERM Dockerfile Wi
command: python manage.py runserver # [B&) Django F&RSEE
volumes:
- .:/code # HEHARBER, ZFREM
ports:
- "8000:8000" # BRETIR
depends_on:
db:
condition: service_healthy # EFEEREEER
KRB RA:
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ECEM fEm EERWY

FENNUE, ERRBER

1 : .:/cod RS EE
volumes code £3 T
MR EIEER 4 S Django A
depends_on + healthcheck Bz Eﬁﬂf ﬁ%ﬁ*ﬁé’:ﬁ; &
_ WEAWIRTEEERE, &
environment FET =

FrERED

11.6.6 & 4. 6% Django IH
BT T a2 E)&H# Y Django I H :

$ docker compose run --rm web django-admin startproject mysite .

WO

e docker compose run: BIT—RMEHS

o --rm. BARWITIEMFRIGES B 2E
e web: 7E web fRSZIFIEARHIT
® django-admin startproject mysite .. EHgEReE Django mA

ERRBIEREM:

django-docker/
— compose.yaml
— Dockerfile
— requirements.txt
— manage.py
L— mysite/
F— __init__.py
— settings.py
— urls.py
— asgi.py
L— wsgi.py

¢ Linux AFPAE: MNREZINPRRIEE, 11T sudo chown -R $USER:S$USER .
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11.6.7 B 5. EEXUREEE
B mysite/settings.py, BCEIIEEIEZ

import os
DATABASES = {
'default': {

'"ENGINE': 'django.db.backends.postgresql',
'"NAME': os.environ.get('POSTGRES_DB', 'django_db'),
'USER': os.environ.get('POSTGRES_USER', 'django_user'),
'"PASSWORD': os.environ.get('POSTGRES_PASSWORD', 'django_password'),
"HOST': 'db', # Docker Compose FRSEH
'"PORT': 5432,

}

# RWHNEN (FFRIFIR)

ALLOWED_HOSTS = ['*']

J+4 HOST 2 db IR localhost?

£ Docker Compose #, ZiRSE LIRS BIEEIHI. Docker REHI DNS &% db fi#tr79 db fRSS
A8 IP Hilk, X2 Docker Compose BIRZIOINEEZ —,

11.6.8 B 6. BEINA

$ docker compose up

Fr=2&=:

1. &M web 1% (B—XiE17)
2. @ah db BR%, FHEEKNTET
3. @& web RS

db-1 | PostgreSQL init process complete; ready for start up.
db-1 | LOG: database system is ready to accept connections
web-1 | Watching for file changes with StatReloader

web-1 | Starting development server at http://0.0.0.0:8000/

FIFXIEE283/10] http://localhost:8000, BJLAEE| Django YWGHDIE !

11.6.9 EAFAF L

ER— M RiEEOHRT!
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## PITEIREETR

$ docker compose exec web python manage.py migrate

## BIEBRAR

$ docker compose exec web python manage.py createsuperuser
## #HN Django shell

$ docker compose exec web python manage.py shell

## FHN PostgreSQL <17

$ docker compose exec db psql -U django_user -d django_db

¢ EBBRWER exec MARE rune exec AEBITHABPHITHS, run ZEEHER.

s

11.6.10 & I jn)@@HEs

Ql: HEREEEKW

HiRER: django.db.utils.OperationalError: could not connect to server FEEHECSE]: 2

R

REH BRRA R

BRI R B EhTERk f85F8 depends_on + healthcheck
HOST EEE fEiR HtRERARSS A db AR localhost
e SerlFe BT docker compose down [FEEHT up

## AR REMIEERTIERIET

$ docker compose ps
$ docker compose logs db

Q2: RIBEBEEELEN

AIRERHA:
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1. FERS[/EEEIER: HREH runserver MAR gunicorn
2.Volume E#Hjn)f: 1% compose.yaml FAY volumes ECE

3. &FIREE: =1 docker compose restart web
Q3: ARAA

## MRBBACIENXH root BFFE

$ sudo chown -R $USER:$USER .

11.6.11 R vs £7=: XBER

EEGIIRE, ATNEER AR I8, £-IMETEUTIRE:

EE I FERFIE 4RI
Web fR3528 runserver gunicorn + Nginx
DEBUG True False
£ Docker Secrets SIFELT
gﬁg%ﬂ EHYEEEEE = ocKer secrets 5252
=
Volume BEHABER REIEZE COPY #HiE&
ALLOWED_HOSTS ['*'] B{RiEE

4 =IF18 Compose Xl

## compose.prod.yaml

services:
web:
build: .
command: gunicorn mysite.wsgi:application --bind 0.0.0.0:8000

# THEHRE, ERREGRINES

environment:

DEBUG: 'False'

ALLOWED_HOSTS: 'example.com,www.example.com'
# ...
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11.6.12 ZEMERFE

o Compose BRI : RNIEfE Compose XH4HIFFBECED
o {FF WordPress: 55— Compose 352

o Dockerfile ER{ERE: HWEE/) BELLHREK

o HIEEIR: Volume MEUEIFANIEAE
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11.7 524% Rails

NTBARBTIES Ruby AR ARIFIE,

hRZASEA: AR BIER AT RERRs

e Ruby: 3.2 (FI&E#EAECM 3.x iRAR)
e PostgreSQL: 16 (RIE#RAHEM 16.x. 15.x FhRZA)
e Rails: ~>7.1 (EJRIEIHEHRIFE)

ZTifEF Docker Compose BLEFHiE1T—1 Rails + PostgreSQL [,

11.7.1 ZRAHE 5
gNE 11-2 FisR, Rails 5 PostgreSQL 7£E— Compose M£&H1E T E,
Docker Compose 4§
web ARSS
Rails
A
:5432
db ARSS //
/
PostgreSQL
:3000
SRR

localhost:3000
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11-2: Rails + PostgreSQL #9 Compose 2214

11.7.2 £ TE
AERMEES:

$ mkdir rails-docker && cd rails-docker
FTEQIE=1XH: pockerfile. Gemfile F compose.yamlo

11.7.3 P8 1. €l Dockerfile

FROM ruby:3.2

#H TRRGKH

RUN apt-get update -qgq && \
apt-get install -y build-essential libpg-dev nodejs && \
rm -rf /var/lib/apt/lists/*

# IEBTEER

WORKDIR /myapp

## 5tEH Gemfile, FIFABFMEMLE

COPY Gemfile /myapp/Gemfile

COPY Gemfile.lock /myapp/Gemfile. lock

RUN bundle install

## SHINEAE

COPY . /myapp

BB
g €M
build-essential YRR B RFFE
libpg-dev PostgreSQL & i &
nodejs Rails Asset Pipeline 5
FE 1 Gemfile BRI ZE AT A ER bundle install
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11.7.4 % 2: 63 Gemfile

BIEE—NIIEH Gemfile, THESH# rails new B .

source 'https://rubygems.org'
gem 'rails', '~> 7.1'

BIZEZTHY Gemfile. lock:

$ touch Gemfile.lock

11.7.5 3% 3. 6l#E compose.yaml

FeEWT:

services:
db:

image: postgres:16

environment:
POSTGRES_PASSWORD: password

volumes:
- postgres_data:/var/lib/postgresql/data

healthcheck:
test: ["CMD-SHELL", "pg_isready -U postgres"]
interval: 5s
timeout: 5s
retries: 5

web:
build:
command: bash -c "rm -f tmp/pids/server.pid && bundle exec rails s -p 3000 -b '0.0.0.0'"
volumes:
- .:/myapp
ports:
- "3000:3000"
depends_on:
db:
condition: service_healthy
environment:
DATABASE_URL: postgres://postgres:password@db:5432/myapp_development

volumes:
postgres_data:

ECEIFAE:
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ECEI

rm -f tmp/pids/server.pid

volumes: .:/myapp

depends_on *+ condition

DATABASE_URL

A

BEAEREREE T PID XH

THABER, SHFAER

FRHYEERRNEBSEBRM

Rails 12-factor NGB EIEZEECE

11.7.6 X & 4: 4 Rails I H
fEF8 docker compose run SRRIMBEELR:

$ docker compose run --rm web rails new . --force --database=postgresql

YRR

o —_rm: HITEMIFRIGET S 23
e . _force. BmOFENNXH
e -_database=postgresql: ACE A PostgreSQL

e __skip-bundle: BEARZEMKH (HEH—TE)

F B R
$ 1s
Dockerfile Gemfile Rakefile config lib
Gemfile. lock README . md app config.ru log
compose.yaml bin db public

--skip-bundle

tmp
vendor

)\ Linux AP a@APRIaIE, #1117 sudo chown -R $USER:S$USER .

11.7.7 B 5. EFBEES
BT 4R T HH Gemfile, EEEHHMEEGIUREEKG:

$ docker compose build
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11.7.8 & 6. EEEIREEE

{&24 config/database.yml:

default: &default
adapter: postgresql
encoding: unicode
pool: <%= ENV.fetch("RAILS_MAX_THREADS") { 5 } %>
url: <%= ENV['DATABASE_URL'] %>

development:
<<: *default

test:
<<: *default
database: myapp_test

production:
<<: *default

¢ f£F3 pATABASE URL MR B EMEHIRE, FE 12-factor KEBRN, EFEARBIFIRIEIL]
2o

11.7.9 58 7: BEIRA

$ docker compose up

- — .

Rt
db-1 PostgreSQL init process complete; ready for start up.
db-1 LOG: database system is ready to accept connections
web-1 => Booting Puma

|
|
|
web-1 | => Rails 7.1.0 application starting in development
|
|
|

web-1 => Run “bin/rails server --help" for more startup options
web-1 Puma starting in single mode. ..
web-1 * Listening on http://0.0.0.0:3000

11.7.10 & 8: SIEBUERE
ER—NRIHIT:

$ docker compose exec web rails db:create
Created database 'myapp_development'
Created database 'myapp_test'

18] http://localhost:3000 Z&& Rails ILTAHE,
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11.7.11 EEAFA®S

# BIEET

$ docker compose exec web rails db:migrate

## Rails #&HI&

$ docker compose exec web rails console

## BT

$ docker compose exec web rails test

# ERIFR

$ docker compose exec web rails generate scaffold Post title:string body:text
## BB Shell

$ docker compose exec web bash

11.7.12 & Rl ja)@A

Q: BUERFEERAW

1Z DATABASE_URL MET SR EHEMH, MR db IRESERDN:

$ docker compose ps
$ docker compose logs db

Q: server.pid XHSBEEhIELM

FRIRER: A server is already running
B1E command R rm -f tmp/pids/server.pid IR, WA

$ docker compose exec web rm -f tmp/pids/server.pid

Q: Gem REXK
FIREEEEH bundler SEIEETE:

$ docker compose run --rm web bundle update
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11.7.13 ARk vs &7

[y=at] FERFIE £
Rails frRS328 Puma (FF&RIED) Puma + Nginx
VRS A volumes HRIBITEHRGR

. FERIF (rails
BSAER S HRIFE

assets:precompile)
BIRERRS XL E fEEF Secrets B2
11.7.14 ZEfH%

e {#M Django: Python Web HEZ252 k%
e Compose iR th: BLE ¥R

o WIEER: WERAK
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11.8 S5 WordPress

hRZASIHBA : AR fIE AR LT SR &S

e MySQL: 8.0 (It uE Ml 8.x kR4, TMFEA MariaDB 1)
e WordPress: latest (BIXTE4AFIFEIEEEAIRE, 06.x)

WordPress @R RITHARARTEIRRY (CMS), EH Docker Compose f] LATE/LD #HREE—
BEWIEE. Web IREBMIFANEEIVEF=S WordPress IR,

11.8.1 TIE 4

wordpress/
— compose.yaml
F— .env # IESRINIETE (WkkAS. ImA)

— secrets/ # IHEBANM, EFEHRNBRAEERS M
| |— db_root_password.txt
| — db_password.txt

L— nginx/ # Ak RANERE

L— nginx.conf

11.8.2 485 compose.yaml

XE—TABTHEN&NCE, TRTBEFR2EL, EXSBNEERGRE. RERRA

RIE/TLS l5mE. FREIAHwO. EEESD SR, H& WordPress Sii+4Ean A HAMALLN o
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services:

# WIEEMRS

db:
image: mysql:8.4
container_name: wordpress_db
restart: always
command :
# BRREEBINE (MySQL 8.4 BAZA, IHAR wp HAMFE)

- --mysql-native-password=0N

- --character-set-server=utf8mb4

- --collation-server=utf8mb4_unicode_ci
environment:

MYSQL_ROOT_PASSWORD_FILE: /run/secrets/db_root_password

MYSQL_DATABASE: wordpress

MYSQL_USER: wordpress

MYSQL_PASSWORD_FILE: /run/secrets/db_password
secrets:

- db_root_password

- db_password
volumes:

- db_data:/var/1lib/mysql
networks:

- wp_net

# WordPress AR

wordpress:
# ROHURE latest MUEIREBREMA; EFINRIEETERETNIAMEBIBRAATE
image: wordpress:latest
container_name: wordpress_app
restart: always
ports:
# AYIFIRAD; £FfRERREAELS HTTPS
- "127.0.0.1:8000:80"
environment:
WORDPRESS_DB_HOST: db:3306
WORDPRESS_DB_USER: wordpress
WORDPRESS_DB_PASSWORD_FILE: /run/secrets/db_password
WORDPRESS_DB_NAME: wordpress
secrets:
- db_password
volumes:
- wp_data:/var/www/html

# EIN LIS AR

- ./uploads.ini:/usr/local/etc/php/conf.d/uploads.ini
depends_on:

- db
networks:

- wp_net

volumes:
db_data: # HIBERFAKL
wp_data: # WordPress Xff(HEfF/E&/ LEB)FAK

networks:
wp_net:
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secrets:
db_root_password:
file: ./secrets/db_root_password.txt
db_password:
file: ./secrets/db_password.txt

11.8.3 ERBE X 4i¥##

1. A

AEPBIBEEZL S N compose.yaml. .env. #8173 Gito Compose B /52 N B E F FH
secrets; ZhZh 0] A RIS A EIA:

mkdir -p secrets

printf '%s\n' 'somestrongrootpassword' > secrets/db_root_password.txt
printf '%s\n' 'somestronguserpassword' > secrets/db_password.txt
chmod 600 secrets/*.txt

8 secrets/ M\ .gitignore, £FIFIENNAFAZIAEIRES, MASRELEEKREDHEHE
o

2. BRI ALK
BIEXTHA®ES:

e db_data: IR MySQL ARERGHIEREL

o wp_data: {R7F WordPress BUZ O, M. ERIM_EEREAX 4
3. PHP RCEfifk

FRINBY WordPress $:1& L& RHIER/)N (B 2MB). €U uploads.ini:

file_uploads = On
memory_limit = 256M
upload_max_filesize = 64M
post_max_size = 64M
max_execution_time = 600
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11.8.4 BRI 51T
1. BEhARE::

$ docker compose up -d

2.i5RRERE: FTFNEE3IAIR http://localhost : 8000

3.ZEBHE:

$ docker compose logs -f

11.8.5 £~ E R {ELEE

1. BURES®
AREDEH Volume, EINEEARFHDEUEE !

## S sSqQL

$ docker exec wordpress_db mysgldump -u wordpress -pwordpress wordpress > backup.sql

HERMN— T EEHDEESE:

backup:
image: tiredofit/db-backup
volumes:
- ./backups:/backup
environment:
- DB_TYPE=mysql
- DB_HOST=db
- DB_NAME=wordpress
- DB_USER=wordpress
- DB_PASS=${DB_PASSWORD}
- DB_DUMP_FREQ=1440 # BX&H—RK
depends_on:
- db
networks:
- wp_net

2. M Nginx RFAKIE

TEFIMEFR, FEBEESEE WordPress im0, ME@iE Nginx #17 R @AIEHECE SSL.
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3. {#F Redis £&7F

WordPress ¥ Redis £ LIRS 4 RE,

redis:
image: redis:alpine
restart: always
networks:
- wp_net

7£ WordPress BR28IF R T =70

WORDPRESS_REDIS_HOST: redis

F %% Redis Object Cache ffs

11.8.6 EMia)=A

Q: HEREEEREIR

WK FIEAEEST “Error establishing a database connection”, HEZs:

1. }87 docker compose logs wordpress

2. 1IN .env ARYERIE S YAML X451 FB—

3. Ff5iA WORDPRESS_DB_HOST 1.2 db (BRSZ %)

4. MySQL 8.4 FIge BE/ LMV sH/E5h, WordPress =B=IEIR, HFERZIBEIA,

Q: T LA

AR MREHT uploads.ini BicE, HEHER T RS

$ docker compose restart wordpress
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11.8.7 ZEfRAsE
e Compose #EiR: RNT RECEIN
o HiEE: BMREUBIEAL
e Docker Hub WordPress: B /5%
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11.9 A% LNMP

42 LNMP

LNMP @— 42880 Web WA, BTN FRRAESTIR:

L: Linux (IER%)

N: Nginx (Web AR5528)
M: MySQL (¥iEERS23)
P: PHP (HIAiES

XMAGH ZAT RS MR Web N,

f§5F3 Docker Compose ZfE LNMP

RITE WP E khs1994 BIFFRINE khs1994-docker/lnmp f#F3 Docker Compose 27 —E5%
) LNMP IF15,

2EmE
ZIRE R EEHRS:

e Nginx: Web fR55238, AFRIEHTTPIEK

e MySQL/MariaDB: *ZREHIEERS

e PHP-FPM: PHP %0288, 5 Nginx & Fast CGl thilGEE
e Redis: FLANAGFEERS (AFRIEHER)

FIHHF
SUFRETUSE ZHFEEU THRFIET LNMP:

e Docker B EE
o Kubernetes SE8#4mHE
o FFERFRPLRIEE

o AFRRIESE

MBIt : khs1994-docker/lnmp
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WSZIME, RE]UFSIRNNMEER Docker Compose EX ZMAE XEXMARS, UNRMNAIERES
WIRE PSRN A4 d AR,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

FEING

Docker Compose @ EIELZ A RN AMNFIZE, BT YAML XHFEBERME XRS. WMEHNEIES.

A E2x

LY ARS3 (service) F1IME (project)

LB compose.yaml (%) 8 docker -compose.yml

. Compose V2 /3 Go 4R E /Y CLI &4, @i
docker compose {8

B docker compose up -d JBEIFFEIRS

e docker compose down {ZLEFHIZFRA 2R

BEERS docker compose ps BEERSFNRE

HEBSE docker compose logs BERSZHE

F4F services. networks. volumes ZFINZKED

R
B
SR I3
e Compose BiR#: FMERIELSE

e Compose 85 inBH: FTERLTIR
o WLRERE: Docker PLLEHH
o HIEEIR: HIELEIRE

7 EMEIRRAEMOHEIN? IR AT Issue 5 PR,
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FT+E RESH

Docker R BBIZ O R BHE Linux EBI&r & =8 (Namespaces). #=Hl4H (Control groups).
Union X &%t (Union file systems) F1888#& 2 (Container format)s

HAVEE, FHREMYIERTEREENAISETT hypervisor RIFA—BEZENBEGHIFRIRELAE
HABVRER G, EIMWARBEINFIREAREIN, BRRILIEEN. XMEZNEERI T
RRRTENHE, ERSHERIEERERARFIIRE. 610, LUBEENMEMURGEH N
Linux 24t A6, EIMPEITHNAESER LA BAEBEENRFTRNIEITIFR,

HiFE, TRERSF, SFERAG. XHRZ. M. PID. UID. IPC. AfFE. B&E. CPUFE
%, ENARBENAHEERELAZN, ERNIMENML, BRTELIWFAF. CPU. WL 10,
FEEZ 10. FRETEFRIRGISL, TELMXHERSE. WLL. PID. UID. IPC EFWHRERS. Bi&
BNBEZER L, FEVNFEBEENARARINRAZS .

BEE Linux REX T a2 TENEENTE LI, EFRELF UL LENMMEFER, iILELE#HIE
ERIFEER SR EEFIET. ARBABHA—TNARMELETHIFME (FliIl—LER2Ga<SMAR
%), ERRILANERE, HMUNRFGHIAEECHFE. XMIFHIFES S (Container), FIMEs
AT EIRMARBIFRESIEH, A cgroups RMEIRDEC.

FEAR

° pelzy o
P o'

® T =8

o T
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12.1 BEARZEH

Docker BUZRMIZIHE M=, FEHEF IHMARSS i EE 2 4H K.

12.1.1 ZOEREE

Docker XA T C/S (B iH/IRSSHE) 2549, Client @ Daemon &i%i&K, Daemon fARME. i&1T
M AB2%.

mmm_, Sontainers
TS
. /docker run__| dockerd
R PR
docker pull
Images
EE—»
= B
12.1.2 A5

Docker WNERMMNEIFR—F DR, 8—BEHRASFER-:

1. Docker CLI: ZEPiH

AR5 Docker REMFEAN. ERFAFHS (4 docker run) %A AP 1ER K%L dockerd,
2. Dockerd: SFiP#HTE

Docker YA,

o M APIIER
o B Docker MR (Htgk. B, WL, B)
o FHITBAMTRIIE

3. Containerd: B4={T8t

TR ER A BRI TTEY (CNCF Bk In g ),
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o BIRRBNTEEGAR (Boh. FLE)

o HRIGHIENSTF(E

o FEE ERNSERTLXHNTHEE (WHEE. API)

e Kubernetes W AJ LA B A containerd (BkiZ Docker)
4. Runc: {E&iz{TES
BTFelEMEITE23/ CLI T&,

o EHE5MWIZ3E (Namespaces, Cgroups)

e &fE OCI (Open Container Initiative) 158

o FEMR: RIBICERI—152, REERE (BIEHINRALRRZETE)
5. Shim
BRI E—1 shim #iZ

o fR¥E: A dockerd EEMAEINAEIET
o FRIFI10: ARFABRMNIRAEBNE L
o WRACIR: M containerd SLIRA2BHIRE

12.1.3 ARBEHE

HIT docker run -d nginx B, REEETHA?
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FBF docker run -d nginx

1. RESTAPI
|

Dockerd

2. gRPC

|

Containerd

3. EF/EMH Bundle 4. [BTh Shim

! |

OCI Bundle Containerd-shim

5. HI1T

!

8. &tz 10 FBH Runc

6. 8l # Namespaces \# =
T 7. #ERH

/ 1

BEHIE
nginx
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1. CLI 315K %5 Dockerd

2. Dockerd f##frig3K, A Containerd

3. Containerd &R, ¥#Jy OCl Bundle

4. Containerd £ Shim #12

5. Shim 1A/ Runc

6. Runc 5R2%ARZRZE, Bl Namespaces #l Cgroups
7. Runc B nginx #i2/5EH

8. Shim IZE A% 10 MEH AL

12.1.4 Docker Engine v29.x Tk
M Docker Engine v29.x FH4&, ZRAgi#—FEWMITEN:

e Containerd $&7Zf# (Image Store): 7 v29.x BT L EIH =P IINBH. Docker HiZfFH
Containerd MiRIGEIERES), FHAEIFESH—E graphdriver,

o i%: ZTAREIIFEE. REHENEIR (lazy pulling). 5 K8s HEH K,

o SLIOM nftables x#F: FEE T Linux X1ThRiZZ F A iptables, Dockerv29.x 5| N7 323atE
nftables 5. BRI dockerd --firewall-backend=nftables, B] HiZ6IZE nftables i
MmMEERKH iptables-nft 3#2iRE. £FIFRIFIEIEER.

12.1.5 Docker Desktop 42445

£ macOS #l Windows t, ERARZER, EHHEHEZ:.

MacOS / Windows

Linux VM (F234)

Dockerd <--> Containerd <-
-> Runc

Docker CLI (Socket BR5Y)
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o (FRRELKEMA (Apple Virtualization / WSL 2) 17 Linux A%
o X (Bind Mount) BEEi# VM 4R (X2 M 1/0 12MRE)
o MBHAOZFTEMNBENELE VM

12.1.6 245

iENe S ) ES: i

CLI EIEE RIXES, BTRER

Dockerd RER APl 0, BAFIFEE

Containerd 218 AEEEAR, REEE

Shim BT REF 10, RFETIFHIZEER

Runc A HIFT7E (RIEAEE), Txm
E

12.1.7 REFRFIR

o HEZXE: Runc AR EASE
o ITHIZA: Runc d{AIPRENZR IR
o BENHMARY: RIGUWEITFME
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12.2 ep R =[]

R TIERE Linux AZ— 1AL S1FHREMEECRIRmRTE, BITEEFRINAEE
BEERIARERSTIZIT ¥, SRTIEMRIET BEZERIEE R,

12.2.1 4= Namespace

“*Namespace =& Linux RiIZiREHNRRRENG, S8R HRRARETERIIMRIERS
i, **Namespace BRI FEANZOERIMZ —: EERIZET —PXEEM: NEL—NMEE “U
A BeHMSBENRSR?

BENREA

PID 1: systemd

PID 2: sshd

PID 3: dockerd

ARAAA

PID 1: nginx

PID 1234: 10) G LT B 'S‘: T I Y 1234) oeeeieee NECN S
nginx (SEPF=2EENB ) C BRIAHBEZEPID1

PID 1235: nginx worker

PID 2: nginx worker

12.2.2 Namespace By3$E!

Linux W% (5.6+) LiZfH 8 1 Namespace, Docker REREUAEREF 78 (RE Time) :
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Namespace

PID

NET

MNT

UTS

IPC

USER

Cgroup

Time

12.2.3 PID Namespace

RERE

#HiZ ID

PILET%

HEHR

EHNZ

HAZELEIE

FAF /481D

Cgroup IRER

ELS g

BRPHIRR

AN PID M 17498, BFRE
Hh A= MNE TN

JRITAYRR. 1P itk BRO.
R

RN HRSERE, BEH
RER

JRIZAYEH AR

MUMES R, HEEF. it
=ph7s

AR root B LABRET NTEE
M @R

FRES cgroup BZRALE (Linux
4.6+)

fEE CLOCK_MONOTONIC #1
CLOCK_BOOTTIME (Linux
5.6+)

PID Namespace 71 53#12 ID PR, FEResNBHZR AR I,

PID B9/EF

fREHIZE ID, L& AEE B CHHERES 6,
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PID FREXR

## BENLEEHE
$ ps aux | grep nginx

root 12345 0.0 0.1 nginx: master process
root 12346 0.0 0.1 nginx: worker process

$ docker exec mycontainer ps aux

PID USER COMMAND
1 root nginx: master process ~ ERB/AR PID 1
2 root nginx: worker process
PID X®=

o AABPID 1 #IHHREE —ERFRNTHE, BHNBHREFLE
o ABATEERIBEENE A BIAVHIZ
o BENAUBERIFIEREARERE (18 PID RE)

12.2.4 NET Namespace
NET Namespace AT AIIEE, SHEMN-FK. BEXKRH iptables AN,
NET B91EM

[REMSE, S1MAEAERILNMEITR,

NET FRES3R
BEM B
eth0: 192.168.1.10 eth0: 172.17.0.2
i 80 AIFH i 80 AJFH
docker0: 172.17.0.1 (veth pair &%)
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NET X8

o FNRBEIMIIMME. IP. IRER. iptables #LN
o ZARBOILUEITIERITO (40EB R0 80)
e Docker {3 veth pair ZEiZA 23 ML FNTE EVLET

12.2.5 MNT Namespace

MNT Namespace AR XHFRFAGEH =HIRE, HFESSEIRIINXHRATE,
MNT B9/EFR

[REXHRGEHR, STEHFEECHRER.

MNT FREIR
BENXH RS BRERFIN:
/ /- BEORER
— bin/ — bin/
— home/ — home/
— var/ — var/
L lib/ | L— 1lib/

L— docker/ |
L— overlay2/ |

L— merged/ —— XNBRBABTRHN /

|
|
|
|
I_-un I_unu

5 chroot X3!
51 chroot MNT Namespace
Lk B LAk BRe
RS x TefRE
/proc/mounts H= oL
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12.2.6 UTS Namespace

UTS Namespace TERFREENBFHA,

UTS B9{ER
FREENEMEE, LS NBETUEBESIHNENS,
UTS FRERR

## BEMN

$ hostname
my-server

##H BN

$ docker run --hostname mycontainer ubuntu hostname
mycontainer

UTS= “UNIX Time-sharing System”, &7 F£iEFHIE K.

12.2.7 IPC Namespace

IPC Namespace A FiRE#HIZENAEZIRE, 40 System VIPC #1 POSIX JBERAF,
IPC H9EM

PRE System V IPC 1 POSIX ;B E AT,

FREREIR

e {SS= (semaphores)
EPBAFI (message queues)

H
o HERTE (shared memory)

PCXER

o [F—RBRBHIZR] LB IPCHEE
o FREIBBIGHIETL LB IPC @S FRIEERNHEE)
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12.2.8 USER Namespace
USER Namespace fiFE A 22HNBVAF ID B EIE EHBIARREAF 1D,
USER H9/ER

fRE AP D, SSIANPRIEE.,

USER fREXF
ARR BaEN
UID 100000
UID 0 (root) B} T
UID 1 (daemon) BIREF UID 100001
REBX

AaAB root AR AT LIS ABEN LNEBAR, BERSEERE, WHEEBEENLEREE
PR

¢ EFEIN EFMERINEA User Namespace, 1gaRe,

12.2.9 BhF L8 {48 Namespace

f#M unshare S5 A LIEARER Docker BB F143E Namespace:
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S°I8 1: UTS Namespace

## BIEHM UTS namespace FHBEH shell
$ sudo unshare --uts /bin/bash

## BIRENEZ (REMX namespace)

$ hostname container-test

$ hostname

container-test

# BREEEBEBENENE (RHZ)

$ exit

$ hostname
my-server

S2L% 2: PID Namespace

## GIEFEY PID # MNT namespace

$ sudo unshare --pid --mount --fork /bin/bash
## FEHHHY /proc

$ mount -t proc proc /proc

## BEBE (REEFEIZHA shell)

$ ps aux

USER PID %CPU %MEM VSZ  RSS TTY STAT START
root 1 0.0 0.0 8960 4516 pts/0 S 10:00
root 8 0.0 0.0 10072 3200 pts/0 R+ 10:00

528 3: NET Namespace

## BIEEFTHIMLE namespace
$ sudo unshare --net /bin/bash
# BEMEEO (RE lo)

$ ip addr
1: lo: <LOOPBACK> mtu 65536 qdisc noop state DOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

12.2.10 Namespace BI/E R4

Namespace IRt TlREEFAER LR
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B A

FrEBRAZB/ENAR, NIZFRERIEERMR

AERE FERS
/proc. /sys BB AAREIN; Time

BB EIRKRFEE Namespace (Linux 5.6+) 2B R, 18 Docker
FINTEH

E| 35210 (14 b BN PR S 14 55

TEFRREN, TJEE gVisor. Kata Containers FR 2R H %R,
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12.3 =lH

1= HI2H (Cgroups) & Linux RiZiREN S —Mx#G], FTER TR RIRGIFIEIT,

12.3.1 HaEizHA

1= %48 (Control Groups, f&i#R cgroups) =& Linux RRAZES— M5, AT REl. SRR #i24H
HFIEFER (CPU. RfE. W& 1/0. MEEH),

BaCER PMEBLTHEBENAR, DILERENERIERARARHR,
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A cgroups Rl

BENEIR

A
1GB
24%

1GB
1%

1GB
1%

7 cgroups PRl

BENEIR

e A
SRS
R7Z#0 CPU

A2s B. CIl%
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12.3.2 cgroups MFHSE
B iE]

2006

2007

2008
2016

o

=4

Google T#2Migt “process containers” #f

A
i

AERS Linux BIE0RE, B8N
“control groups” (cgroups)

Linux 2.6.24 (20085 18) EXX&H cgroups
vl

Linux 4.5 5|\ cgroups v2

Docker TET8 EHZ#F cgroups v2 By = BEhfE
Fv2, ZNELERE vl

12.3.3 cgroups AT LARRHIAYEIR

HIRER
CPU

RF
Rig#& 1/0
R

HIEE

FRS BiEA

cpu, cpuset CPU BT EfZ O R
memory ATEERE LBRA swap
blkio RS R E R
net_cls, net_prio L& BE (L o2k

pids PREHIZ/ ZIZE
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12.3.4 Docker FHYEREF
Docker I T FEM S SRR ERRNEERS, TEEENRNE. CPU. B /0%,

77 BRE!

#4 [REIBBHRZEA 512MB AE
$ docker run -m 512m myapp

## [RHINTE + swap

$ docker run -m 512m --memory-swap 1g myapp
## WIRGI (BINES, A= 00M Kill)

$ docker run --memory-reservation 256m myapp

28 WA

-m/ - -memory FEPR I (2= OOM Kill)

- -memory-swap A1E + swap 2R

--memory-reservation IR (REFERFRHER)

--oom-kill-disable 2 F OOM Killer (GZ1ESER)
CPU BRI

## PREIER 1.5 1 CPU il

$ docker run --cpus=1.5 myapp

## PREIEM cPu 0 A 1

$ docker run --cpuset-cpus="0,1" myapp
## IRE CPU EAMNE (183fE, ik 1024)

$ docker run --cpu-shares=512 myapp
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S8 WA

- -cpus PRI CPU #Z0:3 (90 1.5)
--cpuset-cpus HPEEHFE CPU il
--cpu-shares CPU BYia] /1 E (tH341E)
--cpu-period/ --cpu-quota 4RIz H CPU ECER

F&# 1/0 PR

## REIRESNEEN 10MB/s

$ docker run --device-write-bps /dev/sda:10mb myapp
## PRENSEIREEE

$ docker run --device-read-bps /dev/sda:10mb myapp
## R I0PS

$ docker run --device-write-iops /dev/sda:100 myapp

priges (U

## [REIRZ 100 P

$ docker run --pids-1limit=100 myapp

12.3.5 EEARAXREH

## KIS BRI ERIREA

$ docker stats

CONTAINER ID NAME CPU % MEM USAGE / LIMIT MEM % NET I/O BLOCK I/0
abc123 web 0.50% 45.5MiB / 512MiB 8.89% 1.2kB / 0B 0B / 0B
def456 db 2.30% 256MiB / 1GiB 25.00% 5.6kB / 3.2kB 4.1MB / 2.3MB

## TENERS
$ docker stats mycontainer
## BEREM cgroup BE

$ docker inspect mycontainer --format '{{json .HostConfig}}' | jq
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12.3.6 FIRRHIHIRR
RFER

## BEIPREI 100MB ATEHIAS

$ docker run -m 100m stress --vm 1 --vm-bytes 200M
## DEDW O0M Killer H3IE

$ docker ps -a

CONTAINER ID STATUS NAMES

abc123 Exited (137) 5 seconds ago hopeful_darwin

## 137 = 128 + 9, T SIGKILL (9) 3t

CPU PRHIZEIIE

## IR CcPu

$ docker run --rm stress --cpu 4

## SWPTE CPU

## PREIA 1 M

$ docker run --rm --cpus=1 stress --cpu 4

## DBEERLY 100% CPU (1 ™MZly)
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12.3.7 cgroups vl vs v2

e cgroups vl cgroups v2

BRLER ZRE (BT HRREID) Si—RER

EEERE S B

HRIEC HETE% HEF 7

PSI (EF1454%) X

rootless 2% B2 TR
Docker 3t cgroups v2 B9z §F

Docker 20.10+ FFia2 45 cgroups v2 (NREAFZR), BEHFEFNGENRERE. NREEHH
EHIHELRE v, A LGB Docker PP HIZECE M /etc/docker/daemon. json {24 cgroup-
driver %4

{
"cgroup-driver": "systemd"

3

B cgroup-driver {EEHE systemd (#7F) # cgroupfs. ZEJZ Docker SFRFHERE K.
KERAFERNRZE

## BTEH cgroup ARz

$ mount | grep cgroup
cgroup2 on /sys/fs/cgroup type cgroup2 (rw,nosuid,nodev,noexec,relatime)

## MBI cgroup2 TR v2
## NE
$ cat /proc/filesystems | grep cgroup

nodev  cgroup
nodev  cgroup2
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12.3.8 7£ Compose G E[RF!

£ Compose FIRERGIECEWN T :

services:
web:
image: nginx
deploy:
resources:
limits:
cpus: '0.5"'
memory: 512M
reservations:
cpus: '0.25'

memory: 256M

12.3.9 BRfESCER
TE£R Cgroups IRAIZTREY, B{E—LEmESRREAI LB AR AR,
1. $44R BT IR

## Bl oomM FEMATEEA

$ docker run -m 1g myapp

2. AXBENAIEE CPU fRIE

$ docker run --cpus=2 --cpu-shares=2048 critical-app

3. BEHIRAER

## Bd& Prometheus + cAdvisor %

$ docker run -d --name cadvisor \
-v /:/rootfs:ro \
-v /var/run:/var/run:ro \
-v /sys:/sys:ro \
-v /var/lib/docker:/var/lib/docker:ro \
ghcr.io/google/cadvisor
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12.4 BXEXH RS

BXE X FSE (UnionFS) 2 Docker iR 0 BEIEHVELL, EAPRZ 1B REHAE— M EMSH
/.?ﬁé Lo

12.4.1 FARBKREXHRS

BEAXH RS (UnionFS) B—F HE. BERE WXHRS, SREIER “Ba” BRIF—
EIMER, FR— I E— X ERSE,

BLER: BE2IMRIREENM, REERAS, ERTENXHRT.
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ARBINXGRS
/bin /etc /lib /usr /var /app
/data

UnionFS BX &%

AHE (BEFEF)
lapp/data/log.txt (15 N\)

BB E3 (H %)
lapp/app.py

BBE2 (R I®E)
/usr/local/bin/python

BEEL (RIE) : /bin letc
Jlib (BREZ L)

12.4.2 Af+4 Docker EHBES SRS

Docker tHFEXEXHRIHENEFHEER, TEEFLUT/LMROMNE.
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1. REDEER

nginx:alpine myapp:latest

.

alpine:3.19 (EZEME)

ZNEGRAZHERNRER, TRBETE,
2. R

81 Dockerfile t59 82— &, RATUNEFTESEE:

FROM node:22 # B1: Eit5EG
COPY package.json ./ # [B2: {R#ENX
RUN npm install # B3 TR
COPY . . # B4 NMARB

BTN, REEEE4, B 1-3FREF
3. AR
REBRINAFTEEFHR LR, RFE:

L EREELEE—ENAIERE
2. BXEHEHFIERE

12.4.3 Copy-on-Write: GRS

L SRS IR Y
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(E=E

BHE
letc/nginx.conf — EHIEE
asf=/EB

HRE

letc/nginx.conf (R 3 & 15
£, BHER)

wmEE

/etc/nginx.conf

DN
1. NRIREIREN M4
2. EHEIRENAE R
3. ZR EEHER
4. [REIREER I S RRYAR A
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12.4.4 Docker ZIFHITEAEIRED

Docker TFfEREhEEH T MBHAZ B HFBIMEI (40 aufs, devicemapper) , B ZEARNIA
£2 88 graph driver (overlay2), BEIHT (Engine v29.x RUUGE) EMREGRPRIAEAN

containerd E{&77f%5/% (containerd image store) RYEMH,

FhEE [ =

containerd image store

overlay2

aufs

btrfs/zfs

devicemapper

vfs

B EA

(V29.x #—HEIAIGH, #ik
2RA) BT containerd B9
snapshotters, RES#F OCI
image index. ZZRMRBKRS
Attestations IR TR
=

(£284 Graph Driver) {£4:2244
TR Linux BRAIRTN, 14
BELTS, BIEVMESZRMIRT
#E (R3l) BIZMR,

SHIRGA, FREML

ERREREXFRSIRIRRE
71

Big &R IFhE

TMERA CoW, BRETEER!

Classic Graph Drivers 5 Snapshotters iZLER

HEREE

(AR (BAERRIA)

A% (T EEE)

BERS (ERZTFH)

PELES

ZHRIREE (W overlay2) BERBGH A BN ZIIEH Docker B graph drivers 2038, [ #Y
containerd image store MR X—ERSZHE FHRL T containerd BB 1Y snapshotters (KB’

Linux &Z1Thii@ = AT BIRIER S overlayfs) . XMZEHy

THET !

1. AR HEVE E 2T A455& index manifest 5 attestations (SBOM. Provenance),

2. 8% T LIISHT CRIGREXAMIRERIE, FHHREFHIRE Kubernetes £ES3HE 4.
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EESAEERES AR

## BEMIANFHEIRED
$ docker info | grep "Storage Driver"
Storage Driver: overlay2

## £ Engine v29.x A, AILUBEMTFREIIERSHET containerd HB&EIH:
$ docker info | grep "containerd image store"
containerd image store: true

12.4.5 overlay2 T{ERIE

overlay2 Z B BISEZFNFERE:

merged (GFHE)
AREINZEXHRASR

OverlayFS
upper lower2 lowerl
(BEER) (RER) (BHtR)
5 i i

e lowerdir: REMEFEERE (AIUABEZD)
e upperdir: AISHNAIEE

e workdir: OverlayFSHWT{EEZR

e merged: BXSHEHGEHIE
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XIHRETA

BR1F 18

REY MEFITEHE—MTERISH

el £ upper Rl

&ek WRTE lower B, FLEHIF upper BHEHK
i[53 £ upper B8 whiteout XEEFRIZHIER

12.4.6 EEHGE

# BEBRGHRER

$ docker history nginx:alpine
IMAGE CREATED CREATED BY
a6eb2a334a9f 2 weeks ago CMD ["nginx" "-g" "daemon off;"]

<missing> 2 weeks ago STOPSIGNAL SIGQUIT

<missing> 2 weeks ago EXPOSE map[80/tcp:{}]

<missing> 2 weeks ago ENTRYPOINT ["/docker-entrypoint.sh"]
<missing> 2 weeks ago COPY 30-tune-worker-processes.sh /docker-ent..

## BERNFHEUE

$ docker inspect nginx:alpine --format '{{json .GraphDriver.Data}}' | jq

{

"LowerDir": "/var/lib/docker/overlay2/.../diff:/var/1lib/docker/overlay2/. .

"MergedDir": "/var/lib/docker/overlay2/.../merged",
"UpperDir": "/var/lib/docker/overlay2/.../diff",
"WorkDir": "/var/lib/docker/overlay2/.../work"

12.4.7 {ELEE

ATHESR. BENSFRR, HMNEERRKESXHRSGRMERUT/LR.
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1. BDREER

## K BEHIBE—

Bl

RUN apt-get update
RUN apt-get install -y nginx
RUN rm -rf /var/lib/apt/lists/*

#it EHA—E

RUN apt-get update && \
apt-get install -y nginx && \
rm -rf /var/lib/apt/lists/*

2. BRERSBPENKELUE
AEENENERETEEEN. KEHRIENER:

o HEL (Volume)

o HEHEH (Bind Mount)
3. f#M .dockerignore
HBR AR FE2 8 HFaT L

o B/NVELETX
o BEIBTLENE
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12.5 ABEN

Docker A2 AYR

&4, Docker AT Lxc PRI IEo M 0.7 A LUGFFIAZERR LXC BYK#, EZMERBRITHA
89 libcontainer, M 1.11 FFt&, MH—F/E#H R runC # containerd,

KBAHHRA

LXC

Docker 2HARRZA (0.1-0.7) HIZMFEHA LXC fEARERIEITEY, FIA Linux Namespaces # Cgroups
SN

libcontainer

e Docker BITHAMNE2EE

o IRMTAREREO

o RERFTFHIEM Linux B2ELI
o BRUEMANE

runC

e OCI (Open Container Initiative) #R&ESZIN
o BRERNRIFIZITH
o JMITR TGN, AIEIh{ER
e HET libcontainer X BM*
containerd
Docker FFRE R 3151 THY
RET ABNZEEGARER
X5 runC MEfh OCI BAMTITHR
£ Kubernetes HF4RHEFRFFT 72EH
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BEEiRE
Docker #21%£ 5 Open Container Initiative (OCI) BI&IE, T U TENLE:

e Image Spec: AR RGEEILAE
e Runtime Spec: A2E1THIZOFE

e Distribution Spec: B2 & D AT

RTINS

M LXC = libcontainer = runC/containerd BEZIRME T LU TMHE:

L. RS aR AR

3. EfEfTdkiRE (OCl)

4. RSB A SR A B2 (FIE
5. TS M A RBITINER
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12.6 M4

Docker UM SCINESCRLEFIA T Linux EBIMLEan & T EIFI BRI & (1552 veth pair).
WHHAER T XA NE S S B RIRAE,
12.6.1 EAHE

B, BXRUMKEE, NEFBED—INKEDO WIREOsENED) RIEBIESR; 1,
MRAEFHZBEEHTERS, FTEERBEH,

Docker REYMLIZORIATM R EMIZEL, EMEONNEZ —BREAMERRS. LinuBIER
ZPBHITHIREERIREIMEIMEO Z BIESIER &, AEEONKEIEFRNBIEEREZERE
BEWEONEREEFR, HTAMAZNEBERNRAERAEZR—TNEENURN+<, IREARE
BEHIFRIMNIMKIRERRE, FEERRS,

Docker BEMEMAA T XA, CEXNMENNBRRDICER—NEDBIEO, HitTIEit
B (XA —IHEOUAME veth pair)e

12.6.2 BIEMBESE

Docker SIEE—MNARMBHE, ST TR

o BIE—MEMIZED, DAREIAMENMHESRER;
o AMFN—ImITREIFNAR docker0 SIEEMMT £, HEB—IH—RIRF, W veth65f9;
o AHE—ImMEIFAET, FHERRBFIEN eth0, XMEOREABNBRTEAIR;

o MMIHFR] AL EE P IREN— T N D AR B 2509 eth0, HECEZVARBEIFHEN <
veth65f9,

FERXEZE, BEMEIUER eth0 EPAN-RFEZREMASFMEMMNLE,

B LATE docker run BYBHZEIE - -network SERIEEResHINBELE, & 4 MNaliEE:
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® --network=bridge XM EIINE, EZEIFIABIRITo

e --network=host &if Docker FER B ENEZMFIRENGFETEFR, BIFERSHEHNEEAN
WL, LEARBERAAMENNNG, ERETENAMETIEORRNR, F2EHEA LR
FHEE root #HEE—1F A LFTHHESEERIGA, B LARIRIZAHINLEARSS L4 D-bus, ERTLALE
A —ERMBENENRENFS, LNESEN. RILERAXMERBHEEIEE/ VD,
INRH—PHIER --privileged=true, RIS AIFEIFCE EHAIMLEHER,

® - -network=container:NAME_or_ID it Docker 2B RHH BRI — N EFE B RHNMLEIE
&, MBERHEBBCHXHRS. #HIZFRMAFRG, ESHEFENEHLE IP A
IROFMERTR, MEHEZJUEEET Lo FEEOEE.

e --network=none it Docker AR BEIRBHMLE L, ERFHITNEERE, 25, AF
AL B C#1TECE,

12.6.3 MKBECENT

PR --net=none f[5, AJUBTEEMNS, BB AXFRTE—FEBHRNZHINR, BEBTX
ME*E, AILAT#E Docker FEE MR TS,

B4, Boi—1 /bin/bash 2§, I8 - -net=none BEK,

$ docker run -i -t --rm --net=none base /bin/bash
root@63f36fcO1b5f:/#

FEARMEN BB SEHZ d, HFAEIENKZHETE,

$ docker inspect -f '{{.State.Pid}}' 63f36fc01b5f
2778

$ pid=2778

$ sudo mkdir -p /var/run/netns

$ sudo ln -s /proc/$pid/ns/net /var/run/netns/$pid

HEFHEN R 1P MFRERES.

$ ip addr show docker®
21: dockero: ...
inet 172.17.0.1/16 scope global docker@®

BIE—XF “veth pair” #ZO AT B, 4F%E A ZIMHF dockero, HBHTE

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

$ sudo ip link add A type veth peer name B
$ sudo brctl addif docker® A
$ sudo ip link set A up

¥ B BB BHINKZap B =TiE], R eth0, BEhEHECE—NEA IP (FFHEMER) FEIAR X,

sudo ip link set B netns $pid

sudo ip netns exec $pid ip link set dev B name eth®

sudo ip netns exec $pid ip link set eth® up

sudo ip netns exec $pid ip addr add 172.17.0.99/16 dev eth®
sudo ip netns exec $pid ip route add default via 172.17.0.1

®H B B BB

LU E, #t2 Docker BEBE ML EAFITIE,

LURBLERG, Docker BT R2E, BasM eth0 SFEMBdp R T Bl —iCHUERR, AZEOWEBED)
M dockero E#E,

tth, FAPAILUER ip netns exec AR REIBEMEZ BB HITICE, MMECESSABIM
£,
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FEING

RERANITAT Docker WERERIL, BiFssRTE. HHRIAMBKEXHFRFA=ZRIZOZR,

AR

Namespace

Cgroups

Union FS

Namespace
PID

NET

MNT

UTsS

IPC

USER

e

—

RIRIRE

PR

DEFE

FREARE
#HiZ ID
RALE
NXHRG
FHHE
HIZENE(S

BFID
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PID. NET. MNT. UTS.
IPC. USER 7<#ens =5a]

PRI CPU. ATF. HEE 1/0.

HIZEL

overlay2 A¥EEFIRE), HF
Copy-on-Write

—a)iE A

A6 HCR#HEN
AREESH IP Mk
AEHEHCHIRER

AR EBEH hostname
#esia IPC [RES

A28 root # EEAH root
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R RIS

N7 -m

CPU #Zit# --cpus

CPU 4f%E --cpuset-cpus

& 1/0 --device-write-bps

I --pids-limit
HEfERE 5%

o P TIE: RIFMBNHIFRE

o =2 (Cgroups): ZIRPRHIHLH
o BREXHRY: NEFMHEHILIL
LZe FHRRELK

mR: ERREDE

B BREHEE

o M Dockerfile BHIBIEE

7 RSB IRREZOHEIN? DR Issue B PR,
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F+=F Fa¥mHEm

Kubernetes &2 Google KENFFRABRFHAL, EXHEMETESMBEEIER .

Kubernetes AFM AR LEAHHATRES KA, HENZ LA BISHFHAIAMEENA, M
EREFohTFE N FREmARAT,.

Kubernetes BYER/NBAE BLE Podo — 1 Pod H—HRXEMEN AR, ENHENEHGRT
B IP UIRERDTFERIR, el LIARIEFREX Pod #17iH OB,

INRIREL AT Docker, BJLAALUTXHRRIERE Kubernetes BURZOMEES: Docker Ry “B28” 3
[Z Kubernetes BY Pod (— 1M Z1NB23HI2HE) ; docker-compose.yml BIAEIEUF Kubernetes
89 peployment + Service FBH; docker run BYiHOABETFIMLEECE, 1E Kubernetes A Service
A Ingress EE, ZREXLEMETRR, BT MEN Docker FiBd EEIEE 4RHE

REE D5 T 48 Kubernetes:

sk
i AN
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13.1 &%

& 13-1 Fiis, Kubernetes {ERACFEFRERIBFRIR,

13-1: Kubernetes E#RiR

13.1.1 4= Kubernetes

Kubernetes (& 8I#7 /9 K8s) & Google R R 23w HESI1Z, WRi% Docker #ERT “W0RIFTEF
BIXEER" WA, ABA Kubernetes iR “WMEEESEEERNIAE. BITMER
BYIR) &R,

ERMUNZB—MRIARS, BER— cRENBRIERS,

BFEMK: Kubernetes ERRGEREN “BF : TR K8s 2EN kH s 2@ 8 1F
=

13.1.2 A+AEE Kubernetes
YR EBEHIBITIL B80T, Docker Compose #EI5T . BIELEFIIEH, HIEEENT:

o ZINIBE: BB/ ZIETEMENEL?

o HENRKE: BRAIGTE

o lRBARM: BRIPET, HMRSEAKEE?
o RAFIGE:. REKXT, MADKALSIEIA?
o RENEHN: AIRPETARSSFHRA?

r.—u'
o

Kubernetes SR 7 XL a) i,
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13.1.3 B0

Kubernetes B9z 02 83E Pod. Node. Deployment. Service 1 Namespace &, XEEHF ]
FMEA Kubernetes FIE L,

Pod: 3%

Kubernetes BE/NEAE Sl — Pod AJABE— ISP EEMEND S (HENEMEFME). W
BRI XENTHE—1F,

Node: =
1517 Pod BV4IIEAN S B0

Deployment: &

EXNANIERES (0. FE3MEIAE, [BEHEREN vl). K8s FREMERIANRTSHIHRENR

Service: RS
EX—4A Pod BYIHIRIREE, REFRER Cluster IP 1 DNS &R, faszfadizgf,
Namespace: @& %a]

BT ZHEPHERER.

13.1.4 Docker R 8ATE

WNRIRB LK Docker, 3 K8s &1RB5:
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Docker #E= Kubernetes Bf3

Container Pod

Volume PersistentVolume

Network Service/Ingress

Compose Deployment + Service
13.1.5 41

UL

K8s HN T —P2 Pod B3
K8s BT hEE MR FIZEA
K8s B IERLE A T

AEANEEEEZE N

Kubernetes t2:2 C/S 2243, H Control Plane (3= &) #1 Worker Node (L{ETi =) 4HA%:

e Control Plane: fa33/R%E (APl Server, Scheduler, Controller Manager, etcd)

e Worker Node: faZiF’& (Kubelet, Kube-proxy, Container Runtime)

13.1.6 FEIN
Kubernetes B SR IRFEIH, ZBINAFESIRIZ:
1. EBREAHER: Pod, Deployment, Service
2. BhFLER: EFA Minikube 3 Kind TEAS IS R 6L 8%
3. BEBNA: KE YAML BBE—PTIRERA
4. @RNRER: WMEEE, F6ENH. AERE

13.1.7 ZEEETIE

e Minikube &3 ZH#h{ALS K8s

e Kubernetes EM: BANM
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13.2 B

& 13-2 Fi7s, Kubernetes BIZHITFES TIET =M.

g 3 [ fmea HEEREAEARTT
pod '7 B AEPENERRT

; e L podegipialtiEHhs
BERS - service

' replication }7 [ podtuSalims:
. Controller |

L ~ apiserver

 master [scheduler \

[ — J [controller-manag_er-l

Kubernetes

- slave 0
~proxy |

) e
| EsEE
N FEIRGNE (
| rems '.( .......................

[

13-2: Kubernetes &SR E
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e T (Node): — MR REE—MNME1T Kubernetes Y FEA o

o A28 (Pod): — Pod WM FHETAFBAMN—TAEAE, ATEARNNETRBHEZ—11FE

% (volume),

L gﬁéﬂiﬁﬁlﬁﬂ (pod—states) @.Eﬁﬁﬁ@%%'{k/u\ @Tﬁ%%ﬁéﬂ'{k/ugéﬁg, g%%éﬂﬂi'ﬂéﬁ}%
HA, =, ER%EE, LUK replication controllers,

® Replication Controllers: FZEHFIEEEHER pod EE—BE—FEIET.

o fRSS (services): — Kubernetes fRSZSE A FATIENTRIMR, AFHEIIMEMISRIDZE
AR RER,

e % (volumes): —MNEME—1TBER, BENERIHRNR,

o 1% (labels): MMEEBANKEZ—HANRY, LLINEEH, 1A LIRARAL[MERE X
Ko

o FZIMNPR (accessing_the_api): #wHE, P MHEFACIRRIRS ASERLNI,
e web HME (ux): BFPELUET web REZE Kubernetes,

o MSITIRME (c1i): kubectl @<,
13.2.1 %8

7E Kubernetes 1, TREXRMIENS, DRAIUZEMWIHEIEN S, KRBT —MEHITR,
BT RTE—EHXENAHLUSITRSA, FEENSHAILES TS TFEmREE, vEAGEIE
kubelet. Z&23z178Y (%0 containerd g CRI-O) #0 kube-proxy; Docker REE Kubernetes i
HIEFIAE LT TR,

BDRRE
ARARTSHFER T SNYUITRES. WE, Hhas=Mz8:
EMIP

ENIPEEZFEXREIF, Kubernetes IBEENIREH—Z 0 RKREF. U0R Kubernetes :KBIEIT
EoFEEL, TR IDEMNEN, IPMUATUTY, HETUESEZSMHERY IP L, o
P, *L\EIP, oS IP, ipv6 FE,

TRRE

¥ . Pending / Running / Succeeded / Failed / unknown = Pod B9 4 @5 B HI Bt E&

(pod . status.phase) , FRTARS. TRAEASEE Terninated K.
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TRIPRSEZ—HFH (Conditions) KR, FEFMHEHE Ready (kubelet 25 H AT LAEUL
Pod). MemoryPressure (RNTEFRE). DiskPressure (Tﬂ"s}TE) 0 pipPressure (HIEHUT %)
%, Hrp Ready ZHRAKE: BN True %ﬁ%)ﬁﬁ@ﬂﬁﬁ, False RAT RS , Unknown 3R
T REG 2B —ENEREEI OB AT unknown BRI BINT R, H_EM Pod S IKZE
SHEEEEMT

TREHR

T RFIE Kubernetes 812, MEHzTFAtIE, HEMESWIENZE. BV, 7E Kubernetes H,
TEMIES—FKIER, THERIE2ZE, Kubernetes M BHIERTTH. AILUET kubect L BET =

=W

$ kubectl get nodes

NAME STATUS ROLES AGE VERSION
control-plane Ready control-plane 10d v1.36.0
worker-1 Ready <none> 106d v1.36.0
worker-2 Ready <none> 16d v1.36.0

BT RRFAE R U TSR

apiVersion: vi
kind: Node
metadata:
name: worker-1
labels:
kubernetes.io/os: linux
status:
capacity:
cpu: "4"
memory: 8Gi
conditions:
- type: Ready
status: "True"

T RiTh2s
7 Kubernetes I EF, T=izhI2E (Node Controller) A EBIEBETSNEMER, FTEQS:

o KEEERNT RINSRET
o BTREMEMERE

TRIEFHBIFEEETRNEERS. dNREANREEN, ERISSSFF—MENER, A5
Rz = EBY Pod FRIEAKRI, HERREFHEE. SILUER kubect 1 REET R, FIUIIRETRA
AERERHE T R LT ERE:

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

## ST RATEEE
$ kubectl cordon worker-1

## HIETRLER Pod
$ kubectl drain worker-1 --ignore-daemonsets

13.2.2 834

7£ Kubernetes 1, FANR/NMNAERAER24H (Pod), EE20E. AE. BB/ NEM, —
Pod 28— 1 HZMNEEMENEEE, SIIHEMEHGRTEFFES,

Pod BEASWEIZNE, MEET Deployment FiITHIBKEIER, YT KEWERN, THIBS
EHEHMT BT R LEHFHEIE Pod,

BRAIGTRIHIR

A254 (Pod) RYILIT E BRI T #RRN A B £ B MEN ZRHZ 9],
HRHENERS

AT EENTHERAZENEN ZENERS.

T ARAT, FEMEABBNMEUNED, FJLOBIAMMNEREERE. 81584
EBMIIRY IP, AJAEEWERMNEMYIEENNESIZBIE.

ARBE—HEFME (HHR), TERNTUBRREERZEAIUAERKE.
AeRfEE
AHRAR—TNAEENNENSERHR, R —ARTRIED, BEHARIE. KFHRLE
BB/ NEB AL,

ARENGER

R LIRS HGKNRERNNA, HENERRNES:

o AAREE, XHMBUBENHURSHEFEES.

o AEMNEREMD, E£4%, REF.

o WBIFHET, RIxAE, ASMEENRE, HELRHF.

o IE, KT

o ITHlgE, BIE, EEUKEMN
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A AFE—IBREBETSNMERF
L ZERE: N7 REERATFNER[FRIT—BOEMIKEMNARS, LiN#EREENRRGE.
2. ERIRH . S A SREA I E RN LR,
3. AEfER: BRARIETTRIINEFEE, BFRBEBOETNAREFINERERE.
4. 5% ZBRIIEMIRMAESHNIRE, SHRLNEREN.
BERANERRE

BIEETIREIE: Pending. Running. Succeeded. Faileds

RE BiEA
_ Pod B#&ERIZER, BE— RIS BREE
Pending — - PRSP
BiziTiek (FIRETEHIEURKR) .
) Pod EIAERIT R, HEMBEAHIER
Running _ Y
&l EVE—TBBATIBITRS.
Pod FHIFIERRIMERRL, BFASWKE
Succeeded
Bo
) Pod FRVFIE BRI ELXLE, BEDE—IE
Failed

2R IARMCRZSR Ho

ARAEEHARSERERR

Pod WEZ M (restartPolicy) RE T AesiBHERITH:

ERRE AREFRH ARRHEREH
Always (ZRiA) ERBH ERAE
OnFailure REF EF=F:
Never rER ==

HTRRPENARNAR, T REHSRSRZT S LA Pod BURESHIRIEA Failed, SASRIXLE Pod B
Deployment FiTHlFEE, ITHIBS =BT EMT R EEMEIE,
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13.2.3 Deployment 5 ReplicaSet

Deployment REETLTRESNANEEL, E

517,

apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.28
ports:

- containerPort: 80

Deployment B9iZ 0 \EE 1 BLIE

iZ ReplicaSet SRFARIEELEM Pod BIAIALEIE

o BHIXER. MRIBABIEEHER Pod 7EIETT
o RuhEH. BHEMIBARZ Pod, KIMEBEHIERE
o [EIR: WNRHhRAHILEGE, A LAREEIRE]Z AIHIRRZS

B2 H§ Kubernetes f B Replication Controller (RC) 3k & B &l & , I B ®

ReplicaSet/Deployment Xt

13.2.4 StatefulSet

Deployment @& EIRSRF, 1 StatefulSet B FEEERENA (WNHIEE. EHENTD. 5
Deployment R[F, StatefulSet A& Pod 1RERREHIMEIRRFIFA LEE,
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apiVersion: apps/vi
kind: StatefulSet
metadata:
name: mysql
spec:
serviceName: mysql
replicas: 3
selector:
matchLabels:
app: mysql
template:
metadata:
labels:

app: mysql

spec:
containers:

- name: mysql
image: mysql:8.4
volumeMounts:

- name: data
mountPath: /var/1lib/mysql
volumeClaimTemplates:
- metadata:
name: data
spec:

accessModes: ["ReadWriteOnce"]

resources:
requests:

storage: 10Gi

StatefulSet BUAZCMFIE :

o BEMMLZIFIA: Pod BFFZIAFEARS (mysql-0, mysql-1, mysql-2),, B2& Headless
Service 2RI FUNEY DNS 2 #R

o BEFHESHBR:. Pod ZESINFRIE, WEEMHIER
o IFEATENE: BT volumeClaimTemplates AE Pod BEhtliEIRIzAY PVC
13.2.5 DaemonSet

DaemonSet HREEHNEIN TR (FEETR) LiBT—1 Pod BIZA, HERESERER
&, BEAENMKIES,
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apiVersion: apps/vi
kind: DaemonSet
metadata:
name: fluentd
spec:
selector:
matchLabels:
app: fluentd
template:
metadata:
labels:

app: fluentd

spec:
containers:

- name: fluentd
image: fluent/fluentd:v1.17
volumeMounts:

- name: varlog
mountPath: /var/log
volumes:

- name: varlog
hostPath:

path: /var/log

LI T RIMAEERET, DaemonSet ZEEIEXT R EEVE Pod; ST RBERET, IVAY Pod
= EIU

13.2.6 Job 5 CronJob

Job AFBEIT—RI%EMES, MWIRIEEIER Pod FXTh5er/EERNEH,. CronJob MI#EHE cron &iA
VB At EIE Job,

apiVersion: batch/vi
kind: Job
metadata:

name: data-migration

spec:
completions: 1
template:
spec:
containers:

- name: migrate
image: myapp/migrate:latest
command: ["python", "migrate.py"]
restartPolicy: Never
backoffLimit: 3
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apiVersion: batch/vi
kind: CronJob
metadata:
name: daily-backup
spec:
schedule: "0 2 * * *"
jobTemplate:
spec:
template:
spec:
containers:
- name: backup
image: myapp/backup:latest
restartPolicy: OnFailure

Job MY backoffLimit &K E IR A EK, completions IEEZEEKINTEM Y Pod $12, CronJob
ERATFEREGR. RRERFHS.

13.2.7 IR

AR35 (Service) EX T —4H Pod BUZiEESMIAINRKEE, BT Pod B9 IP it @ah& 52 AZEY, Service
RET — M REMIFEAD,

apivVersion: vi
kind: Service
metadata:
name: nginx-service
spec:
selector:
app: nginx
ports:
- port: 80
targetPort: 80
type: ClusterIP

= LAY Service ZHY:

Eo3it] ]
ClusterIP FRINZEEY, (NEBFAEPAIIAIA])
EEIHREAREEIRDO, EEEIMfeEE
NodePort .
AP0 510
LoadBalancer B EFamhEYtssRmEZ RS
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13.2.8%

% (Volume) 9 Pod HR AR HIFA (LTF(E. Kubernetes St &350

BRE HiRA

emptyDir IEBS7ZfE, Pod MIBREEIEEL
hostPath EHTR ENXAEER
PersistentVolumeClaim ERFAEER, SKEFEFER
configMap / secret RECE RSB R A X

HFIRIER, #EEFEA PersistentVolume (PV) #1 PersistentVolumeClaim (PVC) SR EIR1E(E, I
EFEERSERE R,

13.2.9 I5%

FR&E (Label) @M N El Kubernetes W R LB EN, BFHAMEEFIRFE. ER
Kubernetes S INAAFR S BY K BENLHo

## A Pod FRIIARE
$ kubectl label pod my-pod env=production

## BEIREIEEREN
$ kubectl get pods -1 env=production

Service. Deployment FZHRIREBBETITZ LIRSS (selector) KXKEXEHR Pod,
13.2.10 API ifinlfl

Kubernetes API B9/ [a)i@id = N ER 1Tl -

1. JAJE (Authentication): IIEERENS D (WIEF. Token. OIDC)
2. X (Authorization): ¥|BTERE RS ENRHITIRIE (BEEHE RBAC)
3. JEIZH (Admission Control): EiEREIFA M Z B HFITIRIG T EEL
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13.2.11 Dashboard

Kubernetes Dashboard 82— 1&EF Web WA RE, AFHERRWNA.
A&, Dashboard BYZRE %1% M EZEE Dashboard &7,

13.2.12 ip$1TIT A kubectl
kubectl =& Kubernetes Wn$1TT R, BTFS5&EHH#ITRE, EHGIUT:

#t BEEHTHNARIR
$ kubectl get pods,deployments, services, nodes

## BIERR
$ kubectl apply -f deployment.yaml

## BF Pod BHE
$ kubectl logs my-pod

## HEAN Pod HITEHS
$ kubectl exec -it my-pod -- /bin/sh

## BERFIFS
$ kubectl describe pod my-pod

B % kubectl 1#2F1¥ I kubectl G52 1TE T,
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13.3 ZRf9igit

EARNFHRBEHEAFRFHEREILIT. ANTRENA Kubernetes EZRMW S EIKITE IS,

13.3.1 Ef&EE
MELRNTECMLIEH—ERREET S, BT/ M E2ERERERN:
o NIRTEEM, (RIEY B

o BIBERRWINEITE + MIESHRNETER;

o —EXEEERS, BEMNBEZOEIIWANESL;

o —EWNBRNRESHITHR HA WES,

13.3.2 iz{TREE

WNE 13-3 Fis, ZBRE R T Kubernetes BT TIRIE,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

£

Firewall
kubectl (user commands)

Node A

v
kubelet Eﬂ
i\ii\\\
‘ \L \ docker

Pod

o
conainer o II

A4

authorization
authentication

v

schedulin REST
9 —>» (pods, services, =<

actuator
rep. controllers)

Distributed
Watchable
Scheduler replication controller Storage
Scheduter (implemented via etcd)
Node

Master components
Colocated, or spread across machines, Kubelet Proxy
as dictated by cluster size. ubelef

docker
Y

Pod Pod

conamer o II

Pod

1|

APIs

cAdvisor

L

Pod

—1 |

cAdvisor

L

13-3: Kubernetes iz{TRIEE]

A0, Kubernetes BftR—ENHMNRES, HEITTRAK, TRAAME: —RKBETEEFE
MET S /55T 5 (Master Node); —2(2ETETFEMNIETS (WorkerNode)o

B, EROTESEHRIARTAEMT, TSRS EMNRIEE DM HRE
.

MZIKE £, FZERERIM Kubernetes X FiEHIFEBDHINKI, ERHETHIERKE S
T—ENHIREIERE Etcd, EULRIUREZT BREIDHILI.

13.3.3 FHIFE

=% m (Control Plane) 2 Kubernetes S£8#HY KK, AR EBRER (WNAE) AR MFD 06 &2
EBEN,
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EFHRRS
FHR EEBRHENTHNEIRRS:
e apiserver BENRFANXIMED, RMH—F RESTful BY Kubernetes API, B FIRHIETH
AR,
o scheduler TN HBRHITHEE, PEE pod HEIMT SR E, Zpluggable sy, EHRERE
SEEHEEIMAR;
e controller-manager AR EIEITHIZS, B¥E endpoint-controller (RIFTARSF pod BIXKEXE
B) M replication-controller (43R E pod WEFI AECERIEE),

Etcd

X8 Etcd BMENEIERIR, XIFAHEERIEIH

@ Eted REFFEFAIBMNET R LARSER, RESEUENTRNSHRAY E.
AR B TR MU Etcd RRVEMETURRGERN, HERSENEHNEUERFITHER VR,

13.3.4 THETR

e kubelet 2 TETI mHITIRIERY agent, ATREAMRNBREMFREE, RIEMBIEEHIRIB
SEKREEALE, HLIR pod BITIRESF;

e kube-proxy @—MEEAIMLLIHRKIE, FRtEE— Load Balancer, ERAFFHRIZIED
ARSSAIER B AL TIE T = £ Pod (R—R47%).
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port: 9376 port: 9376 port: 9376

Backend Pod 1| |Backend Pod 2| |Backend Pod 3
labels: app=MyApp labels: app=MyApp labels: app=MyApp

apiserver

5) proxy to a backend

1) watch Services

and Endpoints kube - proxy

2) open proxy port
and set portal rules

4) redirect to (random)
proxy port

iptables

3) connect to 10.0.0.1:1234

Client

13-4: kube-proxy IEKREZATEE
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13.4 E443H

£127 Kubernetes F9#Z IOV (Pod, Service, Deployment) f5, HMEETHREZSRFELL
MEBEFRN B,

13.4.1Helm - 8B TH

Helm ##7 5 Kubernetes B9 E 1228 (2T Linux B9 apt/yum), ©¥F—4H Kubernetes FIRE X
X 48 H— Chart,

o REWM: helm install my-release bitnami/mysql
o RAEE: BMEIRNANEFRD.
o BRIRIL: R ERNNANESIERE,

13.4.2 Gateway API 5 Ingress

Service BAAIRM T 719%, (B@FEZE 42 (TCP/UDP), &EBEE 7 /2 (HTTP/HTTPS) IREIRESIR

Gateway APl (7%)

EE . Kubernetes t X # ZF ff B Gateway APl fE A i — K A= E BN &, R
kubernetes/ingress-nginx B BF 2026 & 3 AiRZFILLER, FBEVRZESEH.

Gateway APl &F CRD I, 1RET L Ingress Esa KR EMIREEIE/ES:

GatewayClass: EXMXELI (M IngressClass) o
Gateway: EXWEWRIHOMMY (REMIGIHEFPAEIE).
HTTPRoute: EX HTTP EREAMN (FHNABEAER),
RRSE: Bilig. SEEENNATAESESNER.
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apiVersion: gateway.networking.k8s.io/v1
kind: HTTPRoute
metadata:
name: my-route
spec:
parentRefs:
- name: my-gateway
hostnames:
- "api.example.com"
rules:
- matches:
- path:
type: PathPrefix
value: /api
backendRefs:
- name: api-svc
port: 80

% DLEY Gateway API SEEIE Envoy Gateway. Istio. Cilium. Traefik. Kong %,

Ingress (f¥475%)

Ingress ZRINAIIER A, BEINFIE H#ZX A Gateway APl, B% Ingress ECERIRFZ DT
#%.

o HEMH: EF Host HIFERERTREIRS
o BR{ZERE: ET Path HIERK XK.
o SSL/TLS: SHEMEIEH,

13.4.3 Persistent Volume 5 StorageClass

BaABXHZIEEE. NTERSNA (NHEE), FER/ANFE.

e PVC (Persistent Volume Claim): AP BIEFMENAEER,
e PV (Persistent Volume): SCIREVTFAEZRIR (NFS, AWS EBS, Ceph ).
e StorageClass: EMXFEE, ZHREHSEIE PV,

e VolumeAttributesClass: Kubernetes 1.34 #2 GA, BF1E CSI IREhZHF Modifyvolume BYEf
SHEBEREM, fINMESEETRSFESH.

13.4.4 Horizontal Pod Autoscaling

HPA 1R#E CPU FI AR EMIER (WIMNTF. BE XIEtT) B 48 Deployment 5% ReplicaSet Ay
Pod %&%o
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apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: php-apache
spec:
scaleTargetRef:
apivVersion: apps/vi
kind: Deployment
name: php-apache
minReplicas: 1
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 50

13.4.5 ConfigMap 5 Secret

e ConfigMap: FEIFNZEREELIE BELEXH. IFRTE),
o Secret: FHENZEEIE (S, Token. IEP). Secret EERIARE Baseb4 fRIZHEN etcd;
A IMEN 2B A eted BSINZRE, KMS,

BEREESREDE, RIET FEHABEN,

13.4.6 Pod Security Standards

3 PodSecurityPolicy (PSP) B7E Kubernetes 1.25 5225,

Kubernetes f£ F§ Pod Security Standards E X =& 2% 5], BEHNEMB Pod Security
Admission = HI237Edn & T EIKSIHIT:

e Privileged: AZ[RHI, EATRALMEM G TIERE,
e Baseline: BALEERBEINPRIRF, EHATFTARZSEHITIERH,
e Restricted: ™#&[RHl, EfE Pod E&MNE&ELE,

apiVersion: vi
kind: Namespace
metadata:
name: my-app
labels:
pod-security.kubernetes.io/enforce: baseline
pod-security.kubernetes.io/warn: restricted
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13.4.7 Sidecar Containers

Kubernetes 1.33 i€ Sidecar Containers # N\ GA, Efi13@id initContainers F¥ restartPolicy:
Always BIAESRIEX, BERE init container WEDNIARE, XaEFRBEMABRAFSEET. WT
HEHIAEERIFEGNTR, NEERAEEZAL Pods
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13.5 S54RS)

FEFBEI—PMEEFNZEG: SBE— Nginx Wis, HAHEEE Service M Ingress, REBIXFIEF
FBYHIIR,

13.5.1 B#5

1. #3Z—> Nginx Deployment,
2. BJFE— Service BE Nginx.

3. (AI3i%) 182 Ingress iA1aARS -

13.5.2 58 1: 8l Deployment
tIE—IR2A nginx-deployment.yaml B

apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-deployment
labels:
app: nginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx:1.28
ports:

- containerPort: 80

NAEE:

kubectl apply -f nginx-deployment.yaml

13.5.3 & 2: BIE Service

gliE—1NE A nginx-service.yaml IS fHF:
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apivVersion: vi
kind: Service
metadata:

name: nginx-service
spec:

selector:

app: nginx

ports:

- protocol: TCP
port: 80
targetPort: 80

type: NodePort # {#F NodePort J5f@zsithillix

NREE:

kubectl apply -f nginx-service.yaml

BEENERIRA:

kubectl get svc nginx-service
SN IR OE 80:30080/TCP, TREILUE http://<NodeIP>:30080 JiiA] Nginxo

13.5.4 B 3. BIRRIEHR
ﬁ%E&nginx—deployment.yaml, 1§§%ﬁ?m§ﬂiaﬁ?9nginx:1.28—a1pineo

kubectl apply -f nginx-deployment.yaml

MEEFIIE

kubectl rollout status deployment/nginx-deployment

13.5.5 5% 4. FERAR
SIERE, TEEERR:

kubectl delete -f nginx-service.yaml
kubectl delete -f nginx-deployment.yaml
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BE/NE

Kubernetes 2RI EMPBRFAFT S, HERAEERIEMEEN API HANIRE RN AR
7 IX SRRt

o IIZE Kubernetes: #&% Kubernetes 58
e FEtcd: Kubernetes RS HNTERE
o EETLI: BB ARE

B Ex
Pod m/NEAER, B8 —HHEMEMEFEFENE
o

a5

BETIRSN AN Pod BIAE, ZIFRIEH
Deployment .

FER

EEAERSNA, RHRTENMEITIRFRIA
StatefulSet X

(&R

WBERENTRIE{T—1 Pod Bl&, EAFH
DaemonSet + e
Job/CronJob BIT—RMSRENES, BRESHINTR
Service 73 Pod 1R{HAZEBIMLE A RN D F0 fa Fid5
Namespace RFRBENZHEP T
ConfigMap/Secret LB S8RIEENEIE

1517 APl Server. Scheduler. Controller
Master T2

Manager
Worker iR 1517 kubelet. kube-proxy A1 & 281z17HY

SEfERF 5
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7 EIEIRREBOHEIN? WODIERT Issue B PR,
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$+-P/gE Z=E Kubernetes

B, Kubernetes ZEZMMIFIETER, 14 EHN (Ubuntu. Debian. CentOS. Fedora
%), zlks Bz, FEE. BEESE).

fRETLAER LU LM S TUERE Kubernetes, # FREVNTHEXWEMAIVETIFANTR,

{#H kubeadm ZBZE (CRI {#H containerd)

o Kubernetes 832 CRI-O &R/ & CRI BYiz1THY; ZsX LA containerd AE %,

e {FH kubeadm EFE (f&5/ Docker)
e 7f Docker Desktop {6

e Kind - Kubernetes IN Docker
o K3s-24% Kubernetes

o —4WEBE Kubernetes &%
e Zf=E Dashboard

e Kubernetes 5517 kubectl

BRT ERBI, BWEFHEREERTELNSNETAERSXE:

e KubeKey: KubeSphere #t1XFERIERZPE TR (CNCFIAE), ZHF—FKinSMNEVIZER
SRl SR, WEXN containerd #1% Linux X1ThREVERS, EEEBEREFEEBENEL
Kubernetes BIEZIPA-

e RKE2: SUSE Rancher tH@mBIZ2MER! Kubernetes £17hk, ERIAB CIS EESH.
SELinux Z3Ff0 etcd BEpiRER, EEMNREHITEREKRNEIIZR,
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14.1 /€84 kubeadm £ Kubernetes

kubeadm ¥ 7T kubeadm init LAKZ kubeadm join X NS, {ENIRESIEE Kubernetes EEEFNE
AITE,

hRZsi%BE: Kubernetes IRAEFIXIR (Y5 4 NA—1hRAE), AXIEETF Kubernetes 1.36 47
5, BB EMBEAMIREIEL Kubernetes E7 kubeadm 44 # containerd EA XY 79

8

14.1.1 &% containerd
SE L% Docker — 550 apt/yum iR, ZEHRITINTH<,

# debian %
$ sudo apt install containerd.io
# rhel &

$ sudo yum install containerd.io

14.1.2 fig& containerd

FTEMBINEREXH, ARRIFES kubeadm FBXBIKEBL

$ sudo mkdir -p /etc/containerd
$ containerd config default | sudo tee /etc/containerd/config.toml > /dev/null

$TFF /etc/containerd/config. toml, HIA runc EIN{HEH systemd cgroup JXzEh:

# containerd 2.x (HBIZAIARRZS)
[plugins."io.containerd.cri.vl.runtime".containerd.runtimes.runc.options]
SystemdCgroup = true

# containerd 1.x (IBhRA) ERALUTEE, 2.x RSB
# [plugins."io.containerd.grpc.vl.cri".containerd.runtimes.runc.options]

# SystemdCgroup = true
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&7 containerd config default ERNEARES BB HERANIERERR. WRIMRE
FHBIZ containerd 2.x, BCEH VGG LL io. containerd.cri.vi. runtime FF3k; WIRNBE

fH 1.x, M7 io.containerd.grpc.vi.crio

RINEEERENEHTEARBER I UFRFFAE, BM5EREER containerd:

$ sudo systemctl restart containerd

14.1.3 &3 kubelet. kubeadm. kubectl. cri-tools. kubernetes-cni

HFEAS OISR EREUTRRAGE:

3

Ubuntu/Debian

$ K8S_MINOR="v1.36"

@

sudo apt-get update
sudo apt-get install -y ca-certificates curl gpg

©»

sudo install -m 0755 -d /etc/apt/keyrings

curl -fsSL "https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/deb/Release.key" | sudo gpg --dearmor -
/etc/apt/keyrings/kubernetes-apt-keyring.gpg

sudo chmod a+r /etc/apt/keyrings/kubernetes-apt-keyring.gpg

® O ¥ &+

$ echo "deb [signed-by=/etc/apt/keyrings/kubernetes-apt-keyring.gpg] https://pkgs.k8s.io/core:/stabl
e:/${K8S_MINOR}/deb/ /" | sudo tee /etc/apt/sources.list.d/kubernetes.list > /dev/null

$ sudo apt-get update
$ sudo apt-get install -y kubelet kubeadm kubectl cri-tools kubernetes-cni

$ sudo apt-mark hold kubelet kubeadm kubectl

CentOS/Fedora

$ K8S_MINOR="v1.36"

$ cat <<EOF | sudo tee /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/

enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/repodata/repomd.xml.key
EOF

$ sudo yum install -y kubelet kubeadm kubectl cri-tools kubernetes-cni
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14.1.4 B ARBNEITEE
I PIZARIR

$ cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
overlay

br_netfilter

EOF

$ sudo modprobe overlay
$ sudo modprobe br_netfilter

cgroup v2 ER: %M

Kubernetes v1.36 BRIAERTI = fEFH cgroup v2, kubelet 7£ cgroup vl T2 EBRIASIEL RN, B
BIER AT kubelet EBEHIZE failcgroupvl: false 3RF]A cgroupvl (NBNBTFERB RS
TEH) . WIET REEZHF cgroup v2:

$ mount | grep cgroup2

MRHHEE S cgroup2, MAREFKEBEZHF cgroup v2, MFMEMFEA cgroup vl MRS (WEIBHY
RHEL8), EINARANZNEMNHRREE LB cgroup v2,

BH swap: %M
kubelet BRIAEREEF swap, BN AIGESRYBHERMET ST EMNER.

$ sudo swapoff -a

# WNERAEZER, AJfE /etc/fstab HFRE swap MRAT

$ cat <<EOF | sudo tee /etc/sysctl.d/99-kubernetes-cri.conf

net.bridge.bridge-nf-call-iptables =1
net.ipv4.ip_forward =1
net.bridge.bridge-nf-call-ip6tables = 1
EOF

# NFAERE

$ sysctl --system

14.1.5 EdE kubelet

ATk kubelet IEHHIETT, FAIFENHAIT LELENEE,
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{EB kubelet.service (AJ3%&: IPVS &)

FE: kube-proxy B9 IPVS {2 B 7 Kubernetes 1.35 FiEiRIZ NFA; Kubernetes 1.36 314
MEEFIAEFEER, HEFTEE nftables, FEPENFEABAIAR iptables I3 nftables
3 (Kubernetes 1.33+#3%E)., AT IPVS BEEENEIBIFESZE,

/etc/systemd/system/kubelet.service.d/10-proxy-ipvs.conf EANULTARAR

# BA ipvs BXAZER (BFH, BIIHBE nftables)
[Service]

ExecStartPre=-/sbin/modprobe ip_vs
ExecStartPre=-/sbin/modprobe ip_vs_rr

ExecStartPre=-/sbin/modprobe ip_vs_wrr
ExecStartPre=-/sbin/modprobe ip_vs_sh

MITUT LN AEE,

$ sudo systemctl daemon-reload

14.1.6 SpE
REFBBTRG, FKITED 37T Master T 550 Worker 15 &5 _E# 1 TERE121E,
master

$ sudo systemctl enable containerd

$ sudo systemctl start containerd

$ sudo kubeadm init \
--image-repository registry.cn-hangzhou.aliyuncs.com/google_containers \
--pod-network-cidr 10.244.0.0/16 \

--cri-socket unix:///run/containerd/containerd.sock \
--v 5

e __pod-network-cidr 10.244.0.0/16 5G4 CNI {EHEX, XELL flannel Affl, BEE:
ERE H IR I LRI E UL B4

& kubeadm FIQKRIKN, NMIZIRNEEHREAKHI. RNIZEEK. swap RETHECE., SLRIFIEHTS
R, JZKRBHRIFFBOUESNENIKE, FBINER --ignore-preflight-

errors=allo
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BT

[addons] Applied essential addon: CoreDNS

11116 12:35:13.270407 86677 request.go:538] Throttling request took 181.409184ms, request: POST:ht
tps://<CONTROL_PLANE_HOST>:6443/api/v1l/namespaces/kube-system/serviceaccounts

11116 12:35:13.470292 86677 request.go:538] Throttling request took 186.088112ms, request: POST:ht
tps://<CONTROL_PLANE_HOST>:6443/api/vl/namespaces/kube-system/configmaps

[addons] Applied essential addon: kube-proxy

Your Kubernetes control-plane has initialized successfully!

To start using your cluster, you need to run the following as a regular user:
mkdir -p $HOME/.kube
sudo cp -1 /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config

You should now deploy a pod network to the cluster.

Run "kubectl apply -f [podnetwork].yaml" with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/

Then you can join any number of worker nodes by running the following on each as root:

kubeadm join <CONTROL_PLANE_HOST>:6443 --token <TOKEN> \
--discovery-token-ca-cert-hash sha256:<DISCOVERY_TOKEN_CA_CERT_HASH>

node TS

TSN EE BB /NTUAND R, REEEL kubeleto 1RIBIRT, MAZIEE

$ systemctl enable containerd

$ systemctl start containerd

$ kubeadm join <CONTROL_PLANE_HOST>:6443 \

--token <TOKEN> \
--discovery-token-ca-cert-hash sha256:<DISCOVERY_TOKEN_CA_CERT_HASH> \
--cri-socket unix:///run/containerd/containerd.sock

H A <CONTROL_PLANE_HOST>. <TOKEN> #l1 <DISCOVERY_TOKEN_CA CERT HASH> WM {E IR B = B
kubeadm init Hith, A~EERHRFHE

14.1.7 EERS

FRERSEE, B crictl EESMLIREITHRSR. XERSAMON=(: ETHRKRS. T
FN RIRSHHEERS.

CONTAINER_RUNTIME_ENDPOINT=unix:///run/containerd/containerd.sock crictl ps -a
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EFTRERS

® apiserver BB MRFNFIMED, Rt RESTIul FXMEFIRMEEAGER;
* scheduler AW RRHAITIHE, DEED pod BRI TR L;

e controller-manager AR BIRITHI2E, BIE endpoint-controller (RIFTARS 1 pod BIXKEX(E
£) # replication-controller (43P E pod HIEFI RECEEE).

THETRIRS

* proxy /J pod ERIARSSIRMIARIAIFIR,
HERS

o Etcd BFFEIRSHIEEEIER;

14.1.8 (€
¥ /etc/kubernetes/admin.conf EFIZE ~/. kube/config
1T $ kubectl get all -ABEERBEINARS

HFAREFZE CNI #EH, CoreDNS RIEE BN, WEIER Kubernetes, 158 ER4ET,

14.1.9 &B=E CNI

XE LA flannel ABIFHITNA.
flannel
¥0%&E podCIDRI&E

$ kubectl get node -o yaml | grep CIDR
# M

podCIDR: 10.244.0.0/16
podCIDRs:

# X T ve.28.4 RRfl; REFIIFEE releases TIEIXE H AT

# B0 https://github.com/flannel-io/flannel/releases

$ kubectl apply -f https://raw.githubusercontent.com/flannel-io/flannel/v0.28.4/Documentation/kube-f
lannel.yml
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14.1.10 master T RERIAREEZTT pod

YNRA kubeadm BE—PMRTREEE, MIAMBER TLEER, BRITUT S HEERIRS

$ kubectl taint nodes --all node-role.kubernetes.io/control-plane-
# WIBkASEERA master taint

# $ kubectl taint nodes --all node-role.kubernetes.io/master-

# MERINME

# $ kubectl taint nodes NODE_NAME node-role.kubernetes.io/control-plane=true:NoSchedule
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14.2 {58 kubeadm ZPE Kubernetes:
Docker

kubeadm 32T kubeadm init LA kubeadm join XS, ENIRIREIEZE Kubernetes EEFHER
(ESTMSN

hRZASIHER: ZASHYETF Kubernetes v1.36 485, Kubernetes fRAEFHIRIR (9% 4 NB—1N
PRZS) , RIS =S T AR (U0 cri-dockerd. flannel) ARG, ERIELPREREH
FUFIRA, BERBENREMBRESIMNEIEL Kubernetes B77 1S JA,

)\ 38F7URR: Docker 5 Kubernetes BRI AR

B Kubernetes v1.24 #2, RNEH dockershim A BEWIERX IR, XELKE Kubernetes 7B &
Docker Engine fEARARENESREITE . 2SR Docker MARMRAMIDE. EEEFEGRIMLE
Iﬂ’ 1EE EZ:EEEE kubelet E’\J?ﬁ*f@ﬁﬁ?iﬁlﬁo

A, BIEE ZEEHEZSZEREERTH (£EH _kubeadm ZE Kubernetes (CRI &
containerd)) EAFENIBERLL,

AXHERE, TERATHEWELEIPFIFHRT RIS NRRHDIDIERFE Kubernetes S£8$H
4x42{FEF Docker Engine fEARBIETTRY, RANIERE CRI BHE], FINHBHEEEF=ZFRA
/2 cri-dockerd, [EBITESRERFOH4IFE - -cri-socket EEELAR,

14.2.1 &% Docker

HEZ LR Docker — &3 Docker,

14.2.2 REHEE cri-dockerd

HF Kubernetes v1.24 P& T WE&HM dockershim, EEZNINLE cri-dockerd £/ Docker 5
kubelet Z (8] CRI (Container Runtime Interface) &R,
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Ubuntu/Debian

H* H*

®» B BH B

$

=% cri-dockerd
R T ve.4.3 AR, REFITEERl releases DUEIZN HRIARAMRIE
20 https://github.com/Mirantis/cri-dockerd/releases

cd /tmp

wget https://github.com/Mirantis/cri-dockerd/releases/download/v0.4.3/cri-dockerd-0.4.3.amd64.tgz
tar xzvf cri-dockerd-0.4.3.amd64.tgz

sudo mv cri-dockerd/cri-dockerd /usr/local/bin/

THHLZE systemd service Xf§

wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.se

rvice

$

wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.so

cket

$
$

sed -i -e 's,/usr/bin/cri-dockerd, /usr/local/bin/cri-dockerd,' cri-docker.service
sudo mv cri-docker.service cri-docker.socket /etc/systemd/system/

B0 cri-dockerd
sudo systemctl daemon-reload

sudo systemctl enable cri-docker
sudo systemctl start cri-docker

iR L

sudo /usr/local/bin/cri-dockerd --version

CentOS/Fedora

H* H*

®» B B B

$

=% cri-dockerd
AR LT ve.4.3 ARl RERNEE releases TEIZKHRIRASFRILE
20 https://github.com/Mirantis/cri-dockerd/releases

cd /tmp

wget https://github.com/Mirantis/cri-dockerd/releases/download/v0.4.3/cri-dockerd-0.4.3.amd64.tgz
tar xzvf cri-dockerd-0.4.3.amd64.tgz

sudo mv cri-dockerd/cri-dockerd /usr/local/bin/

THHLE systemd service Xf§F

wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.se

rvice

$

wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.so

cket

$
$

©*»

sed -i -e 's,/usr/bin/cri-dockerd, /usr/local/bin/cri-dockerd,' cri-docker.service
sudo mv cri-docker.service cri-docker.socket /etc/systemd/system/

B cri-dockerd
sudo systemctl daemon-reload

sudo systemctl enable cri-docker
sudo systemctl start cri-docker
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14.2.3 3 kubelet. kubeadm. kubectl

HFEAS OISR EREUTRRAGE:

3

Ubuntu/Debian

$ K8S_MINOR="v1.36"

@

sudo apt-get update
sudo apt-get install -y ca-certificates curl gpg

©*

sudo install -m 0755 -d /etc/apt/keyrings

curl -fsSL "https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/deb/Release.key" | sudo gpg --dearmor -
/etc/apt/keyrings/kubernetes-apt-keyring.gpg

sudo chmod a+r /etc/apt/keyrings/kubernetes-apt-keyring.gpg

® O ¥ &+

$ echo "deb [signed-by=/etc/apt/keyrings/kubernetes-apt-keyring.gpg] https://pkgs.k8s.io/core:/stabl
e:/${K8S_MINOR}/deb/ /" | sudo tee /etc/apt/sources.list.d/kubernetes.list > /dev/null

$ sudo apt-get update
$ sudo apt-get install -y kubelet kubeadm kubectl

$ sudo apt-mark hold kubelet kubeadm kubectl

CentOS/Fedora

$ K8S_MINOR="v1.36"

$ cat <<EOF | sudo tee /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/

enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/repodata/repomd.xml.key
EOF

$ sudo yum install -y kubelet kubeadm kubectl

14.2.4 BRI TSR
cgroup v2 E3R: %I

Kubernetes v1.36 BRIAERTI R fEA cgroup v2, kubelet 7£ cgroup vl B R EBRIARIEL RSN, B
B R B LUTE kubelet EEEHIZE failcgroupvi: false EKFEZA cgroupvl (REMNATFEERSK
WEH) . W REEHF cgroup v2:

$ mount | grep cgroup2
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MNBHEES cogroup2, MAREFKEZHF cgroup v2, W FIHEMER cgroup v RS (MNKIEH
RHEL 8), BINHALNZIEMAAEE S cgroup v2.

INF AR

$ cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
overlay

br_netfilter

EOF

$ sudo modprobe overlay
$ sudo modprobe br_netfilter

swap iRE: RAKENENMNTXE

EIA Kubernetes R, Linux T REEZFHFEMRIER swap 17916, IF ZE kubeadm HFIF
1%, kXA swap MARRBENRIAME, EAXERIBEENEFELE, BREBERRAT
kA0 kubelet Bt & & H 5 REVHIFE R 45,

WRITEBHREE B A swap BaIR FiEfTh=, MEZEIMZ kubelet BY Noswap / Limitedswap ACE
5581 Kubernetes iiiAs3ts, MAEIE “FF&E swap tREE” BRHIEERIIARR,

$ sudo swapoff -a

# WNFEKAER, BIE /etc/fstab HERE swap FRAT

$ cat <<EOF | sudo tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables =1

net.ipv4.ip_forward =1
net.bridge.bridge-nf-call-ip6tables = 1
EOF

# NMARE

$ sysctl --system

14.2.5 BgE kubelet

AT ik kubelet IEH#ETT, HIMNFENHEFT LELENEE,
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{EB kubelet.service (AJ3%&: IPVS &)

FE: kube-proxy B9 IPVS {2 B 7 Kubernetes 1.35 FiEiRIZ NFA; Kubernetes 1.36 314
MEEFTIAEFRER, HEFTEE nftables, FEPENEABAIAR iptables =5 nftables
=3 (Kubernetes 1.33+#2%) . AT IPVS BEENEIBIFESZE,

/etc/systemd/system/kubelet.service.d/10-proxy-ipvs.conf EANULTARAR

# B ipvs MEXWIZER (EFA, BiUTHE nftables)
[Service]

ExecStartPre=-/sbin/modprobe ip_vs
ExecStartPre=-/sbin/modprobe ip_vs_rr

ExecStartPre=-/sbin/modprobe ip_vs_wrr
ExecStartPre=-/sbin/modprobe ip_vs_sh

WITUT LN AEE,

$ sudo systemctl daemon-reload

14.2.6 =

REFBBTRG, FKITED 37T Master T 550 Worker 15 &5 _E# 1 TERE121E,
master

$ sudo kubeadm init --image-repository registry.cn-hangzhou.aliyuncs.com/google_containers \
--pod-network-cidr 10.244.0.0/16 \
--cri-socket unix:///var/run/cri-dockerd.sock \
--v 5

® - _cri-socket unix:///var/run/cri-dockerd.sock SEIEFEEH cri-dockerd fEAR2RIETT
BHE,

® - _pod-network-cidr 10.244.0.0/16 B3 5E4: CNI i EHEX, XEBL flannel Affl, BELE:
EREH LR R MR IR B E UL S

& kubeadm TR, NMIZIRTEERKKIT . NIZSEH. swap HEITHEE. LRIFIRHE
lu\lﬂgfﬁ$—lﬂj’ /\:u\mgﬁﬂﬁﬁfiﬁitﬁ_fﬁ'mm%lﬁ*ﬁ ) Z:L-LXTQ)EH —-ignore—preflight-

errors=allo
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BITRIh =5

[addons] Applied essential addon: CoreDNS

11116 12:35:13.270407 86677 request.go:538] Throttling request took 181.409184ms, request: POST:ht
tps://<CONTROL_PLANE_HOST>:6443/api/v1l/namespaces/kube-system/serviceaccounts

11116 12:35:13.470292 86677 request.go:538] Throttling request took 186.088112ms, request: POST:ht
tps://<CONTROL_PLANE_HOST>:6443/api/v1l/namespaces/kube-system/configmaps

[addons] Applied essential addon: kube-proxy

Your Kubernetes control-plane has initialized successfully!

To start using your cluster, you need to run the following as a regular user:
mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config

You should now deploy a pod network to the cluster.

Run "kubectl apply -f [podnetwork].yaml" with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/

Then you can join any number of worker nodes by running the following on each as root:

kubeadm join <CONTROL_PLANE_HOST>:6443 --token <TOKEN> \
--discovery-token-ca-cert-hash sha256:<DISCOVERY_TOKEN_CA_CERT_HASH>

node TS

TSN EE BB /NTLURNS R, REEELF kubeleto 1RIBIRT, MAZIEE

$ kubeadm join <CONTROL_PLANE_HOST>:6443 --token <TOKEN> \
--discovery-token-ca-cert-hash sha256:<DISCOVERY_TOKEN_CA_CERT_HASH> \
--cri-socket unix:///var/run/cri-dockerd.sock

H i <CONTROL_PLANE_HOST>. <TOKEN> F1 <DISCOVERY_TOKEN_CA CERT HASH> N {EFH{FE 2 ®
kubeadm init Eﬁll:hl) AEERRGIE,

14.2.7 EERS

FRERRSBfE, BEAMEFREITH Docker Bt XERSAMAON=E: ETRARS. TED

RIRSMEERS,
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EFTRERS

o apiserver @ENRFMXTIMEO, 12t RESTiul ARXHEFFIHMNECAHKG AR,
o scheduler ATZMHRFEHRHITIAE, PECED pod BIE MM RL;

® controller-manager AR BIRITHI2E, BFE endpoint-controller (RIFTARS 1 pod BIXKEX(E
£ # replication-controller (43 FE 4 pod WEFIAEBERIEE).

TR RIRS

* proxy /J pod ERIARSSIRMIARIAIFIR,
HERS

o Etcd BFFEIRSHIEEEIER;

14.2.8 {5/
¥ /etc/kubernetes/admin.conf EFIE] ~/ . kube/config
1T $ kubectl get all -ABEERBIARS.

HFAREBE CNI #GfF, CoreDNS KRIEE BN, {A{HEH Kubernetes, 1E&E G4EET,

14.2.9 B2 CNI

XEBLA flannel AFIHITE.
flannel

¥©Z&E podCIDRIKE

$ kubectl get node -o yaml | grep CIDR
# H

podCIDR: 10.244.0.0/16
podCIDRs:

# AR T ve.28.4 ARfl;, REFIEE releases TIEAZLHATMA

# 2N https://github.com/flannel-io/flannel/releases

$ kubectl apply -f https://raw.githubusercontent.com/flannel-io/flannel/v0.28.4/Documentation/kube-f
lannel.yml
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14.2.10 master T RERIAFREEZETT pod

YNRA kubeadm BE— MRV RER, MIAMBR TLEER, BRITUT R HRERIRS

$ kubectl taint nodes --all node-role.kubernetes.io/control-plane-
# RIBRRASEER master taint

# $ kubectl taint nodes --all node-role.kubernetes.io/master-

# MERIME

# $ kubectl taint nodes NODE_NAME node-role.kubernetes.io/control-plane=true:NoSchedule
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14.3 7£ Docker Desktop £

/3 Docker Desktop BI AR5 EHI/Z A Kubernetes,

14.3.1 5 H Kubernetes

S

£ Docker Desktop I B TIHE, /i Kubernetes, 3%&3¥ Enable Kubernetes, HHERZI, BEAT

75 Kubernetes A running, Kubernetes BN

m

F 2 Kubernetes 5B 7247 registry.k8s.i0, W REARME L EEHIEIFE, FTUE
Docker Desktop BECEHHY Docker Engine AECERGNNRES, HEFIBEANCRSEHNERGE

FEFapiEGRG I retago

14.3.2 ik

$ kubectl version

MNEEE@mEEE, MEERR Kubernetes FIHE G,
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14.4 Kind - Kubernetes IN Docker

Kind (Kubernetes in Docker) @—M#H Docker B2 EAT miafTA M Kubernetes £85I T B,
FERF ML Kubernetes 85, tIFEEEAMA LM Cl IFIR,

RZsiiBE: XA ETF Kind v0.31.0 85, Kind SRIETH B BEIATTH B shhI B3 M Y
Kubernetes hxzs, ZINEEREH Kind 2| & FThR 4~ LIRS &= FEY Kubernetes x#%F, 1% Kind

Releases.

14.4.1 A+4%E#ZF Kind
Kind AEEL A #h &8 522 (90 Minikube) BT EEME

HEERE: JES Docker INEEIR], THREIMEIAN
SRR JUBRNERRBE SRR,
BRASZR: ZIFETE Kubernetes hiizdsi# 4Tl

HA 23%:. ZFEINS oI FHEEE (£ Control Plane),

14.4.2 &% Kind
Kind @ — 1N Z#EIS4, H7E PATH REIR[fEAR, UTERRRRFENZEHE,
macO0S

brew install kind

Linux / Windows
B LA 3 2o

# Linux AMD64
# JER: v0.31.0 NREAXENNRHNRA, BREFESEIRNLRIRE
# BN https://github.com/kubernetes-sigs/kind/releases

curl -Lo ./kind https://kind.sigs.k8s.i0/d1/v0.31.0/kind-linux-amd64

chmod +x ./kind
sudo mv ./kind /usr/local/bin/kind
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14.4.3 BIERSERE

HEENEIEA:
kind create cluster

IEESERRT:

kind create cluster --name my-cluster

14.4.4 588X E
Kind =Bz kubeconfig &3 2 ~/ . kube/configo

kubectl cluster-info --context kind-kind
kubectl get nodes

14.4.5 SR A% ICESEH
83— kind-config.yaml RERIEEE, FIENMRETIHOEITEEN:

kind: Cluster
apiVersion: kind.x-k8s.io/vlalpha4

nodes:
- role: control-plane
extraPortMappings:

- containerPort: 80
hostPort: 8080
protocol: TCP

- role: worker
- role: worker

NRECE:

kind create cluster --config kind-config.yaml

14.4.6 HHBREES

kind delete cluster
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14.5 K3s - 3224k Kubernetes

K3s 2— MR 2R/ Kubernetes £1ThR, H Rancher Labs %, EERNIAEITE. ¥ELM. Cl.
ARM ERBEZRIIFIEIZIT, K3s #WITEREANZ#EIXH, FBEARE 100MB, Bi@ET CNCFH
— MM

hRZsiBA: K3s hii4s5 Kubernetes lRZA<X W, REMASBMINSEHRERSE. NHEEER

ERRAS, AITEZEERTIEE INSTALL _K3S_VERSION BT 2, ¥ K3s Releasess

14.5.1 #ZioMisE

o REL: BRI, IJENTM Kubernetes THaE (IR =IRMERIEL), A SQLite fFA
BINBUETER#E (tbS23F Etcd/MySQL/Postgres)o

o EB—T3H: FrE4AM (APl Server, Controller Manager, Scheduler, Kubelet, Kube-
proxy) 38 E—MHEERIETT.

o FFFEEPAE: ME Helm Controller. Traefik Ingress controller. ServiceLB. Local-Path-

Provisioner,

o B2 RINBARLEE, BT TLS&E,
14.5.2 R%

K3s REAEHES, BARMET ERNTENA,
AR

K3s ffft 7T IR N BRIV LRI, &L MME FHBAH BRSNS sh 11T, EFHRENET
HEEWEARE, HREDXEEEREHIRESH:

curl -sfL https://get.k3s.io | sh -

TESEMG, K3s =BoIBIHELEL systend BRS,

sudo k3s kubectl get nodes

haih SR -
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NAME STATUS ROLES AGE VERSION
k3s-master Ready control-plane, master im v1.36.0+k3s1

hRZ<iRER: HiHHaY vi.36.0+k3s1 ARE ASXALBS VAR ARG, SEFRiaI AR ZAS S BUR TR R 2L
89 K3s hrAds, EZEEI15E M K3s Releases,

14.5.3 RiEEH

K3s WE T kubectl 8% (G@id k3s kubectl @A), RTAHE, BEESBIUFNBREE
KUBECONFIGo

## REX K3s HIBLE XY
export KUBECONFIG=/etc/rancher/k3s/k3s.yaml
## MEA U EEFER kubectl

kubectl get pods -A

14.5.4 BEHE

/usr/local/bin/k3s-uninstall.sh
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14.6 —4 52 Kubernetes &

14.6.1 #HR

ZBE Kubernetes EEEW N Z NMNAMHNLENECE, B1E Master A0 Worker T, 4
faIfEF systemd BEIEX LRSS HIE T AHE,

14.6.2 Kubernetes =E4A 4

Master T A4

kube-apiserver: APIfR5328, Kubernetes SEE£AYHI

kube-controller-manager: i=#|25 =225
kube-scheduler: JAEz2s, 15 Pod AE
etcd: DHNREFME, FHEEEHLUE

Worker T 2404

e kubelet: FHRIE, BEAREHEL
o kube-proxy: MR, BIEARSMLE

e Container Runtime: Fz28iz178S (Docker. containerd Z)

14.6.3 fE/ systemd B Kubernetes RS

ARS3 BTt

A7 1k systemd EIE Kubernetes fRS5, FEOIEMENEY . service X, FIa0:

/etc/systemd/system/kubelet.service
/etc/systemd/system/kube-proxy.service
/etc/systemd/system/kube-apiserver.service
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HRAGS

# BEIARSS
sudo systemctl start kubelet

# FIEARS
sudo systemctl stop kubelet

# BRRS
sudo systemctl restart kubelet

# BERSKE
sudo systemctl status kubelet

# REFNBER

sudo systemctl enable kubelet

NRFLEEFETED systemd FE XA, BILLEZFE opsnull/follow-me-install-kubernetes-
cluster XEHXIME, BEEAEFINXH kubeadm S4H 4 AL E 1% BB IR R R RAZ,

14.6.4 #HEF K

1. 32f# Kubernetes 291 LA HHIER

2. EEBFIRMARSIME (Linux M. MBEESE)
3. REBLREZD Kubernetes 4

4. FgE systemd PRSB B T

5. BIEEEBHERRE
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14.7 2% Dashboard

Kubernetes Dashboard @& FMT1AY Kubernetes FBF R &,

7 E . & kubernetes/dashboard BB F 2026 £ 1 A 21 H A= L %P, HEFER
Headlamp FE&R AR, UTARBRREHESE, ETFIMEIIEH Helm £&E A

e

14.7.1 ZE
Dashboard 7.0+ R AN 2 #@5d Helm &2

$ helm repo add kubernetes-dashboard https://kubernetes.github.io/dashboard/

$ helm upgrade --install kubernetes-dashboard kubernetes-dashboard/kubernetes-dashboard \
--create-namespace --namespace kubernetes-dashboard

14.7.2 i5i0]
BT i% %% & 3517 Dashboard:

$ kubectl -n kubernetes-dashboard port-forward svc/kubernetes-dashboard-kong-proxy 8443:443
SRAIGTENISE28¥TFF nttps://localhost : 8443 BIEiA(A],

14.7.3 &R

79 £ Dashboard 8 RiERZ K HREGEHERSH ., REJH Dashboard €72 cluster-
admin 483 ; MRHILFEIGHEIEANR, NMERMH break-glass BEHtFNEEITRE.

$ kubectl create sa dashboard-readonly -n kubernetes-dashboard
$ kubectl create clusterrole dashboard-readonly \
--verb=get, list,watch \
--resource=pods, deployments, services, configmaps, namespaces, nodes
$ kubectl create clusterrolebinding dashboard-readonly \
--clusterrole=dashboard-readonly \

--serviceaccount=kubernetes-dashboard:dashboard-readonly

$ kubectl create token dashboard-readonly -n kubernetes-dashboard --duration=1h
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Ry LhEREMEIER0IE, BIAER,
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14.8 Kubernetes #5<$1T kubectl

kubectl & Kubernetes B EFim, A LUUATEREIZIZ(E Kubernetes,

kubectl WEAFEZE !

kubectl [command] [resource] [name] [flags]

Hh command @ E@m < (40 get. apply. delete) , resource @ ZFREXHR (U pod.
deployment. service), name RFBFEZF (AIiE), flags BEZIEIMSE

PHSIHER HEANGLZ—, BTEREHFNERRS.

# &TEFIE Pod
$ kubectl get pods

# BHRIEEMATIEIPH Deployment
$ kubectl get deployment -n kube-system

# BEMBRR
$ kubectl get all

# FERAEEMNEHER
$ kubectl get pods -o wide

# WA vauL B
$ kubectl get pod my-pod -o yaml

# IRIEMREIREARR
$ kubectl get pods -1 app=nginx

14.8.2 describe
ETEBRNFMAEER, EEH. RS, BESE, AFARNEERENZREER,

# BEFE Pod NiFE
$ kubectl describe pod my-pod

# TEH Node HIENE

$ kubectl describe node node-1

# &BZE Deployment RUI¥IE
$ kubectl describe deployment nginx-deployment
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14.8.3 apply

MXGERERAN AR R, XEFRANZREERNITEST, AT RIRNERZIR.

# RZF YAML XfF
$ kubectl apply -f deployment.yaml

# NABERPHME YAML XHF
$ kubectl apply -f ./manifests/

# MARERNNREE
$ cat deployment.yaml | kubectl apply -f -

14.8.4 create

MXESARERNCIER R, 5 apply FE), create (X FLIEFHZR, NRA

# BIREIR
$ kubectl create -f pod.yaml

# MATERNEIE
$ kubectl create -f - < deployment.yaml

14.8.5 delete
BEE— SN ER. IFRBIR. 75, BREREZTA MR

RE IR
kubectl delete pod my-pod

©» H*

H*

MipRZE Deployment (FEIRHHIPREEIER Pod)
$ kubectl delete deployment nginx-deployment

AT MR
kubectl delete pods -1 app=nginx

® F*

I+

SRR
kubectl delete -f deployment.yaml

©*»

14.8.6 logs

EE Pod FAZNAES. BT REEHNABNEESSH ML,
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# &BF Pod WHE
$ kubectl logs my-pod

# BF Pod PHERRNAS
$ kubectl logs my-pod -c container-name

# EHIRERESE M tail -f)
$ kubectl logs -f my-pod

# BERAE 100 TAE
$ kubectl logs my-pod --tail=100

# BTE Pod BHRINAL (EATERRNEER)
$ kubectl logs my-pod --previous

14.8.7 exec

EEITHNRSEABARITE L. BTIE. HERBESATTNARNRIEE.

3+

HANBRHNRZE shell
$ kubectl exec -it my-pod -- /bin/sh

ERRPRITHS
$ kubectl exec my-pod -- 1s -la /app

I+

£ Pod FEFERZBRMITHS

$ kubectl exec -it my-pod -c container-name -- /bin/bash

H*

14.8.8 port-forward
KAt %2 % 5 Pod Bk C. AFAMIFIRERFANARS, THESEEE Service,

# 1§ 8080 WHOFARE! Pod B 80 KO
$ kubectl port-forward pod/my-pod 8080:80

# fERRBA RO
$ kubectl port-forward pod/my-pod :80

# ¥ &EH| Service
$ kubectl port-forward svc/my-service 8080:80

14.8.9 rollout

3} Deployment. DaemonSet. StatefulSet EFHRFHMITRIEN. HiF. LKEHLIRIE(E,
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EERDEIRE
kubectl rollout

E{SREHER
kubectl rollout

PRERTHERT
kubectl rollout

EEEHHRE
kubectl rollout

ELREF— 1 hias
kubectl rollout

REVEFERR A
kubectl rollout

14.8.10 label

EZEFAIN. ECAMERTE. A TARME

#
$

H*

It

I+

73 Pod FNNARE

status deployment/nginx-deployment

pause deployment/nginx-deployment

resume deployment/nginx-deployment

history deployment/nginx-deployment

undo deployment/nginx-deployment

undo deployment/nginx-deployment --to-revision=2

kubectl label pod my-pod env=production

BeREEmE

kubectl label pod my-pod env=staging --overwrite

S oo

kubectl label pod my-pod env-

NENERRINITE

kubectl label pods -1 app=nginx version=vil

14.8.11 annotate

A IR AN SIS CUE R

$ kubectl annotate pod my-pod description="Production pod"

/JJJI]/EE%‘F

# BRUERE

$ kubectl annotate pod my-pod description="Staging pod" --overwrite

#

illgSES

$ kubectl annotate pod my-pod description-

14.8.12 edit

Bi#E4R%E Kubernetes &R, 4riE28H EDITOR IFIRZT
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# w48 Pod
$ kubectl edit pod my-pod

# YR%8 Deployment
$ kubectl edit deployment nginx-deployment

14.8.13 config
BIE kubectl WECEXH (BEAITF ~/.kube/config)o

# BEYFIRE
$ kubectl config view

# PR ETX

$ kubectl config use-context my-cluster

# BEFAELTX

$ kubectl config get-contexts

# RERINGmRTIE
$ kubectl config set-context --current --namespace=my-namespace

14.8.14 cluster-info
S TREBMIEIEE BNARRS,

# RREEER
kubectl cluster-info

@

BRGEENEEIRE (: componentstatuses B 1.19 EEBFH, BNERATAHERAHS
kubectl get componentstatuses
HEEN

kubectl get --raw='/readyz?verbose'

¥ H* » F*

14.8.15 version
B kubectl P iEFN Kubernetes API server BIRRZS(E 2.

# BRARAS
$ kubectl version

# (NEREFIHhRAS
$ kubectl version --client

# LU JSON HRigH

$ kubectl version --output=json
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14.8.16 api-versions

FItH APl server STHFHIPRAE APIRRZAS, A “H/IRE",

$ kubectl api-versions

14.8.17 explain
RBRERNTERE N, BT TH YAML REXHHEFERMNIER.

# BF Pod HRMFEEA
$ kubectl explain pod

# &BF Pod T spec FERMYIRER
$ kubectl explain pod.spec

# BEERFERIIFANER
$ kubectl explain pod.spec.containers

14.8.18 auth
KERPNE, BFINIE RBAC BLE,

# MEHFIAFRREBENRNITIRE
$ kubectl auth can-i create pods

# IERE R HR
$ kubectl auth can-i create pods --as=other-user

14.8.19 help
ERE A SHEERNE S,
# BR kubectl HY—AREEES

$ kubectl help

# RRISERSHIEE)
$ kubectl get --help

# 2TREREN API XY
$ kubectl explain deployment
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BE/NE

#BE Kubernetes £B¥AZMA N, NRIBEEAIREFSENTS R,

BESN ERTR =
kubeadm SRR EAEENEESNETR
Docker Desktop AHIFF A —BR, AR

. o Kubernetes IN Docker, #RiR
Kind CI/CD iz,

IR

K3s A5t E/loT 28%, RRSALD
FrhEpE FIRE ZEFEESMAY, IRIERRE

FEfHRIRIR

o HEUEBHEERY: Kubernetes #ZOMEER
e Dashboard: FERIMHERERE

o kubectl: m<TTEFRAIEE

7 EMEIRRAEMOHEIN? IR AT Issue 5 PR,
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B+AE Eted H

etcd & Coreos FIPALEEN—MEIREE S SMIRSB LI (Service Discovery) IIE, EX—EE
H, HITEET etcd 3.5 RFRANEIZINMENENR, REMER, UAILIMAEAR,

hRZsi%BE: AEREIETF etcd 3.5 RIIRAHES, etcd B AHEIFRFHIRARE (Hai 3.5
3.6), i&AIE) eted EA A% 01 FRENGEHThR S Bo

P

ot
b,
%

i
N

if
o
H

etcdctl

%a@
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15.1 f&7%

hRAHEA: XERNBET eted 3.5 RIIRAERE . ERFEIFRHHNRRAE (HFik 3.5
3.6). 1A eted B AT RENGEMIRAEE Bo

9NE 15-1 F7R, etcd BB fEAZIRIR,

retcd

15-1: etcd INEFRIE

etcd =2 Coreos HIPAF 2013 & 6 B RXENFRIE, ENERENE—TSTANSHREE
(key-value) ¥#EE, BT coiB=KM. FAxE, ENHNERRFR, EMRSHEEEFEENER
PE, REHEARZ—TMREXFNEEREZHIAG, coreos MEMMAEERT etcd KFRX—IA]

o

etcd B AITE github.com/etcd-io/etcd #H1T4EIR,

F| Apache ZooKeeper B #1 doozer MBEMEXR, etcd FRITHIMEESRZET TEENE

=
=:

of
g

o fHE: AEENXRY. mmAFH ArI (gRPC)
D ZHEFuTTPS ATHYIAIA]
D EEHE 10 k/s WEI2E

D RRHINEN, BT raft B—EEEE

x}
H>

H
e

) 1)

a|
g

Apache ZooKeeper @ —EHIEAIAF AR L HATTIEIA HI—H L EFEFI T R,
doozer B— 1 —H1t 57 1B TCEHE o

Raft B—EBIHAFEETRRLEABNRA—HIERIE L, 1B FAEZ LY Paxos 2%, ERY
IEEBTZWAIERE, H Stanford XZH) Diego Ongaro 1 John Ousterhout #eit. FEZHT5AILL
&Z raftconsensus.github.io.
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—MRIERT, BPER etcd AILEZS I TR EBHZNRES, HFARMeElII— 158, E—15%H
R etcd ARG ARIFRULE S —EE.
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5.2 &

TRNA eted WIMER LRSI, SFEZ#HHI%E. Docker $REIZITURE macOS EHNZ

-

WP

o

etcd B2F co HEEM, Hit, APAIUMIIE 0 FEURAEBITHRIE, BEI LU ERIFFH "
B, EEERERSIEIFH pocker FEIIFFRIFLL,

AE: etcd EANRGEIFEFHNKRARZA (HF78 3.5 3.6), etcd3.4BF 2026 F£5 BERE
¥ (EOL), NEER 34 AR NRRALR, KERFIETF etcd3.5.x lRAERE, etcd 3.6.x 7]
BFHEE, Fihin) eted EA AR FENERFhRAS.

15.2.1 T#EIXEAR TH

YRIFITHY B EBTE github.com/etcd-io/etcd/releases TiE, AP AILUERFEMMRA, =
B T TR TH,

15']?1[1, TQFH curl IQ—FQE%@: #ﬁ@&o

# T# etcd v3.5.29 hZ (351508 https://github.com/etcd-io/etcd/releases FRENERHHRZS)
$ curl -L https://github.com/etcd-io/etcd/releases/download/v3.5.29/etcd-v3.5.29-1linux-amd64.tar.gz
-0 etcd-v3.5.29-1linux-amd64.tar.gz

## ERAAAERETERNMEINESN (URBRENNE)

$ tar xzvf etcd-v3.5.29-1linux-amd64.tar.gz
$ cd etcd-v3.5.29-1linux-amd64

fRxlE, JUEEIXHERE

$ 1s
Documentation README-etcdctl.md README.md READMEv2-etcdctl.md etcd etcdctl

Hrfetcd BIRSENXMH, etcdetl BIRMBLAPHGSE iR, HEMXXHEZHF X,
THEF eted etedet | XHFHREIRFEAIHITEHR (5140 /usr/1local/bin/)s

$ sudo cp etcd* /usr/local/bin/

AN 2379 IO EZE P URAVIEXR, 2380 InAATEEZMRABINES. BE) etcd BREMINTAY

=W
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$ etcd

2017-12-03 11:18:34.411579 I | embed: listening for peers on http://localhost:2380
2017-12-03 11:18:34.411938 I | embed: listening for client requests on localhost:2379

LEBY, ATLUEA etedetl ap LTI, R EMIRENHE(E testkey: "hello world", HE etcd AR
ijE::FbEbﬁilb

$ ETCDCTL_API=3 etcdctl member 1list
8e9e05c52164694d, started, default, http://localhost:2380, http://localhost:2379

$ ETCDCTL_API=3 etcdctl put testkey "hello world"
OK

$ ETCDCTL_API=3 etcdctl get testkey
testkey
hello world

WEH eted BREZEBSERINBENT -

15.2.2 Docker B A RIEIT

SRRBFFA quay.io/coreos/eted, RILUEE TEMSSBE) eted ARSSISITE 2379 F 2380 [,

hRASHER: RBIREER va.5.20 15%, BRI etcd BE75 &% 01 SRENEGHT A B AR AR 2o

$ docker run \

-p 2379:2379 \

-p 2380:2380 \

--mount type=bind, source=/tmp/etcd-data.tmp,destination=/etcd-data \
--name etcd-gcr-v3.5.29 \

quay.io/coreos/etcd:v3.5.29 \

/usr/local/bin/etcd \

--name s1 \

--data-dir /etcd-data \

--listen-client-urls http://0.0.0.0:2379 \
--advertise-client-urls http://<HOST_IP>:2379 \
--listen-peer-urls http://0.0.0.0:2380 \
--initial-advertise-peer-urls http://<HOST_IP>:2380 \
--initial-cluster sil=http://<HOST_IP>:2380 \
--initial-cluster-token tkn \

--initial-cluster-state new \

--log-level info \

--logger zap \

--log-outputs stderr

Hrh tisten-* AJLA4FTE 0.0.0.0 WSIAFAEME, 1B advertise-* NMIEE HMT R & F imSLpRa]ih
B EMNMAE, FEEEZEES R 0.0.0.00
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IR E—D 875750 etcd RERINBR.

15.2.3 macOS 1T

$ brew install etcd
$ etcd

$ ETCDCTL_API=3 etcdctl member list
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15.3 &£

hZsiBA: ANTRGIGER eted v3.5.29, 1FIAIE) etcd B AT T SRENGRFThRANE S

TEFHN1FER Docker Compose RINBEI—1 3 TRy eted B

4m3E compose.yaml (8¢ docker-compose.yml) X
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services:

nodel:
image: quay.io/coreos/etcd:v3.5.29
volumes:
- nodel-data:/etcd-data
expose:
- 2379
- 2380
networks:
cluster_net:
ipv4_address: 172.16.238.100
environment:
- ETCDCTL_API=3
command:
- /usr/local/bin/etcd
- --data-dir=/etcd-data
- --name
- nodel
- --initial-advertise-peer-urls
- http://172.16.238.100:2380
- --listen-peer-urls
- http://0.0.0.0:2380
- --advertise-client-urls
- http://172.16.238.100:2379
- --listen-client-urls
- http://0.0.0.0:2379
- --initial-cluster
- nodel=http://172.16.238.100:2380, node2=http://172.16.238.101:2380, node3=http://172.16.238.10

2:2380
- --initial-cluster-state
- new
- --initial-cluster-token
- docker-etcd
node2:
image: quay.io/coreos/etcd:v3.5.29
volumes:
- node2-data:/etcd-data
networks:

cluster_net:
ipv4_address: 172.16.238.101

environment:

- ETCDCTL_API=3
expose:

- 2379

- 2380
command:

- /usr/local/bin/etcd

- --data-dir=/etcd-data

- --name

- node2

- --initial-advertise-peer-urls

- http://172.16.238.101:2380

- --listen-peer-urls

- http://0.0.0.0:2380

- --advertise-client-urls

- http://172.16.238.101:2379

- --listen-client-urls

- http://0.0.0.0:2379
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- --initial-cluster
- nodel=http://172.16.238.100:2380, node2=http://172.16.238.101:2380, node3=http://172.16.238.10

2:2380
- --initial-cluster-state
- new
- --initial-cluster-token
- docker-etcd
node3:
image: quay.io/coreos/etcd:v3.5.29
volumes:
- node3-data:/etcd-data
networks:

cluster_net:
ipv4_address: 172.16.238.102

environment:

- ETCDCTL_API=3
expose:

- 2379

- 2380
command:

- /usr/local/bin/etcd

- --data-dir=/etcd-data

- --name

- node3

- --initial-advertise-peer-urls

- http://172.16.238.102:2380

- --listen-peer-urls

- http://0.0.0.0:2380

- --advertise-client-urls

- http://172.16.238.102:2379

- --listen-client-urls

- http://0.0.0.0:2379

- --initial-cluster

- nodel=http://172.16.238.100:2380, node2=http://172.16.238.101:2380, node3=http://172.16.238.10

2:2380

- --initial-cluster-state

- new

- --initial-cluster-token

- docker-etcd

volumes:
nodel-data:
node2-data:
node3-data:

networks:
cluster_net:
driver: bridge
ipam:
driver: default
config:

subnet: 172.16.238.0/24

8 docker compose up BENEEFZG{ER docker exec MY EREME—T =M etcd SEEE
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/ # etcdctl member list

daf3fd52e3583ff, started, node3, http://172.16.238.102:2380, http://172.16.238.102:2379
422a74f03b622fef, started, nodel, http://172.16.238.100:2380, http://172.16.238.100:2379
ed635d2a2dbef43d, started, node2, http://172.16.238.101:2380, http://172.16.238.101:2379
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15.4 {5 etcdctl

hRASHER: ATIRBIET etcd 3.5 RFIhRAS, 15E etcd B AT REVEHThRZANME S

etcdctl B—NERLITEFin, CRERMH—EREENGS, MAPEREZR etcd lRBITRE, MEER
ET nrTe API . XAERLERRTRRAE, FIMAR MRS EITMNIANE FEREER

Bo HMNMBHEFENER etcd BFNET etcdet 1 Sp L RKABMEKBVIRIE, XLRIER HTTP API 2R
ERINAET,

etcd MEBZ#HFRITEFELREST etedetl THE, ZREMIE, A LM github.com/etcd-
io/etcd/releases T,

etcdet L XIFITHERSL, KIF LD NEIBEIRIEMARRIBEFIRERE, FEF D5 HITHE.
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NAME :

USAGE:

VERSION:

etcdctl - A simple command line client for etcd3.

etcdctl

3.5.29

API VERSION:

3.5

COMMANDS :

OPTIONS:

get

put

del

txn

compaction

alarm disarm
alarm list
defrag

endpoint health
endpoint status
watch

version

lease grant
lease revoke
lease timetolive
lease keep-alive
member add
member remove
member update
member list
snapshot save
snapshot restore
snapshot status
make-mirror
migrate

lock

elect

auth enable

auth disable
user add

user delete

user get

user list

user passwd

user grant-role
user revoke-role
role add

role delete

role get

role list

role grant-permission
role revoke-permission

check perf
help

Gets the key or a range of keys

Puts the given key into the store

Removes the specified key or range of keys [key, range_end)
Txn processes all the requests in one transaction
Compacts the event history in etcd

Disarms all alarms

Lists all alarms

Defragments the storage of the etcd members with given endpoints
Checks the healthiness of endpoints specified in "--endpoints” flag
Prints out the status of endpoints specified in "--endpoints” flag
Watches events stream on keys or prefixes

Prints the version of etcdctl

Creates leases

Revokes leases

Get lease information

Keeps leases alive (renew)

Adds a member into the cluster

Removes a member from the cluster

Updates a member in the cluster

Lists all members in the cluster

Stores an etcd node backend snapshot to a given file
Restores an etcd member snapshot to an etcd directory
Gets backend snapshot status of a given file

Makes a mirror at the destination etcd cluster
Migrates keys in a v2 store to a mvcc store

Acquires a named lock

Observes and participates in leader election

Enables authentication

Disables authentication

Adds a new user

Deletes a user

Gets detailed information of a user

Lists all users

Changes password of user

Grants a role to a user

Revokes a role from a user

Adds a new role

Deletes a role

Gets detailed information of a role

Lists all roles

Grants a key to a role

Revokes a key from a role

Check the performance of the etcd cluster

Help about any command
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--cacert=""
ing this CA bundle
--cert=""
le
--command-timeout=5s
meout)

--debug[=false]

--dial-timeout=2s
--endpoints=[127.0.0.1:2379]
--hex[=false]
--insecure-skip-tls-verify[=false]
--insecure-transport[=true]
--key=""

--user=""

verify certificates of TLS-enabled secure servers us

identify secure client using this TLS certificate fi

timeout for short running command (excluding dial ti

enable client-side debug logging

dial timeout for client connections

gRPC endpoints

print byte strings as hex encoded strings

skip server certificate verification

disable transport security for client connections
identify secure client using this TLS key file
username[ :password] for authentication (prompt if pa

ssword is not supplied)
-w, --write-out="simple"
e, table)

set the output format (fields, json, protobuf, simpl

15.4.1 $URRER(E

HIREIREES I REMN BRI CRUD (FFE& REST NASHI—EIRIE: Create) R4 MAMNE
#,

etcd TERAVAR ERA T BRI EIZN (RIUTFXHRFEFERNMRR), BRIEENERILN
BHEEF, W testkey, WHLFLERERER / TEH, BAAUAEEBREN, W
clusterl/node2/testkey, N RIERAE N B9 B REH.

7£: CRUD Bl Create, Read, Update, Delete, 2F& REST KI&HI—E APl i21E,

put

$ etcdctl put /testdir/testkey "Hello world"
OK

get
IREVFETE B2RYME, 540

$ etcdctl put testkey hello
OK

$ etcdctl get testkey
testkey

hello

SFFRETUA

--sort-by I5EHFFEE (CREATE /KEY / MODIFY / VALUE / VERSION)
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--order ¥8EHF IR (ASCEND / DESCEND)
--consistency IEE—HMRR (1 &M—3, s #BIT)
del

MIERIE N RE, BN

$ etcdctl del testkey
1

15.4.2 EBIEREIRIE
watch
W—MEENT L, —BERELREEH, i RHNE,

540, AP EH testkey B{E/I Hello worldo

$ etcdctl watch testkey
PUT

testkey

2

member
J8id list. add. update. remove B8HIH. A, EHF. MR etcd LHIZF eted EEEH,

planasu B s—1 etcd ARSFEHIE, AR THRLSHITES.

$ etcdctl member list
422a74f03b622fef, started, nodel, http://172.16.238.100:2380, http://172.16.238.100:2379
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FEING

etcd & Kubernetes iz OEEAY, RO RSB ENREFMEMNIRS ZIEES.

B ER
. SHEAREEFEERS, ATEEEENRS A
AL o

i BTF Raft —MEZE, RIEHIERE—

API 1=2fit gRPC A HTTP API

- BIERTFHTR (385 1) #fE
MYITEETH, ¥ put/get/del/watch &

etcdctl
1B1E

oy X5 TLS MNZ&(EF0 RBAC A aliEH|

SRR 338

o ZAEE/RHEEM: Kubernetes #{AIfEA etcd
o ZBZE Kubernetes: 7EHEEHEBE etcd

7 ZEMERNACUHEIN? IR Issue 5 PR,
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BB AR5 RIE

hRZABEA: =F &8 Kubernetes ir A& 22ARSSINREEFTR, ANERGIEABEARY APl HRZ
(%0 apps/v1) , BINERE R BE A XEREHMBRS RAMEERSRE.

Docker BRIBZRBE T RZE VBT FAENXE, HNREMNZINIZOTIL S,

BR 7 AWS. Google. Azure &, EIANBZRRB R &, B LEENZFH T EMIRSHET
Kubernetes W& mIlSS, BREHL T HMARS, fINERRERIIULBFER LEEREEN
HREIEE. 2&RFRS,

%
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16.1 f&7Y

WA B TENBRMSIMAEIME, AERFIERTE LM Kubernetes API FRZA, 2
WAREE BEAX (30 AWS EKS. Azure AKS. Google GKE. 27 ACK. Bl TKE)
REVERHTE Bo

BERREARNER, BRERNEITERSHHIEUTRBNSRRSE, SEREXNEITER
EXBHRLUT PR
16.1.1 BB RHHEEIRS

XZ2BRRERNTR. = BFEE Kubernetes FITHIFE (Master T152), AR RFEEBEITED
= (Worker Node)s

o . FRET Kubernetes EBfHILEIFRZS, =al MR BFRIE.
o BARUARSZ: AWS EKS, Azure AKS, Google GKE, T2 X ACK, BTl TKE,

16.1.2 F2ELHIARSS

X—HEIRSZBEMFRH CaaS (Container as a Service)e AP TESIEKERSE (EC2/CVM), RE
RSB EGNEE BRI TA 2.

o % MEMFYE, RIVITER, Tin,

o BRRUARSS: AWS Fargate, Azure Container Instances, Google Cloud Run, T2z ECl,
16.1.3 SRR CERS
RitR 2. AJEMNME Docker sREGFIERS, BES R BRI CI/CD FKLREERK.

o BRRVARSS: AWSECR, Azure ACR, Google GCR/GAR, FIE = ACR,

AEBNBUNAELNEARSTFES LER Docker 1 Kubernetes ARSS.
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16.2 5=

B oAk TKE BB SRHEN Kubernetes HERRS, EEIBRRUNANEBEE =L, EA
MXHE BT AR .

EAH BT

16-1: BB =ARIR

TEOTHDRERER. NBUA. SIEEENRENMREX/ 1 ARE RME,
AR RRERE

E 16-2: B =ARRST<EE
BAA2RRS: TKE &N

il = A 28ARSS (TKE, Tencent Kubernetes Engine) R— R AREKHT S, ETFEE Kubernetes
IR, IFET R, AFY%E. Za0BRXETESEWRINEE, TKE BEIF A ERERHENE
BEUNA, HFRERSENERE,

BXRERIE
1. BIEREEES

EXBACENS, #EABRRSIER
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o EFF “QUIESEY, ECESBIRIN. MM

o EETAHAE (mIRS[BNRAIZ)
o iGE Kubernetes hrA<fl& £
o SEREIEGIRFEEF kubeconfig X4

# T# kubeconfig XH/E, ELEAMIFE
export KUBECONFIG=/path/to/kubeconfig.yaml

kubectl cluster-info

2. BERBNA

87 Deployment ZFEN A :

apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-app
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:latest
ports:
- containerPort: 80

R FRBCE X1+

kubectl apply -f deployment.yaml

kubectl get pods
kubectl get svc

3. EERR

ERENCASRREMRS (TCR) FHEMOLKLBRE:
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# BEREBACRECE

docker login ccr.ccs.tencentyun.com -u <username>

# FRCAHIRER

docker tag my-app:latest ccr.ccs.tencentyun.com/namespace/my-app: latest

# EERGIBAS

docker push ccr.ccs.tencentyun.com/namespace/my-app: latest

BB Docker HGNNERACE

SNRIRAINK S FHE 7 3R NINESS, A LUBITHI G 45 AVt S N Docker FE&.
Linux RAEE

YR1E /etc/docker/daemon. json X (WIRFFENGIE) :

# PIESgRIERCE
sudo mkdir -p /etc/docker
sudo nano /etc/docker/daemon.json

AU TARA:

{
"registry-mirrors": [
"https://mirror.ccs.tencentyun.com"
1,
"insecure-registries": []

}

&3 Docker RS

sudo systemctl daemon-reload
sudo systemctl restart docker

WIFECE

docker info | grep -A 5 "Registry Mirrors"

Windows/Mac E2&

3tF Docker Desktop, £ E FREFFTH pocker Engine, LR registry-mirrors FEEE AN
JSON FERRIT],
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BR=AsHE GRS TCR
TCR IZMEFAEBRORE. HTEEMEGS L. — M R/IVREIT:

# BRIEA= TCR
docker login ccr.ccs.tencentyun.com --username <username>

# MWEHHERG

docker build -t my-app:v1i.0 .

docker tag my-app:v1.0 ccr.ccs.tencentyun.com/my-namespace/my-app:vi.0
docker push ccr.ccs.tencentyun.com/my-namespace/my-app:v1i.0

TKE S8 fEFH TCR (R

ECEEGNEVEIEE, 1E Deployment HE#5|H TCR 5.

apiVersion: apps/vi
kind: Deployment
metadata:
name: my-app-deployment
namespace: default
spec:
replicas: 3
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
app: my-app
spec:
imagePullSecrets:
- name: tcr-secret
containers:
- name: my-app
image: ccr.ccs.tencentyun.com/my-namespace/my-app:v1.0
ports:
- containerPort: 8080
resources:
requests:
memory: "256Mi"
cpu: "106m"
limits:
memory: "512Mi"
cpu: "500m"
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16.3 IEXR

Y0E 16-3: PR, MERREREARSRSTFEZ—

o

16-3: FIERARIR

MEARBIZTF 2009 F, BHERENTIHTETG. MERBANTRER S, RN HTENHELE

W ERMNEFBER, EREME. R BR NBESF-AMBEEENAF, EXREN 11 £3K
EXTERENEONATRS, MERRFERFIVIEITLR,

BB XA 28ARSS Kubernetes iR ACK 1Rt TS 146E. FIRENA RN ABIERS, XHE—HZMR
5523 LiB1d Docker B2 R#HIT A AHIEIE, BRRSRAENT AP N AR EEEHIER
T1E, BERETHEREML. FiE. WENLLEN. FRRSEERT SMEBLEHARFR
KGRIV R TRES), REZFHMARS RN, BRAP TS L oMEREE,

E 16-4: MESARBRSTEE (o RECREIRS ACK EAXY BEEEHAE)
] B =88 AR55 ACK E7Y

fil B = & 85 iR 55 Kubernetes kit (ACK, Container Service for Kubernetes) @ — & & =
Kubernetes f55, ETFFHIR Kubernetes 172, 1R EMNA2RIRANEIEREST. ACK &/ T [
BREFME. NENL2EEH, LN ASPBRAAREER R,

BEAERIR

1. BlIERSEES

BERMEBEREREG, #ANB2EIRS > Kubernetes 58%:
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o i “QUESE, EERERKE

o FCEERZM. ik, FTAXMT LR
o EERTRAMEIE (ZIFHMEHE)

o MENKZSHNLLIRE

o SEREIE, T kubeconfig XX

# BOEBZASM kubectl
export KUBECONFIG=/path/to/kubeconfig.yaml
kubectl get nodes

2. BpEABNA
i@3d Deployment ZBE N ARG :

apiVersion: apps/vi
kind: Deployment
metadata:
name: web-server
spec:
replicas: 2
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
spec:
containers:
- name: web
image: registry.cn-hangzhou.aliyuncs.com/myapp/web:vil
ports:
- containerPort: 8080

resources:
limits:
memory: "512Mi"
cpu: "500m"
EREN A

kubectl apply -f deployment.yaml
kubectl get pods -o wide
kubectl logs <pod-name>

3. REBRS

Bl Service BEN:
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apivVersion: vi
kind: Service
metadata:

name: web-service
spec:

type: LoadBalancer

ports:
- port: 80
targetPort: 8080
selector:
app: web
WAZZ

kubectl apply -f service.yaml
kubectl get svc web-service

FIEZ Docker $RIGINERECE

AT IMRMAIEZRERAEE B REGNEE, FAIUEERGMNES, MESNEEMRS ACKAF
R T RBERREINERS.

IREINIE 234k

ERMERBFRRERSEHE, £ “REIR” > “SEMERSE" PEIERECD ABNES

(ZEPATF nttps://xxxxxx.mirror.aliyuncs.com)o

Linux RAEE

YmiEaL Bl /etc/docker/daemon. json X1

sudo mkdir -p /etc/docker
sudo nano /etc/docker/daemon.json

ANSHEATAE (B IRETINZERESHL) |

{
"registry-mirrors": [
"https://xxxxxx.mirror.aliyuncs.com"

1
3

EHNEHFERE Docker:

sudo systemctl daemon-reload
sudo systemctl restart docker

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

WIFRCE £

docker info | grep -A 5 "Registry Mirrors"

Windows/Mac E2&
7£ Docker Desktop BY Settings H:

1.3 N “Docker Engine” #5%:
2. Ym%E JSON B2E, M0 registry-mirrors FE&

3. miF “Apply & Restart”
MR R

# MIDEBHEGES (RENZPAZREA)
docker pull nginx:latest
time docker pull alpine:latest

FIERARHERMRSS: ACR
P E A ERIREARSS (ACR, Container Registry) BRI RN BB IREFHEND LTS

o MWEBBROE: FZ I mBTiE, ARENRES
HEEAE: sindmIENEE, ZRFER CI/CD
HFEAR: BB GPNRENERAE
BHIREH: IFRGES M MIENES IR
R ACK: 5 ACK 485, BhSMIAILE
FERREERE: IEEE. [REIHFIE. (REXEE

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

STREHEX/RIENT B

# ERWERHRECE (BB Docker BR)

# EAMERKF ID Ml RAM IFRIZEEARZRS

docker login registry.cn-hangzhou.aliyuncs.com \
- -username=<fIE =K 1D>

# T ERAFHEE
docker pull registry.cn-hangzhou.aliyuncs.com/library/nginx: latest

# MEARMIGE
docker build -t my-app:v1i.0 .

# RciREANET ot
docker tag my-app:v1i.0 \
registry.cn-hangzhou.aliyuncs.com/myapp/my-app:v1.0

# HWIXRGRIMESR ACR
docker push registry.cn-hangzhou.aliyuncs.com/myapp/my-app:v1.0

# £ Dockerfile B ACR &

FROM registry.cn-hangzhou.aliyuncs.com/myapp/my-app:v1l.0
COPY . /app

RUN echo "BRINERMEREREG"

ACK £85rh{#F ACR #f&

£ ACK £8h, FELIEFRGHEUEIE (Secret), SAIS7E Deployment H15|F:
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apiVersion: apps/vi
kind: Deployment
metadata:
name: web-server
namespace: default
spec:
replicas: 3
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
spec:
# MREBHBEHRE, BRERGHIEIE
imagePullSecrets:
- name: acr-secret
containers:
- name: web
image: registry.cn-hangzhou.aliyuncs.com/myapp/web:v2.0
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8080
resources:
requests:
memory: "256Mi"
cpu: "106m"
limits:
memory: "512Mi"
cpu: "500m"
affinity:
# BB Pod RFEMM, HEEIFRRETR
podAntiAffinity:
preferredburingSchedulingIgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchExpressions:
- key: app
operator: In
values:
- web
topologyKey: kubernetes.io/hostname

U RGRIEEIE

£ ACK SEBEHP B Secret, FFHIEVFAR R
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# BIEERGHIEY Secret

kubectl create secret docker-registry acr-secret \
--docker-server=registry.cn-hangzhou.aliyuncs.com \
--docker-username=<fI 2 =W ID> \
- -docker -password=<RAMiARZAHZD> \
- -docker -emai l=<HFEithit>

# EEOIEM Secret

kubectl get secret acr-secret

kubectl describe secret acr-secret

ACR &

o EACKEERSRECELESEMN, BHIDIAL
o 3¢¥f Helm Chart FHEMRAEIE, HENARMY
o RMTEMNERARGECEEERE

o FTEERHEITAEMRIFBERTEE

o NFRGBEIRENFRRS
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16.4 TS~

YNE 16-5: FiR, AWS B2KERBIRSFEZ—

_ Nnp I S i
TP

-

WS

16-5: AWS #RiR

AWS, Bl Amazon Web Services, SIS (Amazon) AFIHI [aaS #1 PaaS FE RS, AWS AT
—BEEMSHNNAERRS, FRAPFEBERFIETYVINARER: NELNABAEFRMA
HIEME, IMRFEXNEINAER. AWS BEAFREEEREEITE. 6l $UEE. AT
FEAN—BERITERS, el EEE IT NI LR,

ER284F, AWS BRiEREENRILIIRIZ= D S
1. Amazon EKS: ¥E& Kubernetes 1Z%IF @, EEtNERRETERE,

2. Amazon Ecs: AWS REREHIIRS, EERESEM AWS &7 (IAM. ALB. CloudWatch) 17

ZI~0

3.Aws Fargate: TCARSZ 2B ESIETTRY, PI5 EKS/ECS &M, BT RiEH,
4, amazon ECR: HRIGCERS, REMBREGEE. HESIHRIEH,

SCERERIN
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o HIPAB A% Kubernetes 258, {f4Li%#E EKS;
o EBXFERMizEEXERISFEIRITE AWS, T ECS + Fargate;
o TIRRHEA A, #EIER ECR A—EBIERGR S rAHA.

User / Scheduler

AZ2

,,,,,,,,,,,,,,,,,,,,,,,,,,,

Container Instance Container Instance Container Instance

Docker

Task Task
| Container rn | Container h—l

: ECSAgent | ||
! 1

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Docker Docker

Task Task Task Task
| Container n-l | Container ”-I | Container I'I-I | Container I"-I

| ECS Agent ECS Agent

A_—“__

Cluster Management Engine

Key/Value Store

16-6: AWS BRERESTEE
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16.5 Z=EPEREE

EUERFER BT AN, BERT AWS EKS, Azure AKS, Google GKE URERMIFIEZR ACK,
BT TKE Zia# T E,

16.5.1 = Kk2AE = Kubernetes JREZ 3 LL

it Google GKE AWS EKS Azure AKS
— =R, ﬁ"#‘?% K8s#r  HEXMRSF, FERE \Eﬁffﬁiliz, FARE
FEERE At i3 &
21E; Free BES
+1RE, BoAE, F& /MR,
EHTFEER 0.10/h (B FreeTier$ffitartBamium
0.10/h BEIAEE Uptime
SLA
GKE Autopilot #={52 Managed Node Virtual Machine
TREHE . o
2HETR Groups Bt EIE Scale Sets
AWSVPCCNI,PodE A CNI GE#E IP %
P VPC-native, MAESET ° ure CNIGRFEIP )
1EIREX VPC IP 3¢ Kubenet
5 GCP B, Al 5 AWS 1AM, AL, 5 Active Direct
= g N . = AClive Directory,
CloudWatch RE
AR e CloudWatch JRURE | ure Devops R
=]
16.5.2 Z=EEHRK

ECWISHT R, B—= TP EHEFIEER, ZEBEMNBES,
1. B=R&: Active-Passive

FREISETE—TT (WAWS), BFEEHEFES—1x (WWER), SETREHEN, RE
THREIE =,
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o fim: ZMAENER, HIE—HEFiTHl
o MRm: FRNERZE, UIRATAER RTO,

2. ZEERE . Active-Active
VEERESIN & LEIET, BleEREEE (DNS/GSLB) # & A&,

e fim: S, FEEANEABF &R,
o BRm: HERAPELR, BEWNBIERAH,

3. BB
BOEURMSUR SRBEME = (IDC), WM Kl SHEEAE .

e TH: GoogleAnthos, AWS Outposts, Azure Arc 2N T IR TH—EEME,

16.5.3 &#iY

o FARER: REMFEAITEN Kubernetes API, Ef 3 ERHIFER WM CRD EBIRS
LURE I BV AT 548 M

o laC BIE: {#MA Terraform & Pulumi £T A% —EIEZ =EMIGH.
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B

B/ING

-

4

BNAT RE LIRS X Docker AR H, UKMHIANE R T A,
ELE, Docker AR E BRMARAKR T ZiFBEITIHIL R,

S

SEERBCHEMIMN Docker 5, BIRERIGEZRIEFR, B

e

o FEIRERAVIFLEAIFEEREST;
o FARNZEEINL, MRABEHIRSZS[BEFRHITEMSHFI,
o FIFREZ=H Docker B4 EIN A EBIERFY RN A,

FiY, FBERFEASEDWRMSERREHAGAFER,
HNEETNAFANBENTR,

7 ROERREBOHEIN? DR Issue B PR,
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BTLEARHEES

hRai%EA (KB 2026-05-16) : AENAMN T AEMiz{TES (Podman. Buildah.
Skopeo. containerd. Kata Containers. gVisor. WasmEdge &) #FREEEERNF L. BiX:

o EFREMEE 77 XK HhRE
o EEFIMEERRMIEREFREME
o XAEARMUNATHEARTE

REIZ /45 Docker 1 Kubernetes Z MBS E SR,

[E8Y, Docker BEMESMERME. Al AMEENEWRERTELR LY B, HRIFEBRHINCE:

Docker Model Runner: 7£ Docker Desktop / Docker Engine &R, BITHARS 2 Al &
Bl, %#%FOpenAl 5 Ollama 3&& API, 71 GGUF. Safetensors F&EEI X 4EJ OCI
Artifact &1,

Docker Build Cloud: &:3izt2 BuildKit MIXZEMWREFMERRMS CI 1512, EEZTEER
GNP RZEEEF D=,

Docker Offload: IBASIMENBITHHEI=IH, &S VDI, ZRAVFIAZIFHREEINLH
FAFE,

Hardened Docker Desktop / Enhanced Container Isolation (ECI): @idE3zAI6r 2 =8
fRE. SURERRIPNAZERRTIFFHEREEA RN,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

FERE

e Fedora CoreOS f&/T

o TRABUIRHEIRITINRERY

e Fedora CoreOS RESHE

o CoreOS NEEAFXSEAKEE,
* Podman
o FZA Docker CLI W F—HRETFIF#HIZRE5IE,
¢ Buildah
o EHTFIFHIZN OCI RBHEEMETE,
* Skopeo
o IR EMEERIREGRIVAILS.
e containerd
o FANNRBRESEANZOEREBITH,
o TERIBIEITH
o BIRMUERMBEMERFIEILZEMTAFZE (41 Kata Containers. gVisor),

e WebAssembly

o —MIREEBNINEERETFE _HFIIEIHEI.
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17.1 Fedora CoreOS f&i7r

hRZ<i%B8: Fedora CoreOS EEi R E . EiiF EX THE RNEHMRANFZERIEE
=W

Fedora CoreOS B@— 1M BMEHM, &/NH, BAEW, URS[SAPOLHNRERSE, FMUERTE
B, MBRIMIETT, HEIHETT Kubernetes #1777 fifb. EE7ELE S CoreOS Container Linux
# Fedora Atomic Host B9fL 52, ¥ Container Linux Y Ignition 5 rpm-ostree # Project
Atomic A9 SELinux 52U FRAMBER. HEGZERERENSSEIN, URe, AMEMETE
BUHITIERH,

17.1.1 FCOS 44
— N EIMUBER S

FCOS #Wigit B — 1M ETFTE RN R/ IRIRER S, THLILEM Linux REFIHITE 40% 1Y
RAM (A£9 114M) F 223 M PXE 5 iPXE JEEIRE BT,

REANIANK

Ignition B—TECESLAIER, AIRENECEXF (JSON #21) HRIEZECEECE FCOS R, AIERCE
AR EIEEME, XHRS, systemd AR,

Ignition TE R E R B shERIE (£ initramfs H) {UE1T—R. BT Ignition B EFHN RS
17, RItERUEARZEF BB ZAEMNEENSX, RRUXHERSE, QIBAFPHFEAX
. & systemd FapAY, systemd [RZERE NEE, MMINRT BaEtiEl,

BahEH

FCOS f£F rpm-ostree RAFITE S M H K. THFH yum AR EAKENREE, M= rpm-
ostree ¥ 0S ARIERN—PRFETHIT. YOS BEEFARMEHTT, HETREHSISHE
Mo MRARLIIEEA, W—RERMEFHBHRFERFREIZILFVRE. BRT RAFRITE
SR ENTMEEIR .

BHRIR

NFENEE, ERMEMEESRNMES, FCOS A—ABRTANRE T Docker CLI, podman
CLI TAEXFHFZR[IaTIINEE, FIMizTT, Bah, =1k, JIHAMEREB[MES. skopeo CLI
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TARUER, INENERFRER. EERTLER crictl CLI TRERAIE CRI-0 B35 EHNE M
Ro

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

17.2 Fedora Core0OS &3t

17.2.1 F# I1SO

£ FZiTiME Bare Metal & Virtualized Fr& 01 R IS0,

17.2.2 485 Butane B

AR Fedora CoreOS E2E T ABEM fcct (Fedora CoreOS Config Transpiler) 842 /3 Butane,
WRAER . ou i BB EFH spec AR,

## example.bu

variant: fcos
version: 1.6.0
passwd:
users:
- name: core
ssh_authorized_keys:
- ssh-rsa AAAA...

¥ ssh-rsa AAAA. .. BB CBI SSH 2% (iiF ~/.ssh/id_rsa.pub)s

17.2.3 ¥4 Butane A& Ignition

$ docker run -i --rm quay.io/coreos/butane:release --pretty --strict < example.bu > example.ign

17.2.4 38 1SO BRIEMHHRE
EMNEESE 368 LLERE, BMRTERB.

R IRHRIT A T o S RE:

$ sudo coreos-installer install /dev/sda --ignition-file example.ign

LxZEEHRBEIRIER,
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17.2.5 f£H

$ ssh core@@EIHLIP

$ podman --version
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17.3 Podman- F—X Linux =T H

hRZs#% B : Podman RIFFHRN A LML H AR, #iNiGA) Podman BE A X # GitHub
Releases JRENEHThRZS,

Podman @— 1M EFIF#HIE. 5§ Docker L EERBHNT—H Linux 28T HE, ©H Red Hat 7
X, BERE—EZENBERIZITIME,

17.3.1 Podman vs Docker

Podman #1 Docker 7FigitIES L EEEEER, TERIMEZEMFINEREE |,

52 Docker Podman
C/S ZRt, KHTIPEHIE .
3 1) T5FP##32 (Daemonless)
(dockerd)
FINEE root IR (BE XA Rootless (3E root F
R - —
Rootless ##1) FiE1T)
" STENES RS (Compose, BIENALR, iBe
Swarm) Kubernetes &£/
e ke docker build podman build 3 buildah

17.3.2 23
Podman X33 ZHSERYE, RESIEHMEITEE,
CentOS /RHEL

$ sudo yum -y install podman

macO0S

macOS EEE L% Podman Desktop (i&:d Homebrew &%
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$ brew install podman
$ podman machine init
$ podman machine start

17.3.3 B EH

podman R L1T/LF S docker TERE, KZHIBERT, IRRER docker 2 podman BIF],

## $ docker run -d -p 80:80 nginx:alpine

$ podman run -d -p 80:80 nginx:alpine

FthAas

$ podman ps

HEHRE

$ podman build -t myimage .

17.3.4 Pods BB

5 Docker R[El, Podman Z#F “Pod” BIBEE (ZR1ATF Kubernetes BY Pod), AIFIRIER—TMLS
R TEPIEITEZ B

## BIE—1 Pod

$ podman pod create --name mypod -p 8080:80

## 1€ Pod HIG{TRR

$ podman run -d --pod mypod --name webbing nginx
17.3.5 E#% % Podman
INERIRSIIRER docker 8%, AILAERMISERR !

$ alias docker=podman

Systemd 5ER{

Podman RILLER systemd BB, it BRGEBERFRS —HFEE,
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## BIERR

$ podman run -d --name myweb -p 8080:80 nginx

## £ systemd XfF

$ podman generate systemd --name myweb --files --new
## BRFBIRS

$ systemctl --user enable --now container-myweb.service

Podman Compose

&R Podman 3% Docker Compose, {BTER LS TIRAIAETE EREHAERA podman-composeo

$ pip3 install podman-compose
$ podman-compose up -d
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17.4 Buildah - ZRHEGHETH

hRZ<35%BH: Buildah 5 Podman 1 Skopeo #EI4F, EiXZER Buildah B 7 X4 # GitHub
Releases T fi# & #ThR 4o

ATIT4R Buildah, SEEEMEIS. RADRUKRESIES,

17.4.1 Buildah &7y

Buildah — AT #% OCI (Open Container Initiative) EARABREBENFRGSITIE,
5 Docker FE—HIB{THWTIF#HIE (daemon) K[E, Buildah W& HIRE L FFIFHIE
(daemonless) BRI TE, HEWRIEHIER root IXfR (rootless) . XESIEIFEEEMN /155 EE
(CI/CD) MEHMEFGNEBREMREERS,

Buildah B Red Hat ¥ &7 %, @®E# Podman. Skopeo —#cfER, WINANEWE. BITHEERES
HBN—EINRKUCITAE. T RZFELRTEUNTEABTIFHEZENIZ RS, Buildah 2 docker

build A LHRIEBN AR,

17.4.2 B4

o T FiP#IE (Daemonless): Buildah BiF@EIRFAARAE. MEMMEXEG, RLOTESR
PR Y XU AD 2R T £

o MENMESR: IJLEHBEGNREXGRATIAH, HERMNBEIVNITENE#HTIRE, IF
BRI

o RAM: FEIFVRIEZESD Dockerfile, FEEFEEFHEZA OCl (Open Container Initiative) 5
JERN Docker %200

e 5 Podman £H: Podman B SR &M< podman build KEXLFR_ EHEAFH Buildah
RS IAY,

17.4.3 &3% Buildah
TIFZ M Linux R1ThRPER AT LUEY 61 E1E28 HiE %% Buildah,
A Fedora/CentOS/RHEL 9431

$ sudo dnf install -y buildah
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LA Ubuntu/Debian Al (FSINEHRERE):

$ sudo apt-get update
$ sudo apt-get -y install buildah

17.4.4 B ET6

1. MIIE B Dockerfile HEEEE &

Buildah &E WA LR 2% Docker —#£1R1E Dockerfile K E &, BJLIEIZFER buildah

bud (Z{#& buildah build-using-dockerfile) #p<:

$ buildah bud -t my-app:latest .

AIUERIEXS E, BS docker build H{EIETEE—,
2. XERMNEEGT AR

B& 7 £/ Dockerfile, Buildah 328 ABYZHEER B FERNRXERMIAWAENS, FHATATLAM—1
RENRGE (BEMRG) FaeE:

# FRER—EMRE
$ container=$(buildah from alpine:latest)

# REVEH R, HFEFERE

$ mnt=$(buildah mount $container)

$ echo $mnt
/var/lib/containers/storage/overlay/xxx/merged

# FIABENEZCIEXY, MAREERRNIETHS
$ echo "Hello Buildah" > $mnt/hello.txt

# AI—LREMGS
$ buildah config --cmd "cat /hello.txt" $container

# BERBRINER
$ buildah commit $container my-hello-image: latest

# MESTRERIUEHEAFERRLETX
buildah unmount $container
$ buildah rm $container

©

XMERTEBEIERKETRIRANB A, ARKNTETLOE LRI ERE itnER bash flds, TFEAT
MEZREMIES RERMITIEZPIZITH Dockerfile 5%

3. EEMHERG

#d buildah images AILAEE HRIIFREHRVRR, HIXREEIINE Registry i+ D R25E:
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# TEREAMMERE

buildah images

©*»

# HIEHEE Docker Hub CERBEBLER)
$ buildah push my-hello-image:latest docker://docker.io/username/my-hello-image: latest

HLEHLTFINNREHARNMN R, Buildah ETSHAKER RS % OCI BENAREE
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17.5 Skopeo - RS FGEETA

hiRZs3%BH: Skopeo BF containers B4R, EiXiAin Skopeo EF € FE M GitHub Releases
IRENERFThR NS Bo

ATiIT4E Skopeo, BIEEEMEES. NAHRUKRERES,

17.5.1 Skopeo &7t

Skopeo &—"H Red Hat BB RIIMLITLE, ErlIEAZTEIRZITELETIP#HIZ (40 Docker
Daemon) HIEIIR T, WADBFEGHITIHESHIRENERE, 815 0T, EFl. BRNEEE
1B1E,

Skopeo XA REZHAIUE “TRFGHIMEIAM" NIERT, BETT Registry (REE
) ZiBSERLEMMRIZ, MMAEBENEHREMEETE. XtUERECERSRIEHEN D LK THIEE
RLDBYRE,

17.5.2 i

o JZE&l(L(JI’\A iB3d skopeo inspect AJUEELHCETHEGHTHIE (FINESHLER,. KIET
EEFE8. N\Of$E), ML EREZEREG.

o REEFERAY: IFEMEAZBNEER R, WEFRNBRCEZE. HEMCEAEL
FAHBIE R, HEFEN OCI mELEWF,.

o FRIGMER: FTLUZEEMFRCEPRRSE (FERENR).
o FERWIE: IFHAENKBFGIHITHFERURER 2.

17.5.3 &% Skopeo
F{UF Buildah, Skopeo WEZEBEEAERS F MM Linux J7H,
1% Fedora/CentOS/RHEL 4 1ThRH

$ sudo dnf install -y skopeo

7£ Ubuntu/Debian #:
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$ sudo apt-get update
$ sudo apt-get -y install skopeo

MNRIZ macOSIFiE, TTLUEITE Homebrew &3

$ brew install skopeo

17.5.4 Bt %6
1. EEREES

BRI RBREZHREFARES, HFAEHRE. TEEKNE Docker Hub £AJ Alpine 37
BREVBIF:

$ skopeo inspect docker://docker.io/library/alpine:latest

XML RE—E JSON RAMERIE, EREE THENREREE (Digest) . gIEME. 2R
(Architecture) . #7% (Tags) FFEER. EEMUNIANRARFEENRER, X2—MFAHK
ERAYFERo

2. AZS5EHBRG
skopeo copy RfERTRAIZHHS. ERUEARARNEE. AR ZEILERERE.

B, N— A CEEERSREI —IMBERLEE (EHRRKEL docker pull By, B
docker push)l

$ skopeo copy docker://docker.io/library/alpine:latest docker://registry.example.com/library/alpine:
latest

XE&, A TERGRANEIAM, IATREERBREHRR, LIIBEGEED4ED
BR T OCI #SE1Em:

$ skopeo copy docker://docker.io/library/alpine:latest oci:alpine-oci

MRFNBRE SR B R TRTEFRIRERXHER Registry SN HeFERE MRS
PR, .
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e docker:// il Registry

e docker-archive: / docker-daemon: Docker XfRZHYYFHY ST {4 BY A< P 4P 52
® oci:/oci-archive: OCI XS HRR

o dir: AMMAER

3. RENBIS RS

NRFREELAFACELNHER, ARFEBEIIIFEN TLS IEPMEMN, Skopeo BITHEEHERER
WFRIEIERY, LhUNE R UBEE(ZIRIE --src-creds B --dest-tls-verify=false &, XEi#
TMERENE R REGRCIREHRER SRR,

MNFERNBRMENBLEARATIRERTEENTRKIR, Skopeo R T — P EEMBARIEK
' “HiEL,
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17.6 containerd - LA i TH

k2<% B8 : containerd #1 nerdctl REFFRB LKA H. EiINEH containerd B 75 X1
nerdctl GitHub Releases FREXREFIRASE B,

TN containerd, ERMARSBTARPRAZONEMABAHZ—, THE containerd BBITFE
ENMIERE Docker 1 Kubernetes NIEREIZ{THLE,

17.6.1 containerd &7\

containerd @— MTWIRERN B 2RIB1TH, ©&RV)EH Docker 5|ZhRIE HEMN—MZOA N,
J53K Docker GEHIBML T EEEITEESS (CNCF), HEIELZ2— CNCF 5l (Graduated)
IH,

ENETERREEERENMEEN LTBNSREGEH, 8.

o RENERMNEFE
o AaFITHMER
o FEMMEEANER

BIEAsRIE, HIRTEMEA Docker (& Kubernetes B, BEIFAXKEBABIZERSIZED (30 Linux B9
Namespace #1 Cgroups) RS EERRHEN, FERE containerd (REFRIERB runc 4
%o

17.6.2 5 Docker #1 Kubernetes By% %

hRZsiBE: AsE5585 K containerd. Docker #l Kubernetes FZMNRZS, BINEIRE 5 XIS T 7
BHNEAMEER,

I2f% containerd, BAEIEBEE5SAF HE12ER Docker LI Kubernetes Yk A,

Docker BY%E#4

£ HA, Docker SIZR—1EE&TFIEINEENRMKEN, BERANKRBIMRENLEXK, Docker
BRBXTARSITRBZB2EFEEE, 2T containerd # runco

HIRHIT— docker run S8BT, JEABERARUIT:
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1. Docker Client &iXi53K2%4; Docker Daemon (dockerd)o
2. dockerd ¥1EKIE K LA containerds
3. containerd EBRFIREGN RSN NEIFE, SAFAEM runce

4, runc fa323&H8 OCI (Open Container Initiative) #Tf, HEEHTITEIENSSHZ.

At, Docker MIELFR E2WEE containerd 2 EMN— 1M EESESHAERIFFYE (WWEE
f&. Compose BE%E) HIERT S,

Kubernetes 5 CRI

Kubernetes fFEA— 1B RHRAA, N TRBEEBARAR[REITHMEZIMNESR, 5INT CRI

(Container Runtime Interface) 17/,

o BHARRZAH, Kubernetes ZRIAEMA docker fERIE1THY, @BiE—NR A dockershim AINTELA
43312 Docker, Docker BB¥t#E containerd,

e [{E& containerd R4EX#FT CRI ¥, Kubernetes FFIAES containerd @15, X#ET
dockershim £l dockerd FREIR. XFENTAM Kubernetes 1.24+ 745 “FF Docker” 3|
KT 2x3*E, ELhrt Kubernetes R@FH dockershim, [RERI LA containerd. CRI-O
LS CRIAVIETTHY, &I Kubernetes B 75 X1,

e containerd 2.0+ #& T EFAHI CRIvlalpha2 &0, {XfR¥ CRIvl (Kubernetes 1.26+ 1X3z
5 CRIV1), WNREEPIAERKE CRI vialpha2 FIZAHE, F4% containerd 2.x BIZE 52T
#%. containerd 2.3+ @ 2.x RYIEMN LTS hRA, ZHM 1.7 LTS BIZEAR, SF-IRRHERS
Flo 1#M containerd & 7mi%ER,

17.6.3 At E#EEHA containerd?

FHEBNEFLZEFRE, Docker (RARAMALFINIXMNE E, EXTFHEZFA. Bk
FREEIE Kubernetes S£BfHN R A TIEIMRIE, BHiFHEH containerd AJ L T3k :

o FEMMEESE/ VMR E= T Docker Daemon EMINIAHNSESE, 5T,
o ERMNEEY: FNEITETRNERAN, ENZOINEERATRE B BHZIT,
o HIEFA Kubernetes CRI #RfE: 2474k Kubernetes £ {ENITERCE

17.6.4 BEfAZSTANSA

RETF docker B5LITIE, containerd =i 7T REINE FimREHEAENERTR!
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e ctr: containerd BFEHIAXARE iR, EIRELLREM, FERAFHEAEETH AL containerd
EHEITIRRER, —MRAMENRLAFPNEEEETLA,
o crictl: Kubernetes 289 CRI s <1TLE. ERTHZE Kubernetes T R LR ZFIDHE
(Pod) a)&k,
e nerdctl: X2—1H containerd MB#IFEF LN, TS Docker CLI {FIHT
containerd s 1T PR, X FSJIRT docker run/ps/build B8 I EUL, nerdctl BJLL
EANBEIFZIE containerd WIEREE N M, FETCEZIFEEWERG (fK# BuildKit).

nerdctl ERATRE
RES5E containerd #l nerdctl &, REILUALIEEIJLF S Docker e —E e <17

# Boi— nginx &:F
$ nerdctl run -d -p 8080:80 --name my-nginx nginx:alpine

# BRBITHRNEE
$ nerdctl ps

# BERERMIRE

$ nerdctl images

I F AL R EELE RS 25 ERIE Docker AT, EXEERE LM Docker FEMNGR LTI
BV, containerd +nerdctl @— MEEMNAS,
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17.7 BB iz7H

hx#i%BR: Kata Containers. gVisor # Firecracker ¥J/5E B FAMINE, BXNERZMEES
XAIREN R AR ASFNFE A M(S S . Kata Containers. gVisor. Firecracker,

ADNBRBRAESTHHNLLEBTRIE, TERNERBENRZ M FHATE Linux B85
— AR, ERNEE Kata Containers # gVisor,

17.7.1 At A RER LB 8R?

FRERY Linux 228 (30 Docker. Podman ZEMAY containerd/runc Frig#ay) KT Linux RiZ
B Namespace (fpR&ZE]) # Cgroups (FHI4H) SRSEIHIZLFINRSESEKFRE, XHRE
KBRS RAHEZR—BE EVNBRZ,

REXMALAEMRNBMEE LREERNE, BHHRT —PEENRS: FMEMYE (solation)
. MRENBBRANTEHEZFNA T EINRZNFRTTR 785K (Privilege Escalation), €
R ENMEENURE LBTHFE A SRS ER K LR

MRERERE (ZAFPHER) FEBETAAEHNE=FREN, EERNZERRFBLLN. A
TRRRAX—RE, tXHEHT “Z2B28 (Secure Containers/Sandboxed Containers)” HJ#
B KERBNZVIERZ: REXMEHWVAGERE Y, FNFRFEMNBRNEE. RERBHH
WENEIE,

17.7.2 +4 2 Kata Containers?

Kata Containers @—F/REIE, H OpenStack Foundation (¥4 Openinfra Foundation)
RE, ©HRHMAENIIIE ——Intel Clear Containers 1 Hyper runV £ &M

Kata Containers iz 0\ B2 FERABERNEMI (Lightweight VM) RizfTH— 2B AE
Pod,

TRRE

Z{F M Kata Containers Y, EARERBIV LBI—E@VIRILERE, MERAB—MeEaEMR
HHIEIMNEIEIZF (30 QEMU. Firecracker 8 Cloud Hypervisor) Bii—NNEBIE. Bes
AR B H#H IR TEX NIV IS5 AR D FE .
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s BERS: ANAEBECHRIIANG, BIEREANNAFARNZREREZL, SthREERITE
RN E B, RAETEARNE ENEIERIAZ.

o FZAM: KataContainers T2 T OCI (Open Container Initiative) #5240 CRI
(Container Runtime Interface) 1R, XERKEE R LUEN containerd B bocker HIKEIE
1TBY EEBIRERIAR runce

e 5 Kubernetes E£5§: 7 Kubernetes 1, {REJLIA—MFER Pod $E7E runtimeClassName:
kata, LEEBRBRNESEBEITERMVILS RS ER,

17.7.3 4R gVisor?
gVisor 2 Google FF& HFFRM—F R RTIRA ) SR EIB(TII T 2.

EXRIT 5 Kata Containers R 2 REIMNIE AR, EACBRHNTENEMY, MERHT — N
&R (User-space Kernel),

TERE
gVisor WIZILVAHBZ— 187 Sentry NP TiEI#HZ, Sentry #1ET—1 “AZAE" NAE,

o URBAMNABE#HITARZLIAA (System Call, LbIIEEXH. MLERE) B, XEFEAS
# Sentry £ EHFFFHIT—EEIMELLIE, RAEBEH Sentry B3 22T IEFERIRANIERE KA
BENNZ,

o AR Sentry TFAPEEIMT —E Linux RFAIEREO, SRR T NAEEEMKERER
FAZBERETR. XEMBRAHE T FBRBEAZRRAREREEHNBRE S

o gVisor EMHRA OCI #E, EZOEITIREAMSFRA runse, FLIEAIREIZEITENS Docker 3%
Kubernetes #1178,
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17.7.4 BE&E57LH

fRE Linux 288

i Kata Containers gVisor (runsc)
(runc)
A Namespace & BREREIW (IR FHF' SRZ (RSTER
Cgroups %) 18)
YR (HEBEMN B (FBREiL
sott BIE (EEBENA *%_h (BB RO R R E)
%) fREs)
tE (ARELmL +PHFEIES EURT
[RE#HTIZ
i el (RER) FE5 VM) R SAETF )
BehiRE IR (ZFD/FO4R) R (FRZA) B’ (RAEEERE)

17 (BERLHRE S
=¥ (FIER4IAA (BRI E 2

S BT GIEEEAR)  MERERSENR
9% FE AT
= SRR ETAEIRSE)

WM<, I AWS XN BER T X TS B 25068E (Serverless Containers) FISEMR
WRRR 2R EIWNETESS Firecracker, AIUEERLZEBHRESH5 Kata EIUAENEREE A,

HNTFEBNHIRSHL KGRI RTEEZREAR2S S, BERMSHEATAARS (PaasS). &
TERRTIBGITERE (FaaS) FXWNLZLMEERREZ=F, LA Kata Containers # gVisor /7
RERNRZEBRBEARMET EAXNNE,
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17.8 WebAssembly 5528

heZsi5BH: WebAssembly F#EXH) Wasm iz178 (40 WasmEdge. Spin) SbFIRIREFH M EL,
EINER WebAssembly BEA X4, WasmEdge # Spin B A XA4REUEHE o

T4 WebAssembly (&5 9 Wasm) AR ERAMAMKABERESPEREBIDERARE
5

17.8.1 42 WebAssembly?

WebAssembly (Wasm) &z#]2H W3C ESH—TA T AN TTH JavaScript $ 8RR FM & BBRYE;
A5, E—M/NMERBY. MERRN. RERESDENENTEFIELNIESELREN, BiiE
C/C++. Rust. Go EFRIBERIFM .wasm 1B, XL AU EIZEEFREMARNE RS LUIEA
FERBERRERE/IET.

AT, —HURARTRRIRBEA, AANSHNSEREHBEESTE T BINUFERE?

RAFBEHXBREIRE, Wasm FREENZOFETERE T ZRERHIIFR. ANBIE T &
g0 WASI (WebAssembly System Interface) X#RVIRE, FEBEIMAE ST BE T RS [ imiR
ERY L,

17.8.2 Wasm 535 4R RE

¥ Wasm WATFIRS RIS, ERIL T —EA8ELbE4E Linux B AMREUFIE:
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LIRERNSBTERE: F4 Lnuix BREALBRMNEERSZ, BEEBRATERIL
Namespace # Cgroups UAKR—EEXH RS, BEFTELEZEMN /1L, MM Wasm iRRAFE
EXERFNIFIRIEN, BBELZEW ZREEMMEIHNIT, XX TFERS B[R

(Serverless Functions) M=&EXBE

2. B &% (Write Once, Run Anywhere): FH{THIiE Docker AR BE BHIERMHN, MR
E x86_64 T & LITHMRER, BELEZEETET ARMHNARL (WERMARISHEENE
&) EEIZFETEERE, BRIEER QEMU BTRMEZFFHE LI IMWESZ LM (Multi-arch)
&0 manifests, M Wasm Z# I A EZFELXNTEEHREESRBAERN! REFHEN
—{% .wasm AIITIEIR, FAMEMREE, FAATLATE x86 B9 Linux ARS588. ARM BIINLILE.
EZE R Windows 1 macOS EEH#ZiEid Wasm BT R shFMIT. BIEEMET “RE—
R, BEBIT .

3. RANZLDFNSF: Wasm it Z B ERREERIN K28 KIMEFIEITRANLIDA,
HLHITIMEIEE RS, RATIRFNENSARSEE, NAHA R ERERE TR
XHEHEEN. HERINZ2MRB ML ARE Namespaces HlHIHHEZRZH Linux B2EE MR
&,

4 INOBGR: Linx SRBEETO—BERBEERELN 05 REREN. T— %
BT SR Wasm RS R R R IKE BRI+ Kb, HRAHIIR T 268K MLF
RE,

17.8.3 & Docker & L WebAssembly

EMRNBBRESRFPR, Wasm HAREEREWENEHHY Docker 3(#& Kubernetes B9 A,
MERAT— 5 Linux S E#HBERE e TERFHZEE,

Hai, X&id OCl (Open Container Initiative) #1 CRI #RAESE I T &£/ LIS —:

1. ¥ Wasm 3T8X OCI H&: BRARRHFIEELM Linux RootFS, BREIIRENNITEIA
EIFERI LU B R E . wasm MRS R A— NPT LIEHEIX E Docker Hub SiEt registry
IR SREIISE,

2. BEABETREIERTIT: Docker BEE 5% WasmEdge # Spin & MAERI WK Wasm iE
TRHIT T EASERETE

914 7E Docker Desktop SELEERL T containerd BIFIER, FATEI LI+ 9318 5 LIRS B R GH
EREREHIET—METF Wasm HiFNEIRIRS (BZIEEERME --platform HE BRI --
runtime=io.containerd.wasmedge.v1 & &), BEIUMBXMF—MrENBFHIZE—H1L Docker hE
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EERE. IEMRXHNMEKIRCOMS, EE@iE Docker Compose F— 1M E B MIEES I LM5
— Wasm iS5 LB EIEHE .

17.8.4 B4

BEE R AEKEEW WASI BRI AT E (FINRUHEENERFNEZFURRARRIFNXZ
), BRINBEREEAMNNELSIHTESLTRSSRAR, sEHRESHTREMZ2ME RIS
BERNZFRERHHMRSARRAX—NBERORANEER “HEBEA" 228, TR
K, Wasm B ATIRES Docker ESHEEHIE,
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BE/NE

Docker HiFA R ESHME—ERE, THEMTAEGHTFREZIRMESENRKARIEE,

=

Fedora CoreOS

Podman

Buildah

Skopeo

containerd

Wasm

Podman vs Docker

MEBEEXS!:

EL

A UIRERER

BEREES|E

REWETIR

RECEERE

ZIORRIETTR

SRR VAEITIT

WA TERE

Built with mdPress

B

BEhE#. AR TEMILHE.
ThEITEERI

TR, 3 S Docker
CLl. %#f Rootless iR, =~
B[R4 Pod

Daemonless T{EER,. RE
BRI A DR RE

LB AR I BT im iR AR

EeE/MATEIBRE

RESM. f78 CRIFE. 2
Docker WEAZ—

FBRELREPN] (Kata) ZE
P &M% (gVisor) BALERESR,
wEZE

FRR RBEBRAAS
SrakaERELYZEED
B9 S IR R ATHT 75 0]
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FFEEI Docker Podman

TiP#HE Z=E dockerd THETIPHE

PR AINEE root R4 #F Rootless

CLI %% - 5 Docker LA

Pod Z#F R [REZHF Pod HE&
podman-compose S FEAIE

Compose docker compose .
=

HEfER[E IR

o EELI: BEFHARBRNIZER
o TH: BRBLTEIHK

7 RUERREBOHRIN? WDIRL Issue 3 PR,
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FHN\EXR2

BRELEREFHRRNENZOEE. FENA Docker WREHHIFREL K,

ARREHAR

B AEHLZEINA, REESTEIML. NEEEFNENRESZEEISTE?
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BHRRERE:
MRS (52240 hnE)
BERIIZ
HEREZ)

Namespace <-- fREIA5R
Cgroups
Capabilities

IR 2RE
S ARSES (MEAbiEEE
JT

Guest OS

Hypervisor
<-- fREIAR

Host OS

FEAR

AEHE Docker R2MNZNEE, MAKREBHGIZIEZTRBIIFNHNER 2,
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o BRI

e

MZLEX. User Namespace S1ZIXBAHIF.

o @i Cgroups [REIBSERIRER, PHLERFERKR L,
o B

o Docker SFHFHEMN T 2L E 5 WAL EH,
. ZBE [

o Linux Capabilities BY4RMI EAPRIZH I,
o HpYy L4

o RBERe (RAEEHE. TR . BTR%ES2 (JErootidfT. RIEXXHRS.
Seccomp. AppArmor). Dockerfile Ze& L. MHMNHELE (SBOM. SLSA),

° iz%.—‘—.: %

o ASFRENTEHM. RELNS5EZRIIE,

ReQmBER

MEFOE:
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KER /A%

R docker scout cves B trivy
3E root iB1T 2 Dockerfile H7#Y USER
RilR PR K& -m, --cpus B
REXH RS E --read-only
TAUET MiN&E --privileged

/) \BES] T --cap-drop=all

L& PR KNERKECE

BRER AR REDZ S
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18.1 Rtz A =i

i i8] (Namespace) & Linux B23fREEL, SR T SSANHEL ZERZRTIMENHEA
Beso BAELSHE 12 ZEFRHINNELENEBELMNAENLAT Namespace, BEARTH, FHITH
FRRTH R2BX MMEXEE.

18.1.1 [EEMNRLAK
Docker SFIFHIZER AR, KSERESNRRCIE—ERIUINGRTIE, pETERMET REM
HRREENRS:
e PID Namespace: BilEBRZBAMHEETE XX LB EVHEMBIRNHE, TEREEREE
BRAIRFT root R, WIEED kil L FMEEN LAIXTERS.
e NET Namespace: B 1Z2#E B IRIIAIMSEIER. R EE BX#HITIHROMSSIE RS
EEDE—WE, ResZBEITEMEERE, MMREHT EEEshiIEET.
e MNT Namespace: ARZBRMIMTZIXERAME, XA UM ILERRBAEEHEEHELE
FNHNEEERKXMHE (W /etc/passwd) o

\

18.1.2 sp R FEF BN R 2P

REGBZTERETREFHNREEM, BEMNXITINRE: FIENARKAEEZR—ITBENHN
Linux %%,

XEKE, —BRIVNAZETRNURER (WNZZ/ Dirty COW RH) , WEEE 8@ R
Namespace HI[RH|, BIZFEAZEEHNITEENE, MMM “F2{ kR,

I\ Warning

AT BIBRRIZREE R, £ RE SRS M Linux RZBVREHERN SB35, &
fEBNIEU gVisor. Kata Containers FRMH T AZN LT 2B BT, RN, FERITERH
AE1TR (W runC) BIRIA. 2025 4 11 BT — RS runC Fadiki®iRHE (CVE-2025-
31133. CVE-2025-52565. CVE-2025-52881) MiZREH, BMERZRIFER, BT EERME
AT RS A 23R E WS

W an & =08, Docker WAEFREIFHIZMIMBIFIRREVE R, B0, BHTFHIZMRWIRES, HIZER
BHEHSERARMEIINGRE ENNEEN. CSEHARERINEMBRNHIZTIR, T EZBINES
HMAZHTRE (FRIFEIEE).
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18.1.3 APt R =iE SiAPhIP
7EFREBI Namespace H, User Namespace X &£ MmIT X,

FERANBRT, BFEEAB root AP (UID=0) FE2BENLH root AP, MREEHERERKT A
SRV EMREHSIRE 7 B ENBIHRRIR, tHREEENMNRSRENR,

1@1d /2 A User Namespace Remapping (P& TialsY), HITATLUEESIAN root AP BRET
FEEN E— D TEREBRF

W{AIEZE User Namespace
E7F Docker RSB imBAX—4F4%, EEEX Docker EZE X4 /etc/docker/daemon. jsono
1. i E AT SRR

YRIBECE N, N userns-remap BCEIN:

{

"userns-remap": "default"

3

fEF default {ERY, Docker 2BIERBEMN LEIZE—1RN dockremap I F4H,
2. I83EF UID 1+ GID 48g
Docker 2381 /etc/subuid F /etc/subgid X&) dockremap 3 BEe—NE{iAY UID SEE:

$ cat /etc/subuid
dockremap:165536:65536

XEKE. BesWAUIDo (root BF) EBEEN LESEFR#EIRETEL T UID 165536, 1R ER25AHY
UID 1, XNTEEMNEY 165537, LULEEHE,

3. =3 Docker SPiP#HE

$ sudo systemctl restart docker

T IEBRETRR

BT BT —ME R B EHNIT sleep B2, FREBEN EMBRHARNREE!
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## ERIALL root BHETT
$ docker run -d --name userns_test alpine sleep 3600

## EBENLEEEZ sleep HiE
$ ps aux | grep sleep
165536 12345 0.0 0.0 1568 4 ? Ss 14:20 0:00 sleep 3600

fRa%, REERBAZHAIZEM root BEIHY, BEBENL, ERIBER 165536 (— 2R
BENRIAF) .

¢ Tip
JEF3 User Namespace WA BHEZEENEIEE (Bind Mount) FEAREME. (RFEZEHH
TRERST RV AL UID }WTE N EMEH B RAEFAEMNIRE R,

18.1.4 545

Rizas R TIEIM Linux 2.6.15 hitZs (2006 £F) #5IN, +REE], XENFNTEUTES KR E
ARAEPWELERRIE, B SEMAGRETE (LERZ User Namespace) , AJ LR AMINAER T @,
EERABTRBENLZ LM,
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.ﬁ
18.2 =Hl2A
1=HI4H (Cgroups) = Linux REs¥lHIM B Ib—1 KA M, NRiIZHRZTIE (Namespace) RET B
238 BRI 4, BBAEHIATRET BR6E EH 2V F R,
FEReMEH, BENAATREARSME—TL2E, EHAMRENERNBEITMEG, X3t
FIREARERAKE (WELARSEE DoS) EXEE,
18.2.1 A+ AERRBRHIXFRLL?

AIANMBILT, Docker BEaM RAARFNEARLERER: — M BFEC LAILUERBENFIER
CPU i+RBEEN. IZXFERAE. ERFAERARS PID,

BR—TUTZ=R:

o —NEERAFEMBETLANBNALEEEHLBER.
o VARFEEPEFERNFRF.
o BEAENERRE, BEEEBITTEN ADER.

MREHE Cgroups BIRRHI, ENABANRETH (HEERE) BsETREINNERR, SHE
FH EEMEREINSZZEE Docker SFIFHIZEB S A OOM (Out Of Memory) BA5iEK CPU fiEMM
{Z LR,

18.2.2 #ZVE TRPRHISE A%

NTHRZEPTE WABEHILER PaaS T6) NREN, HETEFFED LRSS RIKEE,
HNNEFNERA RN BRAERAIR LR A9>1H%,

1. REFRH]
FREIRE R LML A2 R ERF R EE S & FEE EHN O0M,
XESH:

® -m, --memory="": TR, BBEEANEAAREE.
® --memory-swap="": PREIBREIERANAES Swap BE£.

SCER I
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[RHI AR Z ReEEH 512MB N7E, HBZA Swap (B memory #1 memory-swap i& & l—#
BEEPH)

$ docker run -d \
--name web_app \
--memory="512m" \
--memory-swap="512m" \
nginx:alpine

MR ZBHFANNAZHDEET 512MB NAE, ZHEIZREZWAILET OOM Killer 4=, BER
SRR EEENBIEER D

2. CPU PRI
R4 CPU AT LABALE N R B R ER MBS RZRT CPU IFalf, RIERFZENIAE AT,
xRS

e - _cpus=<value>. }IEERZIA LA CPU ZLEE (AILUZ/NED -

® .c, --cpu-shares=0: HPRHI, IRERER CPUBIMEMINE (FIAZ 1024),
SR
[REIS2smZER 1.5 1 CPU ZLMIE ST

$ docker run -d \
--name worker_app \
--cpus="1.5" \
busybox \
md5sum /dev/urandom

B L ERYE L B— MILBIFHIG R I EHE, BEHKZTAIZHNZ CPU ZEHEEE .
3. HERBPRE!

#Hi2VF# (Fork Bomb) B—MHEMELRSKE AN, CEIRE fork() FEERER RS
HIERFE, SBRATLECIZREEHRES.

XESH
® -_pids-limit=<number>: PRHIRZZARIFEIENRAAHIZEL

SEETRA:
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— BB Web IREHBEEBE/LHI LG 2iE. FHNATLUERE—NSIER _EBRRESSE Fork YE
GEA

$ docker run -d \
--name app_service \
--pids-1imit=100 \
python:alpine python app.py

HRBHNNHRESHEE 100 BY, FRAZSHIREHFHFZNIREE =KW H IR [E] Resource
temporarily unavailable, MITEEMHIEXHNKEITH,
18.2.3 REESKERERIN

EEFIFRR, NMUEERHYER Docker spINIREX LS, BN AEEHRFHFTADRAIRR
BHIE o

5140, £ Kubernetes A1, 5@ZURINAE Pod 18 E requests # limits:

resources:
requests:
memory: "256Mi"
cpu: "250m"
limits:
memory: "512Mi"
cpu: "500m"

T Cgroups HERLFIES, REIUMIRZA LB —RSEEBENRATAAMRISHER. XMH—
F 1615 Docker IR B S RAR A T A S I RS HEMISEE L,
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18.3 fRSZiRBAIF

Docker SFIPI#2 (dockerd) EEREREMNLLIEET. BINERT, Docker REMITITRE
REMRSIEI (root 1UR) , EHHR LM XRBAEINOETLET,

.

gn2R Docker SFF#HIZRVI RIEHR BT, EBEBEHE A LUEE Docker APl B 531 S 51— TMFMX
A, AREXINRER (/) EHEIRHET, MTeRERSES.

AT ISR ARSSIRAVERIF, FAIFEMIpRES]. BEMEMNR&E MU= NMEEHITME.

18.3.1 Rl API i518]
Docker 2 (docker 85%) i@iT REST API S<Ri#i# i@,

T2 H kR4S, Docker BEYR4EETE 127.0.0. 1 I TCP EIZRF L, EXRTZEBEILHA (EEh
W) Wi, MENRITIREIAGER Unix Domain Socket (/var/run/docker.sock) FH&KFISXHRS
IR PRIE S,

RN 1: RAERFEIAEN TCP imARBELAN

X T W Docker @RANEIMEEZY WRE! £FEERBEEANREEFNBRTRITHR -+

tcp://0.0.0.0:23750

YOR A SSHSLREZAZIHIR) Docker SFIR#IE, BB TLS INENG, L% P im0 ARSS i B AR
ITIEHRGR,

FFE TLS INEXR AN
MAZ2NG, BERIABEIRNNVENNG, HERIEBRP FHITRE:
1. B5&fE openssl ETF AN CA TRER—ER P in SRS 209IE,.

2. B2 & Docker SPiP#IE (GBEE 2 daemon. json T dockerd BoIEE) , 18EIEPRRR:

dockerd \
--tlsverify \
--tlscacert=ca.pem \
--tlscert=server-cert.pem \
--tlskey=server-key.pem \
-H=0.0.0.0:2376

3. B IR R, R P IRIER.
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¢ Tip
FCE TLS £ RSE PRI S B A LR Docker EF7 TLS X4, EIARGEHIRS (10
Kubernetes) #, BESE B HREEXLEE,

18.3.2 fRiPasil Socket i

BB BEMLiHO, &MY /var/run/docker . sock HEEEEITF,

EAI#HI%T1% Socket IEEWNRHAFR GBE#HWIMN docker AF4) , FERTFIHE 7T HBEENNEZAL
RNERRR, B “TREEERIRE sudo R,

@ Caution

KIERERARREHNEBEAFIMAE docker BF 4R, [, TR RFAINREREEEE
MLAY /var/run/docker . sock EZMRET 4 EIBA A, XMETN#EIT/I Docker-in-Docker
(DinD) 8% Docker-out-of-Docker (DooD), 7Z7E%i= YA XL,

18.3.3 Rootless & : E4FPUETT

RT MIRZA LR “8E Docker socket FiE root” BYEIER, Docker B 19.03 hkas (2019 £F) 2
I21HT Rootless =,

Rootless iR A FET L2 FRFIE root AP BIIFIEHIZETT Docker SFF#HFE (dockerd) FIA2S.
ZAENF) A T A Linux RWiZBY User Namespace Fy ARFIIESS IR dp 2 == 18] SE o

EZEi=1T Rootless Docker

FE7E3F root FEHIETT Docker, TELFARBENRZMH . L& newuidmap / newgidmap, F7E
/etc/subuid 5 /etc/subgid P AZ AP 9 B subordinate UID/GID. & & %4k Docker
daemon H7EIE1T, TR AIEEIEER] rootful socket, Ltk ZBAfALI#E Docker context T

DOCKER_HOSTo

1. REMNERNKFH (BE R uidnap TEBUERSZHF newuidmap ] newgidmap) :

$ sudo apt-get install uidmap

2. YRR —ANEE1EA sudo BPRMIEEEF (BRIRAFP R A testuser) :
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$ su - testuser

3. TEHHKEZE Docker EAIRHAY Rootless RERIZA, HIAKENARBSEEHRIT:

$ curl -fsSL https://get.docker.com/rootless -o install-rootless-docker.sh
$ less install-rootless-docker.sh
$ sh install-rootless-docker.sh

4. LB IR T 2R EIEFATE socket:

$ export DOCKER_HOST=unix:///run/user/1000/docker.sock
$ docker version

ZEHEEHRNNEERS, ZBPHNFERERIIBE T ME S8 Docker Daemon, BEMERFTE
LERA0 0-Day I EAfER L ERK T A28, MITEIESZTRTF testuser XNIEFNEFFRERE R
RAIFIERN,

Il Note

Rootless IR AR T EMHEN rootful Docker, IHOA4BE. MILE. cgroup. TEEIREHF] RGEAR
SEBMEENEZ RZITHR. R%S5 systemd AP IRSEER M, £rIfRNAIRIERETER
#, FH loginctl enable-linger <user> FANERNEEFVBE BN

18.3.4 f214&EM (Authorization Plugin) 5i5inlgsm&

AR, 3t Docker SFIF#HZAVIHIRIEHIEER IR T XHRAINIR, FHEEEMILERTIRN
%RE&, Authorization Plugin #lHIAF7E APl BRITERFITIE=EFME

= R EAGE e

e OPA/Conftest: FHHKEE5IZ, ZIFFHEREEEE N,
e Prisma Cloud (Twistlock) : B BBELLFES,
o HEXMIZA: BIBBERANE (. 5. AFPE) MHRF/IELRE

BZE Authorization Plugin

1E daemon. json FISEENUEL
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{
"authorization-plugins": ["myauthorizer"]

)
th/E, Docker SPIF#HIERTEMITER AP IERAT, RIERERLGENGRMEHITEHI,

@ Caution
FEMRELEM: EAE Authorization Plugin BY, SHHRIGEHARS TSR EH.
A EBAIMZA AuthZ IBIERTRE, AJRESBEREERIRNLEHIRFBE VIR
Ro I

o THARMEAUGEHNEE, KERTHEIRNIBERKIEIRAIT

o EARBRERERENENGENT, HRIFERA RN

o RENMKEBELERSHMZ M (40 TLSIAIE. Rootless &RX) LEEER, MWEYRM
1o

18.3.5 &5i&

fRF& Docker [RFIHHNL 2T BRBMBE: KATLERNIMBZEITR, ™E Socket iHENIR, £E
RS MBNEFEAREPIILELE, Rootless IRUZ—IMERFRTIHENRZ 2 MEERE,
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18.4 RtzZEE I

245 Linux BIAPRIRELIEE K. #HEDN “Fi#HTE" (Bl root BF vip oiafT) # “JE45A#H
2 (Hfth UIDIE1T). XHERT —PHGSBRE—RE-—NEaRISFTE— MU (FIa045
EALT 1024 B O) , BB TFIED root IR, —BZRSWIKIE, RABEELEHEH,

AT ERX—RIE, Linux 3INT 8EH#E (Capabilities), R ESFHRI2EE root IEXID AL+
NHRLEEBVIRERE ST
18.4.1 ZEBANER Capability A&

ERINBERT, BME—1NEBEEMU root AFETT, Docker BRANERZIE T TFRE R AEESIH
B —I\E53 “‘BRE” 8N,

LAY Linux Capabilities 25 :
® CAP_CHOWN: IEEAXHFREE,
e CAP_NET_BIND_SERVICE: 4BE4Fum O (BN 1024 LU FAYERO) o

® CAP_NET_ADMIN: B EIBNRSNE (FIUNAREAEE, IREHAMEMNE),

® CAP_SYS_ADMIN: #E “Linux RIZBVSNNE", R IFSMSEIRE (EEEE. HR8RL
#%),

ATHE “BVRURRN B9ES TMER S, Docker A BIRT AEFRESHA R ACEKMARE
EHBYEEST, Blan:

o L FT(RENED cAP_SYS ADMIN HITHIRZIOVER SIS E1R1E,
o B HERRIZIER,
o B IBEIHNBEHERT,

X “JE5EE” B9 root AP BERIERE D N AERBEMENRNEN, BEETAN RSN

B2 & Ao

18.4.2 3L&: ARIMSRIFEES

LREoI— Docker B280%, FATRILAFIA --cap-add (GEH04FA) # --cap-drop (RIFHEN) A
SERFHEMITHIHIEIRNR,
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KR —: WEIRRZ 2R Web 4]

RIRIRIEFERM—TRHEB Web Beo MAREEENTAESHAEAHENRIELIRIRET
=, RALUET an L S BhR FRR BUARES, ARBIRFRALTIF#HE—MUNEES R ORIEENT.

$ docker run -d \
--name max_secure_web \
--cap-drop ALL \
--cap-add NET_BIND_SERVICE \
nginx:alpine

XEH --cap-drop ALL BRI “FNEIME” BISSERTFH. LAY, BIEREREZFA 0-Day FRE
2|7 Web Ar55H9A 28 root Shell, HfthiXEREERRETtE CHIHBEENEFREINET, RS
H=HRIBIELITIR,

KEZRT . RERRMSRIESNMSESLE

RIGABANTIZEFES—PIKRIRIRSE (40 tshark 2 tcpdump) , X EFARTE Docker IRHAIZRIA
BREZN, ABAZEFREERZMIREMNRE, Sit& Permission Denied,

RS, HANFELEEIIRRRVE DR OEIERES:

$ docker run -it --rm \
--name network_sniffer \
--cap-add NET_ADMIN \
--cap-add NET_RAW \
tshark-image /bin/bash

EINIABFTEHNIMNEEIEES] (NET_ADMIN) FilREEEZEFINE (NET_RAW), MRE
TIEFTENBRARMZRE - -privileged B,

I\ Warning

AREFEZAGBET “NREZHEL" HEIREY, FEIBREEZEERM --privileged X
ik, BXRHE BENL—VISRAFRE R RIRETERNA R BANRAR, HiElME
MFRALBHES! BFSVERHZHIENERRE, BERMNGERIFREE cap_* BEST.

18.4.3 545
FIFEBEAIME (Capabilities) BHITIRANRAZRHRITHIFKE—IF, EE ‘BRBRTFIFR

HERF (--cap-drop ALL)” BIRIRECEH AT, XFEEFEMEREFASKRABE, WEHEEK
FFEEREE—N L FELRSHRENIZREEF,
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18.5 He &4

frT ERMs i ITHIEUREEANE, Linux IS RREESTRET KELLIERINGE,
ENHXERA T — B EHNRR “BEFERE". AT EEMARGNRES. REGEREERUKE
B R ER AR,

18.5.1 AiAREE

seccomp (Secure Computing mode) =& Linux AZH— 1ML 2HHl, BFRGIHZEBLZENR
SKIFRHE.

—MEIBRY Linux RIZIRE T 300 Z0R%EREA, M—MESZITHIRSINA (FI0 Nginx ARSS)
BERAINAMNMEAR, XMAREEZ T T AENHNENOSRBITAKENE PXiEHK
o

Docker 2IABHET Seccomp, HFEBFERN FIABLE XX 7EA allowlist: FRIAELKRER A IFHY
RHIAR, HHMRFERMBRENIER. Docker EANXNMEEEERARINZERY 44 MNRKIA
A (R#Z5 Docker IRARREBER), FINNSHIZIER. RAE BN G B T AR ERXAIE
Fo

NRARN AN RSERFE TWEE, RellhBRERIZREA,
S A chmod RAAATE
B, R5— no-chmod. json BISRBE {4

{
"defaultAction": "SCMP_ACT_ALLOW",
"syscalls": [
{
"name": "chmod",
"action": "SCMP_ACT_ERRNO"
}
1
}

BT EHIR Docker AXEDIREE

$ docker run --rm -it \
--security-opt seccomp=no-chmod.json \
alpine sh

/ # chmod 777 /etc/passwd
chmod: /etc/passwd: Operation not permitted
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NARBWEHFFHTHAR, HRMFRFERSSERIZIIZE.,

18.5.2 s@&liAinEHl: AppArmor [ SELinux

4B Linux 228 1E DAC (BFXiAmREH]), XERENR—IMXHGHET T 2£RIXENIR

(777) , BBRE TEAAEEEEEDN. B MAC (GRFEIARNES]) XA, U Apparmor (BT
Ubuntu/Debian) 3% seLinux (¥ F CentOS/RHEL), AILABIELY “XHEFAEN" BB
RERITHIEIR,

TEART LARFIBIEE L

e AppArmor: TE/2F AppArmor FIR 4 L, Docker BRIAARESINEL docker-default profile;
NREEZEETENXEKEE, 5H apparmor_parser & profile, Bi@id --security-opt
apparmor=<profile> 8%E

e SELinux: £/ SELinux RN ARG L, BRERS5EHBERFEEMM SELinux label, 48E#E
HINER 2 REZPEARHE, 2 RTZEHRERENBSEER, FEX /home. /usr FR
SKERMEER 2z, TNATRERIFE ENIRE,

RN R ERSEN AN ERSMNRRUSIFREE, FTLUBS T EETRNIR

$ docker run --rm -it \
--security-opt apparmor=custom-nginx-profile \
nginx

$ docker run --rm -it \

-v "$PWD/html":/usr/share/nginx/html:Z \
nginx

18.5.3 AR RS

AP EEE A NIEETME, M “E” TRETHWESD KRR, REL2RE
HAZAFPABERNERZERE, MESREESINENEM ApT REFEERT FRAR
PR BBV SR

568 Trivy iRBIXEE

Trivy ZH Aqua Security ZITH—mM it W BB XA RE R R RFDHF R, TRANAIEIE
BYRRHEA] LARLBEE K S HUX
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## WRFEAAMEGSITHERRRE
$ trivy image alpine:3.20

2024-03-01T10:05:07.124Z INFO Number of language-specific files: 1
2024-03-01T10:05:07.124Z INFO Detecting vulnerabilities...

alpine:3.20 (alpine 3.20.0)

Total: 2 (UNKNOWN: @, LOW: 0, MEDIUM: 1, HIGH: 1, CRITICAL: 0)

| busybox | CVE-2022-28391 | HIGH | 1.30.1-r3 | 1.30.1-r4 | busybox: out-of-bounds
read in... |

RERFRAE LEARER AR CES LRSI YRLSINE CI/CD Fiksk, ARLI H1cH K
CRITICAL FEERIIRTEICRIAITIAEEE, XABEEHENTREETHHNENUREKIIRE, R
Trivy 45, &#HY Docker RSB BEAREZHFE 75134 5]7]) Docker Scout,

18.5.4 RO BERASEIE

ZIXE, Docker HRIER EMARAMRL ML MPEA: MK BRRIBERH(cogroups) F #H2/M
& | B 19 F #k (Namespace) . F ¥ EE /7 [ WX (capabilities) B E NZEGI K= & S &
(seccomp/AppArmor) BB TeEE, BAHEHE “100% REMEZFRIALL”, REFAEFIR
BERR/IMEIRN , B2RVEL 0] LUBEISTEEEF N,
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18.6 ARHBLEAHSHNER S

7E DevOps 7iteH, BRRELELELMNFABRBUIXBIFT. KNk, WE. FHEZEE, &’
BHNEN LR ARBFTEL M. A TRAWEHRERBAR. RGBSR (SBOM). HEE
RIIEFHVER 2 K.

18.6.1 ARFEGRAHPR T AL
Trivy - B2 BERARE

Trivy M Aqua Security FANFRR AR, UHBEER. RE. A@HMEZ, ERALFRR
o

=

o YK, AN THBIXH

o HEEER (W)

o ZHRR. XHERF. Git CESMIER

o WiEFSHBMER

o MFZMEHRIU (JSON. &A% SBOM FH)

RESHEAER:

# RE Trivy

curl -sfL https://raw.githubusercontent.com/aquasecurity/trivy/main/contrib/install.sh -o install-tr
ivy.sh

less install-trivy.sh # SEEFEHARNS

sudo sh install-trivy.sh -b /usr/local/bin

# FEHIRER

trivy image nginx:latest

# R JSON RS

trivy image -f json -o report.json nginx:latest

# PREXHBRS
trivy fs /path/to/project

# P cit BF
trivy repo https://github.com/aquasecurity/trivy

7£ C1/CD HRgRRk:
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# IREMEREDIE

trivy image --severity HIGH,CRITICAL \
--exit-code 1 \
myregistry.com/myapp:v1.0.0

Grype - TIFZ MR E AR
Grype HH Anchore A&, Z1HE ZHMHEEIESRES,
e

e #F Java. Python. Go. Ruby. JavaScript &ZfiE = RRKHEIS M
o 5Syft (SBOM 4£R28) &R

o HIEEMRBEIEER

o LIFELARMELN

RESMEA:

Ly

# Zix Grype

curl -sSfL https://raw.githubusercontent.com/anchore/grype/main/install.sh -o install-grype.sh
less install-grype.sh

sudo sh install-grype.sh -b /usr/local/bin

# PREERE
grype docker:nginx:latest

# 5 syft BC&E4ER SBOM
syft docker:nginx:latest -o json > sbom.json
grype sbom:sbom.json

# PRERNERR
grype dir:/path/to/app

Snyk - RENERLTE
Snyk IRt T BN R EHERS, FHESBIIFIE,
ST

o NFFRME. WEEFEMEERIN

e 5%4 Git FERESEM (GitHub. GitLab. Bitbucket)
o IRMEERINABIKIEE PR

e Z¥f Kubernetes SIBER LI

EAfER:
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# RIE snyk CLI
npm install -g

# IAIE
snyk auth

# ARG

snyk

snyk container test docker-archive://image.tar

# BITCE
snyk monitor

--docker

Itk4h, Docker B 1A Docker Scout (docker scout CLI) RJLLE#ZTE Docker Desktop Z@n<

THRMNREHATRBREN K2, E5AEFLAREPRELSE:

# FEAHIREK

$ docker scout

cves myapp:latest

# BERGIOKEMRREE

$ docker scout quickview myapp:latest

TARMEbR:

it

Docker ££/%
S
BAER
VFRIIE 4
BEpEEEIN
FIRRE

IDE /%

Docker Scout

v (RE)

X

X

v

V4

B

18.6.2 SBOM (BM4#¥lEE) £S5 EE

SBOM (Software Bill of Materials) '—{1F455R, IERTHEHHFERNRMEANG. KEERE

FRAE R, SBOM AN EREFEXREE, KHIREAUFNRERAN, SEREENL

W FHo
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Syft - SBOM £ T A
Syft & Anchore #HAZ W SBOM £ T A,

RE:

curl -sSfL https://raw.githubusercontent.com/anchore/syft/main/install.sh -o install-syft.sh
less install-syft.sh
sudo sh install-syft.sh -b /usr/local/bin

4 SBOM:

# MBREMR SBOM (ZFER)

syft docker:nginx:latest -o json > sbom.json
syft docker:nginx:latest -o spdx > sbom.spdx
syft docker:nginx:latest -o cyclonedx > sbom.xml

# MAHISXHRGERL
syft dir:/path/to/app -o json > sbom.json

# M OCI HEMEER

syft oci-archive:image.tar -o json > sbom.json

CycloneDX 5 SPDX #&3{
AR IR SBOM A& :

CycloneDX 18 :f1:

<?xml version="1.0" encoding="UTF-8"?>
<bom xmlns="http://cyclonedx.org/schema/bom/1.4" version="1">
<components>
<component type="1library">
<name>openssl</name>
<version>1.1.1k</version>
<pur1l>pkg:deb/debian/openss1@1.1.1k-1+deb11u5</purl>
</component>
<component type="library">
<name>cur l</name>
<version>7.74.0-1.3+debllul</version>
<purl>pkg:deb/debian/curl@7.74.0-1.3+debl1lul</purl>
</component>
</components>
</bom>

SPDX & fl:
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"SPDXID": "SPDXRef-DOCUMENT",
"spdxVersion": "SPDX-2.2",
"creationInfo": {
"created": "2024-03-01T12:00:00Z",
"creators": ["Tool: syft"]

}l
"packages": [
{
"SPDXID": "SPDXRef-Package-openssl",
"name": "openssl",
"versionInfo": "1.1.1k",
"downloadLocation": "NOASSERTION"

SBOM MM FRiZ=R
KBk
LHEY CVE #R AT, AR E SRR mEIN A :

# £ Grype §Xf SBOM HITIREIME
grype sbom:sbom.json --add-cpes-if-none

BRMERS:

¥ SBOM RENEFY), BFEITNEGAERLE.
REALIRER -

BI 0T SBOM FRBYKHARA, HIEREFALKITE.

18.6.3 SRIGER 5L

RETBHRFEGORRDEERKENL. RHERSER Cosign M Notary,
Cosign - IRERBRS =

Cosign &2 Sigstore MEMNZLT R, ZFHEBHAEE, S8 CI/CD iR,
RE:

wget https://github.com/sigstore/cosign/releases/latest/download/cosign-1linux-amd64
chmod +x cosign-linux-amd64
sudo mv cosign-linux-amd64 /usr/local/bin/cosign
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EREAN (FRFAR):

cosign generate-key-pair

# % cosign.key # cosign.pub

ERHEH:

# FHWIXIER, BEATTE digest EF
IMAGE_DIGEST="myregistry.com/myapp@sha256:<digest>"
cosign sign --key cosign.key "$IMAGE_DIGEST"

# RARTTBWNTAAED

IrER:

# ERARIAWIIE
cosign verify --key cosign.pub "$IMAGE_DIGEST"

# WHERTG
# Verification successful!

# {

# "critical": {

# "identity": {...3},

# "image": {...},

# "type": "cosign container image signature"
# }I

# "optional": {...}

# }

Keyless &% (BT CI/CD):

# TE GitHub Actions % CI HFEHEEHEZER
cosign sign --yes "$IMAGE_DIGEST"

# IIERTERNEER 0IDC LHEIIES )
cosign verify "$IMAGE_DIGEST" \
--certificate-identity https://github.com/myorg/myrepo/.github/workflows/build.yml@refs/heads/main

--certificate-oidc-issuer https://token.actions.githubusercontent.com
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Docker Content Trust 5 Notary

AE: DCTB&EHEL

Docker EE#iE#& Content Trust, Docker Official Images BYE43 DCT FRZIEFHH 2025 & 8
BT, TEIRE RN Docker EA NEHIRFAERR registry BRSS & X159,
AEBR] B E HHIEZ S 1E Docker 2587814,

I E NS ER _EXXT4ERY Cosign (Sigstore) ¢ registry R4S /IERBEES]; T DCT R
PR R, WIEBRAZR, BRIETEITL.

Docker Content Trust {3 Notary L[R5, & Docker EFNEAERMAT o

AsERERS (REIWFHEEXRA) |

# TERAEA peT
export DOCKER_CONTENT_TRUST=1

# IL/SFFE docker push/pull HEEEH
docker push myregistry.com/myapp:v1.0.0

# MRBERER, BIFRRIES

# 2B DCT ((RBTFIHTEIRME)
docker push --disable-content-trust myregistry.com/myapp:v1.0.0

EREAEE:

# BUREXESIZREIE Delegation Key
# BEATEHETE ~/.docker/trust/private/root_keys/ # ~/.docker/trust/private/tuf_keys/

# TH DCT/Notary {E1E#IE; RepoDigests REAAHE, FNETILWIE
docker trust inspect --pretty myregistry.com/myapp:v1.0.0

18.6.4 VR S RIESCRE

1. BEnfisiGLRe

# X TH#E: FH latest 5%
FROM ubuntu: latest
RUN apt-get update && apt-get install -y curl

# v HF EEEMBGRATREE
FROM ubuntu:22.04@sha256:a6d2b38300ce017add71440577d5b0a90460d0e6e0el4. .. (T 64 IMEFH)
RUN apt-get update && apt-get install -y --no-install-recommends curl \

&& rm -rf /var/lib/apt/lists/*
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2. HEER
£ CI/CD MM B e R 2134, # % 1E Dockerfile EM 2 URL FHFHITZIZREMA:

docker run --rm \
-v "$PWD:/work" \
-w /work \
aquasec/trivy:latest \
fs . --exit-code 1 --severity HIGH,CRITICAL

3. BT RGRER

# BEMESTHEILRNE

trivy image --severity HIGH,CRITICAL \
--exit-code 1 \
--timeout 36m \
$IMAGE_NAME : $IMAGE_TAG

# THAREEHENERS
trivy image --scanners vuln,misconfig registry:5000/myapp: latest

4. BREERERE
Harbor (RAEHBERERE) HNReTM:

# harbor.yml EC&ERHG
trivy:
enabled: true

# BRRGEE
image_source: "Official"

# RINREEE
scan_on_push: true # HERENAE
scan_all: true # PR CERNFRESRE

5. BURHIT

7T Kubernetes I1&/{EF Admission Webhook 32455 E 2 M3
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apiVersion: admissionregistration.k8s.io/v1l
kind: ValidatingWebhookConfiguration
metadata:
name: image-security-policy
webhooks:
- name: image-security.example.com
clientConfig:
service:
name: image-security-webhook
namespace: security
path: "/validate"
rules:
- operations: ["CREATE", "UPDATE"]
apiGroups: [""]
apivVersions: ["v1"]
resources: ["pods"]
admissionReviewVersions: ["v1"]
sideEffects: None
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18.6.5 CI/CD REEM T LA

GitHub Actions T{ERRHI

name :

on:

Build and Scan Image

push:
branches: [main, develop]

pull_request:
branches: [main]

env:

REGISTRY: ghcr.io
IMAGE_NAME: ${{ github.repository }}

jobs:

build-scan:

runs-on: ubuntu-latest
permissions:

contents: read
packages: write
security-events: write
id-token: write

steps:
- name: Checkout code

uses: actions/checkout@v6

name: Set up Docker Buildx
uses: docker/setup-buildx-action@v4

name: Install Cosign
if: github.event_name == 'push'
uses: sigstore/cosign-installer@v3

name: Build Docker image for scan
uses: docker/build-push-action@v7

with:
context:
push: false

load: true
tags: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

name: Run Trivy vulnerability scan
# ReIRFEE: 2026 &£ 3 B 19 B Trivy GitHub Actions EZHMWHEKE,
# 76 MRAIFEWETF. SHERFAILEHN commit SHA 51A, MIEATTIFE,
# fEMAAIEE https://github.com/aquasecurity/trivy-action/releases 1452 SHA YN IEHEhRZS,
uses: aquasecurity/trivy-action@57a97c7e7821a5776cebc9bb87c984fa69cha8fl # v0.35.0
with:

image-ref: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

format: 'sarif'

output: 'trivy-results.sarif'

severity: 'HIGH,CRITICAL'

name: Upload Trivy results to GitHub Security tab

uses: github/codeql-action/upload-sarif@v3
with:
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sarif_file: 'trivy-results.sarif'

- name: Generate SBOM
uses: anchore/sbom-action@v0
with:
image: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
format: cyclonedx-json
output-file: sbom-cyclonedx.json

- name: Upload SBOM
uses: actions/upload-artifact@v4
with:
name: sbom
path: sbom-cyclonedx.json

- name: Login to Registry and Push
if: github.event_name == 'push'
uses: docker/login-action@v4
with:
registry: ${{ env.REGISTRY }}
username: ${{ github.actor }}
password: ${{ secrets.GITHUB_TOKEN }}

- name: Push image
if: github.event_name == 'push'
id: build-push
uses: docker/build-push-action@v7
with:
context:
push: true
tags: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

- name: Sign image with Cosign
if: github.event_name == 'push'
run: |
cosign sign --yes ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}@${{ steps.build-push.outputs.dig

est }}
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GitLab Cl T{EfRMH

stages:
- build
- scan
- push
- sign

variables:
REGISTRY: registry.gitlab.com
IMAGE_NAME: $REGISTRY/$CI_PROJECT_PATH

build:
stage: build
image: docker:<version>-cli@sha256:<docker-cli-digest>
services:
- name: docker:<version>-dind@sha256:<docker-dind-digest>
script:
- docker build -t $IMAGE_NAME:$CI_COMMIT_SHA .
- docker save $IMAGE_NAME:$CI_COMMIT_SHA > image.tar

scan:trivy:
stage: scan
image: aquasec/trivy:<version>@sha256:<trivy-digest>
script:
- trivy image --severity HIGH,CRITICAL --exit-code 1 docker-archive://image.tar
allow_failure: false

scan:grype:
stage: scan
image: anchore/grype:<version>@sha256:<grype-digest>
script:
- grype docker-archive://image.tar

generate:sbom:

stage: scan
image: anchore/syft:<version>@sha256:<syft-digest>
script:

- syft docker-archive://image.tar -o cyclonedx > sbom.xml
artifacts:

reports:

shom: sbom.xml

push:
stage: push
image: docker:<version>-cli@sha256:<docker-cli-digest>
services:

- name: docker:<version>-dind@sha256:<docker-dind-digest>
script:
- docker load < image.tar
- echo "$REGISTRY_PASSWORD" | docker login --username "$REGISTRY_USER" --password-stdin "$REGIST

RY"
- docker push $IMAGE_NAME:$CI_COMMIT_SHA
- DIGEST=$(docker buildx imagetools inspect "$IMAGE_NAME:$CI_COMMIT_SHA" --format '{{.Manifest.D
igest}}')
- echo "$IMAGE_NAME@$DIGEST" > image-digest.txt
artifacts:
paths:

- image-digest.txt
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only:
- main
sign:
stage: sign
image: gcr.io/projectsigstore/cosign:<version>@sha256:<cosign-digest>
script:
- cosign sign --key $COSIGN_KEY "$(cat image-digest.txt)"

only:
- main

18.6.6 B MRS R{ELEE
Q: FiiREPEILRY CVE, WMELIE?
A: L CVE AIREBEERIEE BEIEREAREHH, BN
o FHRIERLHTEEENA
o FRATEMZBEYIRINEE (40 Trivy BY . trivyignore)
o FHIEMHWMIANRREIERE
Q: A FHRGANMRLM?
A:
o ERZMEMERDERLREAR/N
o FRMEEEAMRE (Alpine. Distroless)
o TEHAEFRHMMAZ— AKX/
o iEREM, HRIRRZ
Q: NAEEMLRE L HA?
A:
o TERIABIERS (40 HashiCorp Vault) HFiEZEEA
o TEHAHZIA (NS 90 XK)
o {8/ Keyless &RBMREAEEE T

o RETARMHFITAS
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FEING

Docker WR 24K T ZEREVGENHREILIE, RNEFERAPEBERELR. AERENZOR
EHEEE:

LR KigiEHe

Namespace PRE#HIZ/ME /XRS5,

PR Cgroups FR&IZR{EA

— JE root IZBIT. --cap-drop ALL Bx/]NBESIEE.
read-only RiFRXH RS

Fe FEATEEMESR. THAERE (Trivy /‘
Snyk). B Docker Content Trust %43 I0iF

ESE Seccomp ZGAREIS. AppArmor / SELinux

Z R

e BB

RIS BENX bridge MERER2ZBE. REIB2ST

BENMLERYTR]

B&FKE, Docker BBRERTHREN, FrIRERSFBATER root IRFKTITHIZATIE,

55+, BRPAILUERIIBEIA, tbil Apparmor, Seccomp,
SELinux, GRSEC Ri&gZL 2l ; BEEHCEAZPLNEER
B2 EHH,

7 ROEIRHEBCHEIN? YIRS Issue T PRo
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FTAE AREES5HE

TEFIRIER, BV AETRRGE, ERNEEFSNEITREURNABEIFEEE, &8
LA Docker/Compose Bz A E, NERR LTS HEEEEMERS R/ LEFT,

3t F Kubernetes 175, alMNMMBERSHGXIZFEBESERAR (U0 HA Prometheus
Operator. HEXE DaemonSet F), AESEXRBRAHTIBRIESR, EFRsEBAATEN
Kubernetes #i2,

BITFERRKITUTRE:

o AU LU Prometheus AE, HRMAIRENETRALSEREIET.
o HEEE: LLELK (Elasticsearch, Logstash, Kibana) E1ffl, NAEFXASTKRETE,

AT ILREEBEEFIMRREERER, SERTUT ‘SR

® %%@*E*’]—“—ﬁ E 1A E’JL'LETU_ /i
o BENHIEHERIZ
o R/IEZFIF (Prometheus -> Alertmanager -> & UK %)

o AEAREREMR/)EE

FERR
e Prometheus Y¥51F
o AFINITEM. FEITRESETERE,
o EIKHEER
o EFAAETKE. FHESKER,
o MrEE(AW
o ABMMNAMEREM LK.
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19.1 Prometheus

Prometheus #1 Grafana 2R HEIRMITFRLITAES, iBATHERESEME, EEHREE
EIENAS

Prometheus R — M HEMNAZLENIRETL RS, B Google Borgmon WE %, H
SoundCloud 7£ 2012 &8I,

19.1.1 29T
Prometheus (IEEHHEGIE:

Prometheus Server: #Z0OA M, faRWRENMTFMERTE]FFIEEE,

Exporters: f133[A Prometheus ZEEU51TEUE (40 Node Exporter, cAdvisor),

Alertmanager: EBIRERIX,
Pushgateway: AFX#HEEamEHAR Job HExEIE,

19.1.2 fRIREPE
AT LAEA Docker Compose RIREFZE—F Prometheus + Grafana 1515115,
ATRBIERT :

® node-exporter: REMBENIENR (CPU. NTFE. R, MEH),
e cAdvisor: RERZER (B28 CPU/RE/MNE 10. XHERKEF),

EEFHRER, EiUE Prometheus BVEHER RIEIFAL, HEXEEBUIRREF.

1. EEEE M

ellfES prometheus.yml:
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global:
scrape_interval: 15s

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090']

- job_name: 'node-exporter'
static_configs:
- targets: ['node-exporter:9100']
- job_name: 'cadvisor'
static_configs:

- targets: ['cadvisor:8080']

rule_files:
- /etc/prometheus/rules.yml

2. 4RE5 Docker Compose X

BU% compose.yaml (8% docker -compose.yml)s FEIRFIERIEMN MR ERDE. FERERE
. Z5;Rffld Prometheus. Grafana. node-exporter. cAdvisor BUARASSNASE, EF=FiEE
Efl, BERUTEARFERIARM#EERE:

e Prometheus B XY

e Grafana EA X%

e node-exporter X%

e cAdvisor %
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services:
prometheus:
image: prom/prometheus:v3.11.2
volumes:
- ./prometheus.yml:/etc/prometheus/prometheus.yml
- ./rules.yml:/etc/prometheus/rules.yml
- prometheus_data:/prometheus
ports:
"'9090:9090"
command :
- --config.file=/etc/prometheus/prometheus.yml
- --storage.tsdb.path=/prometheus
- --storage.tsdb.retention.time=15d
networks:
- monitoring

grafana:
image: grafana/grafana:13.0.1
ports:
"'3000:3000"
environment:
- GF_SECURITY_ADMIN_PASSWORD=admin
networks:
- monitoring
depends_on:
- prometheus

node-exporter:
image: prom/node-exporter:vi.l11.1
ports:
"9100:9100"
networks:
- monitoring

cadvisor:
image: ghcr.io/google/cadvisor:v0.56.2
ports:
"8080:8080"
volumes:
- /:/rootfs:ro
- /var/run:/var/run:ro
- /sys:/sys:ro
- /var/lib/docker/:/var/1lib/docker:ro
networks:
- monitoring

networks:
monitoring:

volumes:
prometheus_data:

3. BEARSS

$ docker compose up -d

Brhia, iR
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e Prometheus: http://localhost:9090
e Grafana: http://localhost:3000 (FAIANMKSZEE: admin/admin, BXERESZHIIEMEDR

2h3)

19.1.3 fi2E® Grafana HiR

1. £ Grafana #70 Prometheus &8, URLIEE http://prometheus:9090,

2. SAIALH Dashboard 1#&#Rk, 5140 Node Exporter Full (ID: 1860) #1 Docker Container (ID:

193),

XiF, REiRE T — P EUNEREERR.

19.1.4 BRI S EEAN
T EER, BIXANTTUTEFER,
FEARRER “B/NAR
1. 7€ Prometheus T1E #J 7 Status -> Targets, #iiA prometheus. node-exporter. cadvisor
B9 state 39 UP,
2. 7 Graph H=iXE4):

Oup

O rate(container_cpu_usage_seconds_total[5m])

3. 7 Grafana Dashboard FE S X+

o TN CPU/Load/N1z /i

o R2E CPU/AEFFEHAE. REBIE
MRREAM “ERAT”, BEAFE Grafana Bja)&, ME Prometheus :ZIMEIIEH EWITES
Dashboard RILEZ,
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B EHE
e Targetdown: KERBNEEEERE, MOSEEZIIR—ME, UK exporter EREA2s
WIEE W0,

e cAdvisor TEIESIREE: HIAEE T Docker BRS5BEMNM /sys. /var/run FKE, HiA
{RTEEH L Docker IZITIERE,

o IGHRERE: HRIAIREY Docker/NiZhRAS cAdvisor A ; *F containerd FisfThY, R&EH
A= N
KBIEINEE:. TR/528
FEEFIFRHIERY, B XETE/LEIENR, FH1E Grafana ERAPEILNNAYE BIE,
e Tigi CPU flEA=: 100 - (avg by (instance)
(rate(node_cpu_seconds_total{mode="id1le"}[5m])) * 100)

o TRAGFEERE: (1 - (node_memory_MemAvailable_bytes /

node_memory_MemTotal_bytes)) * 100

o TRHETIEERZE: (1 - (node_filesystem_avail_bytes{fstype!~"tmpfs|overlay"} /

node_filesystem_size bytes{fstype!~"tmpfs|overlay"})) * 100

o ZA2ECPU: sum by (namespace, pod, container)

(rate(container_cpu_usage_seconds_total[5m]))

o AB’BATE: sum by (namespace, pod, container) (container_memory_working_set_bytes)

WA AERERREH label 52 KB, Docker Compose FIHIIEFEH cAdvisor H LA IS 2
name; Kubernetes kubelet B /metrics/cadvisor H1, container_cpu_usage_seconds_total ZFfa
£ ¥ tr F A container . pod . namespace o MREBWMAST, T HEEISH
container_cpu_usage_seconds_total HAHTE Prometheus BIF. AEEF LT label, FERIGTF

T:E container_nameo

Targets down HisEiE 8

Y Status -> Targets i3 pown BY, EBIUELUTFIRFHE:
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1. MLEEEMY . Prometheus B2 2B REMETFIHIB B4R (F— Docker network. DNS. #%M).
2. 3R O0/BR12: HaiA exporter MIFIRO 5 Prometheus BECE—2; HSERY7E Prometheus A28

curl http://node-exporter:9100/metricseo

3. BPR/EH: cAdvisor BEEIFIRIEEAN] /sys. /var/lib/docker FHHKRR, MRESSEIET
regdiRE,

4. BfEiR): EENSARNEREIATESE “WEEEKRINE", FENE NTP/RKXE
B,

5. BirE8RE: Mk exporter RIBREEEER, &FE docker logse
Alertmanager £E&IY

FEIRIEEINEIN Alertmanager IS ER S 5K HE, #H1E Prometheus FEZE alerting 5

rule_fileso

ATRF "WNEEAR, ENELEERELS

2

o REMREE: flWlup == o, AT AU exporter HMLEHIE,
o FRENEE: flNTa#METEAE, AFiRIANE=ENMK,

1. EEEENNXXH

23 rules.yml:

groups:
- name: docker_practice
rules:
- alert: PrometheusTargetDown

expr: up == 0

for: 2m

labels:
severity: warning

annotations:
summary: "Prometheus HMEXEARAALX"
description: "Job={{ $labels.job }}, Instance={{ $labels.instance }}"

- alert: HostDiskSpacelLow
expr: |
(node_filesystem_avail_bytes{fstype!~"tmpfs|overlay"} / node_filesystem_size_bytes{fstype!
~"tmpfs|overlay"}) < 0.10
for: 10m
labels:
severity: critical
annotations:
summary: "BAEFIRATERE"
description: "Instance={{ $labels.instance }}, Mountpoint={{ $labels.mountpoint }}"
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WA XEMNMUZ “FTAZIEMRT 10%” MEESE, HIF “RKRK24/NHEH" BTN, £~
BRIGHTREX RS S EB RIS ERHT IS,

2. icE Prometheus MNEFMHIEN Alertmanager
{24 prometheus.yml, 1&A0:

rule_files:
- /etc/prometheus/rules.yml

alerting:
alertmanagers:
- static_configs:
- targets: ["alertmanager:9093"]

F1E Compose FFEFFM ST 14,
3. ZBE Alertmanager

£l alertmanager.yml:

route:
receiver: default

receivers:
- name: default
webhook_configs:
- url: http://example.com/webhook

B1E compose.yaml IEANARSS :

alertmanager:
image: prom/alertmanager:v0.32.0
volumes:
- ./alertmanager.yml:/etc/alertmanager/alertmanager.yml
ports:
- "9093:9093"
networks:
- monitoring

£, BIRSEELAXIAEIRNERE (N IMYEBA. BHTE. TRAL%), HESEHH
™ Dashboard R SHEAND, BREEMNIERS,

BIES HE R

AT BETRERELUER, BNER—BRTESUATIXM:
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compose.yaml: Prometheus. Grafana. exporters. Alertmanager B9Z8E {4
prometheus.yml. Prometheus #EXECE 5 EZEE
rules.yml: SZEHM

alertmanager.yml: EERBSEWEBEE
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19.2 ELK Ef%

ELK (Elasticsearch, Logstash, Kibana) @ BRIl RRBITHFREEHEBRRS R, MESSTH,
BT Fluentd BMNREHXKE XN BT HFEIF, EFK (Elasticsearch, Fluentd, Kibana) A&t T1E
EERITo
19.2.1 FREH
BAVERALUTEEM:

1. Docker Container: A28 HEHLEIFRERWE (stdout/stderr),

2. Fluentd: fEJ3 Docker B9 Logging Driver Siz{TATIFARLE, WESEHE,

3. Elasticsearch: 7ZfiEM Fluentd ZUKEIHI B EEEE,

4, Kibana: M Elasticsearch iEEVEIEF HITAIMILE T

19.2.2 B RIE
(14515 Docker Compose E—HEEPEREN A &M%,

1. 485 Compose X

1. 485 compose.yaml (2 docker-compose.yml) BBEI T, hRAIE. A~R{FIER Elasticsearch
9.x« Kibana9.x. Fluentd FHAMRMFERRAES, MENSE, EFNESEF, BEA
Elastic B/ 44 # Fluentd E A X WIARFIRESSEEERA M.
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services:
elasticsearch:
image: docker.elastic.co/elasticsearch/elasticsearch:9.4.0
container_name: elasticsearch
environment:
- "discovery.type=single-node"
- "xpack.security.enabled=false"
"ES_JAVA_OPTS=-Xms512m -Xmx512m"
ports:
"'9200:9200"
volumes:
- es_data:/usr/share/elasticsearch/data
networks:
- logging

kibana:

image: docker.elastic.co/kibana/kibana:9.4.0
container_name: kibana
environment:

- ELASTICSEARCH_HOSTS=http://elasticsearch:9200
ports:

"5601:5601"

links:

- elasticsearch
networks:

- logging

fluentd:
# elasticsearch8 fffi@id REST API 5 ES 9.x %A

image: fluent/fluentd-kubernetes-daemonset:vl.17-debian-elasticsearch8-1
container_name: fluentd
environment:
- "FLUENT_ELASTICSEARCH_HOST=elasticsearch"
- "FLUENT_ELASTICSEARCH_PORT=9200"
- "FLUENT_ELASTICSEARCH_SCHEME=http"
- "FLUENT_UID=0"
ports:
"24224:24224"
"24224:24224/udp"
links:
- elasticsearch
volumes:
- ./fluentd/conf:/fluentd/etc
networks:
- logging

volumes:
es_data:

networks:
logging:

2. fidE Fluentd

BI%# fluentd/conf/fluent.conf:
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<source>
@type forward
port 24224
bind 0.0.0.0
</source>

<match *.**>

@type copy

<store>
@type elasticsearch
host elasticsearch
port 9200
logstash_format true
logstash_prefix docker
logstash_dateformat %Y%m%d
include_tag_key true
tag_key @log_name
flush_interval 1s

</store>

<store>
@type stdout

</store>

</match>

3. e BN ARAE3ERA fluentd IXED
Boi—MNIRA2S, 8BTS fluentd:

docker run -d \
--log-driver=fluentd \
--log-opt fluentd-address=localhost:24224 \
--log-opt tag=nginx-test \
--name nginx-test \
nginx

AR IR fluentd DR ERBEIH SIFTE localhost: 24224, EAEFZIFIER, NRIFEERREM
28 b, EEH 1ocalhost B AT fluentd BIEA IP,

4, 7£ Kibana #&EEBQE

1. 3/08) http://localhost : 5601,

2. 3# )\ Management->Kibana->Index Patterns,

3. SIEHHHY Index Pattern, % docker-* (FRI1TE fluent.conf FECERIFIZ).
4. %% otimestamp YENBTE]FER,

5. % Discover T1H, fREiEEEE Nginx B28HHE T
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Kibana BR5|{&zVE IR

BERIEN EFK/ELK B, “Elasticsearch B#3E(E Kibana EFRE)” REN, BE L Kibana Bi&E s
18] 5 O a)

¢ Index Pattern RILED: ik Kibana BY Index Pattern 53LFRZR5 | ISR —. RIS
_cat/indices EEE%?%I%O

o BYEFENEEEIR: ER5IEEE otimestamp, —fRIEFRT; NRIEFTEIRNFE, 28X
Discover To £ ¥z Bt 8] iz

o BHE]BMA/BYX: Discover A _EFAHIBYESEEEIARIGER &I 15 7%, BRIXAIgERME T
BT EY KBS 24 /BB LI,

o HUBRBARI. EBRERIEEWUNE, MEINEFEEFRARA,; £ FREINEE JSON H
RS IR

5. BIEAEEEE A Elasticsearch: £F=HsENE
UORTE Kibana EAREIAEE, BINEBLD Ul, MEHEIEEZERIEF ‘BE2ENE",
1. EERSIRTONE:

curl -s http://localhost:9200/_cat/indices?v

WNER Fluentd B T logstash_format true B logstash_prefix docker, BESEIA U

docker-YYYY.MM.DD BYZZ5 |,

2. BERIE—BEERNAEX:

curl -s -H 'Content-Type: application/json' \
http://localhost:9200/docker-*/_search \
-d '{"size":1,"sort":[{"@timestamp":"desc"}]1}"'

YR Elasticsearch FELZB X, B Kibana MAAT, BIRER:
e Index Pattern ZILECEIZRS| (FIUNE AL T docker - * {BSLFRZR5 | HIZRAE)o
o HHE|FESZENHAIXA—E, SE Discover BFa)EOREBEFEEiE.
19.2.3 B4

#8d Docker BIBEIREIHH, L5 ELK/EFK SBABIWENM 2ITEES], Tl VAT IABRMAE—16E
RIEEERTHSRETS, XNTHEEFRNAEXEE,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

19.2.4 &85
EEFEFET, BERAAELSERAERERN “GBE55NEN" HiAH, BiUS3I%E:

o REMY: AFWKRESHELARRAX, BIUSERSTFBEAPSERS | EmE AR
ILM), &€ Elasticsearch AR /KA RiEAAT A,

o HIFACE: Elasticsearch 3t JUM Heap B8UK. BRRBIAEY ES_JIAVA_OPTS Fb, &F=IFIREE
HEETRNE. PRE. TWEHBIT>.

o HERRTIEM: RERIFHEHREZEMERE. BESEIHNKE, & Elasticsearch EALIE
B, RERNEHPSERRERAE T EEEHE.

o AERN: HENARHEWHHESE (JSON) HEEXBEFER (40 trace_id. request_id.
service. env), LAERIFLIESKEKSD Mo

5| SRERBEATEMEIY
Ttk EFKIE2 ELK, %/ EEHEEREFANEE:

o AEREZA?

o REBEHNHNASMARIEANER. NIESBEFE?
BIRIHRS IV SERUENASDE, HEEFRNRERE, Hla:

o EFIfIE: T~30K
o MAFE: 1~7TX
SHMARBEERE:
o WXRTHFES|: 40 docker-vyyy.mM.0D, FEHAMIERIHAZRS,
o EAILM: EX Hot/Warm/Cold/MIERMER, #%Btial5EEBNRENS O,

MFHRNIREERS, B “RRRE + THAMIRR" LSS, EEREERR 80% WAERE; HEE
LR, EWENEKRRGE, BESSINILM. 2EFESERBAERNDH L.

=ATAN “SRARSIEE RF

MRIRF AR KARENZES| (5150 docker-YYyy.mm.DD), BILLUE T Elasticsearch API EHAEIE T HAZR
5o

TERFRABTETRBRE: REFAE docker- BIZRSIHMIFEERS . £ MEENET BT
8. RERIESKREH EBHRITEMLEE,
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1. 5|HZR5]:

curl -s http://localhost:9200/_cat/indices/docker-*?v

2. MFFFENTHAZRS| (6):

curl -X DELETE http://localhost:9200/docker-2026.02.01

NRIRFHLEEBhERREET], AJUE—TERA ILM AR5 | ECERE SRR,
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19.3 RARMEREM LS00

BRNEERFEIARIERNAZBIEKR, ELMRE%ES, MHaEMIATEERE CPU RE. RE
. HE /0. MESRESZINER. ATRANTICEHIERERT. 12875 AR RS,

19.3.1 AE RIS EIR

BCERERIR A R

B RE RIS R LT R BIEAT

CPU HEX151R:
® cpu.usage_usec: Aes CPU EFAARTE] (f4#))
e cpu.stat.nr_throttled: CPU FRMAL/XNEL
e cpu.stat.throttled_usec: CPU PRZAT(a]
e cpu_percent: CPUERBESLL
® cpu_quota: CPU FR8E ()

RFFRXIENR:

® memory.usage bytes: HFIAEFFERE

® memory.max_usage_bytes: RTFEHIEE

® memory.limit_in_bytes: NTEFRHI

e memory.fail_cnt: OOM (Out of Memory) KKIRER
® memory.stat.cache: DIEIETFG

e memory.stat.rss: SEFRNTESA (RSS)

® memory.stat.swap. SWAP {EHZ

PP SN
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e rx_bytes: EUWFTH
e tx_bytes: KIXFTH
® rx_packets: 1ZUEIEX
® tx_packets: RiEEE
e rx_errors. EUNEEIREL
® tx errors. RIXIHIRH
e rx_dropped: EWEBE
e tx_dropped: RiZEBE

JloR :ES =t ik

® io_service bytes: |/O IEFTIEK

e io service time: |/O I2{EFERY

e io_queued: /O BAFTHEE

e fs_limit_bytes: XHRFIRHI

o fs_usage_bytes: XHRFAFEHAE

19.3.2 5 docker stats SERFI4

docker stats BEREMERANKIETR, RELNNAHRERERBER.

EAfER:
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# RIS AEITHNARE
docker stats

# WA

# CONTAINER ID NAME CPU % MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0
# abc123def456 nginx 0.45% 24.3 MiB / 256 MiB 9.49% 1.2kB / 3.4kB 6 B / 0 B
# def789ghie12 redis 0.23% 12.5 MiB / 512 MiB 2.44% 2.1kB / 1.5kB 6 B / 0 B

# REITRERS
docker stats nginx redis

# —RMEREAHNZERT
docker stats --no-stream

# &5 2 WER¥E—NX (docker stats 88 --interval 3EIR)
while true; do

docker stats --no-stream

sleep 2
done

# L (A Go #&ik)
docker stats --format "table {{.Container}}\t{{.CPUPerc}}\t{{.MemUsage}}" --no-stream

# SHA Ison BRXEAFHETER
docker stats --format json --no-stream > stats.json

TER AP EER

#!/bin/bash

# FFEEIEHICREIXH
while true; do
timestamp=$(date '+%Y-%m-%d %H:%M:%S')
docker stats --no-stream --format "{{.Container}}, {{.CPUPerc}}, {{.MemUsage}}" | \
awk -v ts="$timestamp" '{print ts","$0}' >> container_stats.log
sleep 10
done

MEREFEARAEIR

# CPU % BT 80%: FEIEM cPU PRHISKILILEIFD
# MEM % 1ZiF 100%: A23E0FE ooM, HBEENMAEFERHAIERNELR
# W8 NET I/0 & dropped HIFE: WRPEHEE

19.3.3 cAdvisor AR BIRRS

cAdvisor 2 Google FAM AR EITTH, RMHLL docker stats BIFARIIEREEIRE,
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|\ ReNERT: TENROAGBKIEERT privileged: true, E%$18& “HEWJ\WBE/
cap_drop=all” BYERENIEANR, £EF=HEBERINNARBIRFEES (40 cap_add: [SYS_ADMIN] fl
device_cgroup_rules 5¥5HA8Y devices. volumes %), H¥F cAdvisor ZPETEIRIIAVISITMEE
B, WMEEFIESE 18.4 T XTAIZEES] (capabilities) BIZRLIRI.

Docker Compose &2 cAdvisor:

services:
cadvisor:
image: ghcr.io/google/cadvisor:v0.56.2
container_name: cadvisor
ports:
- "8080:8080"
volumes:
- /:/rootfs:ro
- /var/run:/var/run:ro
- /sys:/sys:ro
- /var/lib/docker/:/var/1lib/docker:ro
- /dev/disk/:/dev/disk:ro
privileged: true
devices:
- /dev/kmsg
networks:
- monitoring

networks:
monitoring:
driver: bridge

BENfEIA18] http://localhost: 8080 BEE .
o ARMRESIT
o RHRRRFEAEBENR
o [HEMRELUE

M cAdvisor I2EER:

# RENFREAEEH JSON #EUIERELE
curl http://localhost:8080/api/v1.3/machine | jq .

# REVFERRER
curl http://localhost:8080/api/v1.3/docker | jq '.docker | keys' | head -5

# KB RFITER
curl http://localhost:8080/api/v1.3/docker/abc123/ | jq '.stats[-1]'

5 Prometheus &% ;
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# prometheus.yml ECE
global:
scrape_interval: 15s

scrape_configs:
- job_name: 'cadvisor'
static_configs:

- targets: ['localhost:8080']
metrics_path: '/metrics'

19.3.4 Prometheus R BITHE

85 Prometheus #1 node-exporter # 1T IR B 22 M REISIZ,

SERBITRIE:

¢ Tip

LU TFREIFESIRS (80 prom/prometheus:v3.11.2. prom/node-exporter:vi.11.1.

ghcr.io/google/cadvisor:ve.56.2. grafana/grafana:13.0.1) NASE, TEFHIEIE
gi, FIHRIEIERE 7 &S SRR TR A S,
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services:
prometheus:
image: prom/prometheus:v3.11.2
container_name: prometheus
ports:
""9090:9090"
volumes:
- ./prometheus.yml:/etc/prometheus/prometheus.yml
- prometheus_data:/prometheus
command:
- '--config.file=/etc/prometheus/prometheus.yml’
- '--storage.tsdb.path=/prometheus’
- '--storage.tsdb.retention.time=30d"'
extra_hosts:
- "host.docker.internal:host-gateway"
networks:
- monitoring

node-exporter:
image: prom/node-exporter:vi.i1.1
container_name: node-exporter
ports:
"9100:9100"

volumes:

- /proc:/host/proc:ro

- /sys:/host/sys:ro

- /:/rootfs:ro
command:

- '--path.procfs=/host/proc'

- '--path.sysfs=/host/sys'

- '--collector.filesystem.mount-points-exclude=/A/(sys|proc|dev|host|etc)($$]|/)"
networks:

- monitoring

cadvisor:
image: ghcr.io/google/cadvisor:v0.56.2
container_name: cadvisor
ports:
"8080:8080"
volumes:
- /:/rootfs:ro
- /var/run:/var/run:ro
- /sys:/sys:ro
- /var/lib/docker/:/var/1lib/docker:ro
privileged: true
networks:
- monitoring

grafana:
image: grafana/grafana:13.0.1
container_name: grafana
ports:
""'3000:3000"
environment:
- GF_SECURITY_ADMIN_PASSWORD=admin
- GF_INSTALL_PLUGINS=grafana-piechart-panel
volumes:
- grafana_data:/var/lib/grafana
networks:
- monitoring
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volumes:
prometheus_data:
grafana_data:

networks:
monitoring:
driver: bridge

Prometheus BEEX# (prometheus.yml):

global:
scrape_interval: 15s
evaluation_interval: 15s

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090']

- job_name: 'node-exporter'
static_configs:
- targets: ['node-exporter:9100']

- job_name: 'cadvisor'
static_configs:
- targets: ['cadvisor:8080']
- job_name: 'docker'

static_configs:
- targets: ['host.docker.internal:9323']

B M Prometheus Zif) (PromQL):
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# A% CPU FEAEDL
rate(container_cpu_usage_seconds_total[5m]) * 100

# BRAFEREL

(container_memory_usage_bytes / container_spec_memory_limit_bytes) * 100

# BREMENILRE (MB/S)
rate(container_network_receive_bytes_total[5m]) / 1024 / 1024

# BEEMKZLHIERE (MB/S)
rate(container_network_transmit_bytes_total[5m]) / 1024 / 1024

# DEMEIFEUEE (MB/s)
rate(container_fs_reads_bytes_total[5m]) / 1024 / 1024

# CPU PRIRIENR
rate(container_cpu_cfs_throttled_seconds_total[5m])

# ATFEFSE

container_memory_cache_bytes / container_memory_usage_bytes

# RGBT RER

count(container_memory_usage_bytes) by (image)

19.3.5 &2% OOM HESRFIREIAEMR
OOM [AIREIZ M

# MEARERE 00M AR
docker inspect <container_id> | grep O0OMKilled

# TEAMBHE: 137 R 00M R
docker ps -a --format "{{.ID}}\t{{.Status}}" | grep "137"

# TEABETHHN oo E8
docker logs <container_id> 2>&1 | grep -i "out of memory\|oom"

# MWEFHHEEE ooM =
dmesg | grep -i "oom\|kill"
journalctl -u docker -n 100 | grep -i "oom"

AR
ERETMTRDITNAREFER:
Python N ARTF iR
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# Dockerfile

FROM python:3.14-s1lim

WORKDIR /app

COPY requirements.txt

RUN pip install -r requirements.txt memory_profiler tracemalloc

COPY app.py -
CMD ["python", "-m", "memory_profiler", "app.py"]

# app.py - ATEHRRE
from memory_profiler import profile
import tracemalloc

@profile
def memory_leak():
# RUFBIEARRRERATR
data = []
while True:
data.append([0] * 1000000)
print(f"List size: {len(data)}")

# {#M tracemalloc IRERRTFHED
tracemalloc.start()

# PITRIRERAI A
# ...

current, peak = tracemalloc.get_traced_memory()
print(f"Current: {current / 1024 / 1024:.2f} MB")
print(f"Peak: {peak / 1024 / 1024:.2f} MB")

Java ZFRES

# ERSIPEA IV TIEAEE

docker run -e JAVA _OPTS="-Xmx512m -Xms256m -XX:+UseG1GC" \
-p 5005:5005 \
myapp: latest

# {E/A jstat KRELIRLOIUKE
jstat -gc <pid> 1000 # SWRFE—X

# Hithfl:

# SOC sic Sou S1u EC EU oc ou MC MU ccsc CCsu
# 6144 6144 (0] 6144 39424 12288 149504 84320 50552 47689 6464 5989
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TR FI R ELE

# NBBRENTFIRG
docker run -m 512m --memory-swap 1g myapp:latest

SERA:

-m / --memory: ATFMRE (XEBEZ 512MB)

--memory-swap: HTF+SWAP SEl (XEZE 16B, EWKE SWAP A 512MB)
WMRFIEE --memory-swap, WEF --memory &

H O H

# Docker Compose BB
services:
app:
image: myapp:latest
deploy:
resources:
limits:
memory: 512M
reservations:
memory: 256M

AFEEIE3E (Memory Overcommit) :

# 7f Docker Compose HIX%BR&IFNFHZ
# limits: @REEBENRAE
# reservations: Compose HEHARSRIEZE(E

services:
web:
memory: 512M # R
memswap_limit: 16 # SWAP PRI
db:

memory: 2G
memory_reservation: 16 # i 1GB, AFE%E| 26B

19.3.6 SRIGHRN LS SHEE
BRERIMIA
£ dive DIFEGE:

# RE dive
wget https://github.com/wagoodman/dive/releases/download/v0.13.1/dive_0.13.1_linux_amdé4.deb
sudo apt install ./dive_0.13.1_linux_amd64.deb

# DInEE
dive myapp: latest

# RHFANDRES, ERs—BHXNRE

f5EF Dockerfile 9T T A:
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# RIE hadolint

curl https://github.com/hadolint/hadolint/releases/download/v2.14.0/hadolint-Linux-x86_64 -L -0 hado
lint

chmod +x hadolint

# & Dockerfile EfESCEE
./hadolint Dockerfile

ZhBRERERE

Go R S/ MURIGHIE .
# Stage 1: MEMER
FROM golang:1.26-alpine AS builder
WORKDIR /build

# REMKH
RUN apk add --no-cache git ca-certificates tzdata

COPY go.mod go.sum ./
RUN go mod download

COPY .

# MEFES T (28 scratch EfiRE&)

RUN CGO_ENABLED=0 GO0S=1inux GOARCH=amd64 go build \
-a -installsuffix cgo \
-ldflags="-w -s" \
-0 app .

# Stage 2: BITMER

FROM scratch

# M builder EHINBHIH

COPY --from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs/
COPY --from=builder /usr/share/zoneinfo /usr/share/zoneinfo

COPY --from=builder /build/app /app

EXPOSE 8080
ENTRYPOINT ["/app"]

# RRBEANES < 15MB (MBEL golang:1.26-alpine BY ~1GB)

Node.js MR Z B ER MR :
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# Stage 1: {REI%E
FROM node:24-alpine AS dependencies

WORKDIR /app

COPY package*.json ./

RUN npm ci --only=production && \
npm cache clean --force

# Stage 2: MWEME
FROM node:24-alpine AS builder

WORKDIR /app
COPY package*.json ./
RUN npm ci

COPY .
RUN npm run build

# Stage 3: BfTMER
FROM node:24-alpine

WORKDIR /app

# MIRFMEREH] node_modules
COPY --from=dependencies /app/node_modules ./node_modules

# MM EREFIESY)
COPY --from=builder /app/dist ./dist
COPY --from=builder /app/package*.json ./

# MIBRFF R RFF] RSB

RUN rm -rf src tests *.config.js

USER node
EXPOSE 3000

CMD ["node", "dist/index.js"]
# RGERIIEL:

# AMfL: ~500MB
# SMEMERE: ~120MB (RZD 76%)

Python RZFRZ B ERHIER:
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# Stage 1: MEMER
FROM python:3.14-slim AS builder

WORKDIR /build
RUN apt-get update && apt-get install -y --no-install-recommends \
build-essential \

&& rm -rf /var/lib/apt/lists/*

COPY requirements.txt
RUN pip install --user --no-cache-dir -r requirements.txt

# Stage 2: BITMER
FROM python:3.14-s1lim

WORKDIR /app

# M builder EFIEINIFE
COPY --from=builder /root/.local /root/.local

# &H PATH

ENV PATH=/root/.local/bin:$PATH \
PYTHONUNBUFFERED=1 \
PYTHONDONTWRITEBYTECODE=1

COPY .

USER nobody
EXPOSE 5000

CMD ["python", "app.py"]
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RERERRLCEERR

# WEE

O fFRBEEMES (Alpine. Distroless)

O FEEEEEERF (apt-get clean. rm -rf /var/cache/*)
0 7EF— RUN (5<SHREFFIRMKI

0O fEFA .dockerignore HB&RHKEMI M

O ZMEEEEMERISRRERRE

0 ERIARRTS: -1dflags="-w -s" (Go). strip <% (C/C++)
O EaEsSTRMEB A S

O £ BuildKit FEFMIINELE

# ARG
FROM ubuntu:24.04

# X =

RUN apt-get update

RUN apt-get install -y curl wget git
RUN apt-get clean

# v HE
RUN apt-get update && \
apt-get install -y --no-install-recommends \
curl \
wget \
git && \
apt-get clean && \
rm -rf /var/lib/apt/lists/*

19.3.7 B4 RERI AR R R R
iA)RR 1: FaEsIAEH OOM R3E
fEIR: BERHIEM IR, exit code 137 fRFE:

# IEINATE RS

docker update -m 1g <container_id>

# HIERNFR

docker exec <container_id> ps aux | grep -E "VSZ|RSS"

# {5 docker stats S2RfiA#E
docker stats <container_id>

# BRAREXR ((FAREFR)

docker run -m 512m --memory-swap 1g myapp:latest

[AR&% 2: CPU #PR7A (CPU Throttling)

ER: NMAMRERATEE, (B CPU AXARE 12Hh:
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# BF CPU [ER&kit
docker exec <container_id> cat /sys/fs/cgroup/cpu/cpu.stat

# MR throttled_time > 0, WHHLLET CPU B
# FRRTSER: BN cPu PREI
docker update --cpus 2 <container_id>

B 3: MEE B RIERE

120

# HENBBIOEMERS
docker exec <container_id> ip -s link show

# KERKAF DNS
docker exec <container_id> cat /etc/resolv.conf

# MIRRZRIER
docker exec <container_id> ping 8.8.8.8

# RERRMLIRE
docker inspect <container_id> | grep -A 10 NetworkSettings

# BRRFR: BIRMLIRshIIFAE MTU

# host MLZAIBRKMELTE, EEMFERNERE; (VIPHERRENRTHEER
docker run --net=host myapp:latest
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REING

KEMNHNMEENB T BRI :

o IBFRISIE: LU Prometheus + Grafana X, TEAiStnRE. FiE5aIMt.
o HEEE: LIEFK/ELK Affl, TlBREENERRE. KRS,

EFFER, BZNOF BTN SR TREN . RE > 76 > B > 5% > HiE > A8

A,

¥ RBiFi%: Docker HEIREN

Docker et T ZM EEIRE (Log Driver), BT FRSBIMERIHEAERAZIRE SR,
BERHNBEEREE:

e json-file: ERIADRZN, FFHELL JSON LB NA#S A,

e syslog: FHEFAE syslog fRS523.

® journald: ¥HEE A systemd journal,

o fluentd: FHETEHEALE fluentd UnEESS,
e gelf: 3Z#F GELF thi¥aYBE G (40 Graylog)o

e awslogs: &iXZE| Amazon CloudWatch Logs,
FRIN TIeXAWTIKE), BEABBTHNREBEAN. S8 LRSEWAIENE, &% “BETIE
HMESH o “EREHSSREEE
19.4 HEF 8RN S EEEM
AEFa@El “R&E/E/FHE/ESHRET JLEDHEK. BIiERaE:

e EFK/ELK: Elasticsearch + Fluentd/Logstash + Kibana, E&£XKERSEMHER,

e Loki+Grafana: Eff “BEGRIET—FFE BER, BESHAFIEERL, BEIFEE
5ERIRAR.

BRI KL
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o EANENEEE: SFMHERTIEN, XREKEERESP. BE. i, ES=EmMIS.
o RERE. BHASRKR/BANARR. RERE. LanAHERE (ILM) F&EH.

o RE56M: £ TLS. Hit. BRFEMS.

o HEHHE: ALK, EHME. SEEITESTE.

19.5 &Rt ERA
REIATENERRECE “ERASR/NEFTAN:
e Prometheus BUEBRERFAK, HIRET SENFREEH,
e Prometheus Targets £ up, FHEXEEI (CPU/NTE/B23151R) BEIE,
e Grafana BES NERHEEE U BAELA/BE; RINKSEBERK.
o EE—FXRELEITIE Alertmanager FUIZULEERS, HIOIESZRERIEMRAE SIS,
e Elasticsearch #IEERERHAL, HEPHNEEREARSEE LRRK,
e Kibana BEZAFIRMAE,; H Ul BFERBEEMA Elasticsearch API I&IENEE,

o FIWNMHAHREERZRIAN, HRIEMENIE TR,

J EOEIRRAMOHEIN? DR AT Issue 5 PR,
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BE LA - BIERS
ETHR

KNERNE Docker ERAHRER ARG R THIKEZEG, SIROERRULAN, EEESENE
HMBEGEXEE, FRNRERARGERND. DHEMEEFESERES, ERATARNERT
=, AEBIEAMNEG, FMHAMIWATIE Docker PERERIRERLKESR, BIERERER
(Busybox. Alpine) f15E2IhEEsR 1% (Debian. Ubuntu. CentOS ).

hivz=35¢ER
AERFIPERANRERFIRGRAERE TR
e Alpine. Debian. Ubuntu. CentOS FHiRERFAHEGRAARETRRAIFE (U0
alpine:3.21. ubuntu:26.04), ERFH latest IRHRIIEN T HIN
o OS KhiARY, UERBRINZ2ITHEES
o THFIMEH, BIRIELGRERIEFESENRE, HEHREHRURFRLEE

AT 2RFESEHRIFRATHERREE
ASBURAF LS, BREAENEMBFRAEBRESYNSBOAN, BHEE. RLUME
1TibE. TEMBERIBH T RN R AR S !

o BB (Busybox. Alpine) - HE&A/IMYL MB, BoiRiR, EBEHMARS. loT IREFMITHE
TREURIIFIR, Busybox i/ UK, ST EME Unix TH; Alpine IR T RENE
BEIRE, HEREGINTE,

o B (Debian. Ubuntu) - 1252 M Linux THREMEEMNHREES, BEANMNEER
100-300 MB Z[8), EAFERELREZMEKEFAN TRNN BT

o IVERER{R (CentOS. Fedora) - EF Red Hat &7, T iZNBFEWIREBENERRSNA, 1
®7 yum EEEBNBANRAEIET R,

ERREIXBRERNE “I\WMEA" —EFBRNATROENESR. ZFAILURDZERRER
ER. MPRBEREHERERE. BRFMHERAE, FiERSEEET O AMEBE,
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®RRERFRGNLL

wE U\ BEHEE ERTR
=/NMEITAL.
Busybox ~1 MB T .
initrd

RS RSN

Alpine ~5MB apk

H

. WRANA. &

Debian ~100 MB apt-get .

Tig

(I Debian, I
Ubuntu ~80 MB apt-get .

RILRSE

WA, %A
CentOS ~200 MB yum

SRR 7
Fedora ~200 MB dnf o

RIFE

FB45

BEFIRERNS, (RIFEB:
o ERARRERARGHNER. N HERTR
o EETE Docker FERAR KRR LIRERII S AN RIELE
o FIUMEIMRIESEAFERIEFSENEMBFER, KIREMNL
o THHIMERFIRERGIRRTRE. EENEENAREF
EZMBREESEARTE, &IMERERERGRN

=
o F2{FF Docker Compose RHEZ MEIER AR BIFIE
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%

ETARSEM

B
o Alpine —RBRE% Linux 1%, ZRATFEFIFREHRS

usybox — BREHTHEERE, EEaRANANR/MEER
i

e Debian Ubuntu — IHAEEEAEMA Linux %, £85FE

e CentOS Fedora — V4R Linux $81&, EaERAKNE
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20.1 Busybox

20.1.1 f&7v
TEEWHER T ATAE:
QBusybox -Linux lEET]

BusyBox e— NMEEM T —EHZ M & EH Linux (s SH A (W cat. echo. grep. mount. telnet %)
HMiEE TR, ERFEE/LMBHA/), BAEHITEMRREGIE, WEARN “Linux RENIREE
777

BusyBox BIIETTF %K PosIX IMRAVRERSH, W Linux (B23E Android). Hurd. FreeBsD %,
20.1.2 REXEH H#REK
BILAEF docker pull 8 & busybox: latest $RfR:

$ docker pull busybox:latest

latest: Pulling from library/busybox

5c4213be9af9: Pull complete

Digest: sha256:c6b45a95f932202dbb27¢c31333c4789f45184a744060f6e569cc9d2bfib9ad6f
Status: Downloaded newer image for busybox:latest
docker.io/library/busybox: latest

T#HE, ATLIEZR busybox 2B 2H 2.433 MB:

$ docker image ls

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIz
E
busybox latest e72ac664f4fo 6 weeks ago 2.433 MB
—g—
20.1.3 i=17 busybox

BEI— busybox 28, HIERLEHHIT grep <5
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$ docker run -it busybox

/ # grep

BusyBox v1.22.1 (2014-05-22 23:22:11 UTC) multi-call binary.

Usage: grep [-HhnlLogqvsriwFE] [-m N] [-A/B/C N] PATTERN/-e PATTERN.../-f FILE [FILE]...

Search for PATTERN in FILEs (or stdin)

-H Add 'filename:' prefix

-h Do not add 'filename:' prefix

-n Add 'line_no:' prefix

-1 Show only names of files that match

-L Show only names of files that don't match
-C Show only count of matching lines

-0 Show only the matching part of line

-q Quiet. Return © if PATTERN is found, 1 otherwise
Y Select non-matching lines

-s Suppress open and read errors

-r Recurse

-i Ignore case

-w Match whole words only

-X Match whole lines only

-F PATTERN is a literal (not regexp)

-E PATTERN is an extended regexp

-m N Match up to N times per file

-AN Print N lines of trailing context

-B N Print N lines of leading context

-C N Same as '-A N -B Nfj

-e PTRN Pattern to match
-f FILE Read pattern from file

EERRARERIER.
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/ # mount

overlay on / type overlay (rw,relatime, lowerdir=/var/lib/docker/overlay2/1/BOTCI5RF24AMC4A2UWFAN6ZWF
P:/var/lib/docker/overlay2/1/TWVP5T5DMKIGXZOROR7CAPWGFP, upperdir=/var/1lib/docker/overlay2/801ef0bf6c
ce35288dbb8fe00adf9cca7760444693bfdf339edObdcf926e12a3/diff,workdir=/var/1ib/docker/overlay2/801ef0b
f6cce35288dbb8fe00adf9occ47760444693bfdf339edobdcf926e12a3/work)

proc on /proc type proc (rw,nosuid,nodev,noexec,relatime)

tmpfs on /dev type tmpfs (rw,nosuid,size=65536k, mode=755)

devpts on /dev/pts type devpts (rw,nosuid, noexec,relatime,gid=5,mode=620, ptmxmode=666)

sysfs on /sys type sysfs (ro,nosuid, nodev, noexec,relatime)

tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid, nodev,noexec, relatime, mode=755)

cgroup on /sys/fs/cgroup/systemd type cgroup (ro,nosuid, nodev,noexec,relatime,xattr,release_agent=/1
ib/systemd/systemd-cgroups-agent, name=systemd)

cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (ro,nosuid,nodev,noexec,relatime,net_cls,net_p
rio)

cgroup on /sys/fs/cgroup/freezer type cgroup (ro,nosuid, nodev,noexec,relatime, freezer)

cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (ro,nosuid,nodev,noexec,relatime,cpu,cpuacct)
cgroup on /sys/fs/cgroup/cpuset type cgroup (ro,nosuid,nodev,noexec,relatime,cpuset)

cgroup on /sys/fs/cgroup/blkio type cgroup (ro,nosuid,nodev,noexec,relatime, blkio)

cgroup on /sys/fs/cgroup/perf_event type cgroup (ro,nosuid,nodev,noexec,relatime,perf_event)

cgroup on /sys/fs/cgroup/memory type cgroup (ro,nosuid,nodev,noexec,relatime, memory)

cgroup on /sys/fs/cgroup/devices type cgroup (ro,nosuid, nodev, noexec,relatime, devices)

cgroup on /sys/fs/cgroup/pids type cgroup (ro,nosuid,nodev,noexec,relatime, pids)

mqueue on /dev/mqueue type mqueue (rw,nosuid,nodev,noexec,relatime)

shm on /dev/shm type tmpfs (rw,nosuid,nodev, noexec,relatime, size=65536k)

/dev/vdal on /etc/resolv.conf type ext3 (rw,noatime,data=ordered)

/dev/vdal on /etc/hostname type ext3 (rw,noatime,data=ordered)

/dev/vdal on /etc/hosts type ext3 (rw,noatime,data=ordered)

devpts on /dev/console type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620, ptmxmode=666)

proc on /proc/bus type proc (ro,relatime)

proc on /proc/fs type proc (ro,relatime)

proc on /proc/irq type proc (ro,relatime)

proc on /proc/sys type proc (ro,relatime)

proc on /proc/sysrq-trigger type proc (ro,relatime)

tmpfs on /proc/acpi type tmpfs (ro,relatime)

tmpfs on /proc/kcore type tmpfs (rw,nosuid, size=65536k, mode=755)

tmpfs on /proc/keys type tmpfs (rw,nosuid, size=65536k, mode=755)

tmpfs on /proc/timer_list type tmpfs (rw,nosuid, size=65536k, mode=755)

tmpfs on /proc/sched_debug type tmpfs (rw,nosuid, size=65536k, mode=755)

tmpfs on /sys/firmware type tmpfs (ro,relatime)

busybox IR EIA/NG, BEIETAEENM Linux %, EERUATREAE Linux 5.

20.1.4 HHX AR

e Busybox BEM: https://busybox.net/
e Busybox B EE: https://git.busybox.net/busybox/
e Busybox EA % https://hub.docker.com/_/busybox/

e Busybox EABE: https://github.com/docker-library/busybox
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20.2 Alpine

20.2.1 &t
TEEMMER T ATAR:
QAlpine Linux ##1ER %

Alpine Tﬁf?%éﬁ%_ﬁ\ﬁﬁféﬂgﬁﬁg Linux Z‘iﬁh&o EKE?ET%" Linux Z‘fﬁfhﬁ, Alpine XEBT
musl libc # busybox LUBINRFRIAFAFIEI TR ZIREFE, BINEE LLE busybox X5EEMNZ, HItt
REFREHXHREZHNERR. ERIFESHNREN, Alpine KR TECSHNEEETA apk, AL
1B1d Alpine Packages it EEIGEER, WAIMEZEET apk si S EETINREZHIRG,

Alpine HHIFEWAALR LR, T IZHRM Linux K1ThR, ERFANAER/EE Linux BRI
, XFRE, MEMZRFEXEE. Alpine REAILUERATELZERYSR, HEAR—MIFHNETLUE
RBFEFREL RS/ IR,

Alpine Docker SR B4XE T Alpine Linux RIThRAVXLEML S, HBEETFEM pocker %R, ENAE
E=E/N, EFEEFNL 5 MB (XFEL ubuntu R55EEL 28 vB), B EEERTFHEEEN G, BA
$515:3K 8 docker-alpine IH,

B#i Docker EAZBEFRHERFEM Alpine B ZATRY ubuntu AEMIREIFR. XFIHRS T
b, BHESRETHEREMR, mheetiRE, TNZBENIMELE, SRAEVHBETEF.

TREEARGHANLER (EEFA), KFREHELL Docker Hub J9if) |

REPOSITORY TAG COMPRESSED SIZE
alpine latest ~5 MB
debian latest ~30 MB
ubuntu latest ~28 MB

R’ REKXKNSMERAEFMEN, FHEIFEER Docker Hub R4 A Tags TlH, Alpine
BEERNMETEHR), EETFEDNFRESHRE)NNREH.

20.2.2 FRHEHRAEHHEK

MFRER/)D, THENEREERE, RETUEZMER docker run I§LEZIBIT—1 Alpine &
28, FHETIE1TRY Linux 5<%, BI40:
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$ docker run alpine echo '123'
123

20.2.3 I E Alpine B &
Bai, K289 Docker EFBGREEETIF Alpine EARMESG, AILUREZHITIR,
fFlgn:

® ubuntu/debian->alpine
® python:3->python:3-alpine

® ruby:2.6->ruby:2.6-alpine

595, MR Alpine FREE MR vbuntu BREIRE, RERGENFEER apk BRI B apt T
A, i

$ apk add --no-cache <package>

Alpine F b ZT R BN BFIRsEHEMATREMRARBR, AJ UE
https://pkgs.alpinelinux.org/packages MIGIERHBELEBEZN. IRFENRTEEFREE
#5|N, ERENRAFHXERESIF, BARTLIRRUT A EFERAXLRER,

$ echo "http://dl-cdn.alpinelinux.org/alpine/edge/testing" >> /etc/apk/repositories
$ apk --update add --no-cache <package>

HFEERAR apk BEFEREIE, BITERER apk ZRIBRCEMIIAERFER.

RUN sed -i "s/dl-cdn.alpinelinux.org/mirrors.aliyun.com/g" /etc/apk/repositories \
&& apk add --no-cache <package>

20.2.4 HHX AR

e Alpine EM: https://www.alpinelinux.org/
e Alpine EAEE: https://github.com/alpinelinux
e Alpine EFEMR: https://hub.docker.com/_/alpine/

e Alpine BEAHBBZEE: https://github.com/alpinelinux/docker-alpine
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20.3 Debian Ubuntu

Debian 1 ubuntu #BE BRI ATITHY Debian & BIIRSZIHREER S, + D EEMAIH SR, Docker
Hub EIRETEAHRER, ENZARRRBUEREIRME 7T HENIZH,

20.3.1 Debian &R&EE 7T
TEEMHRRT SEHA:
lDebian 1BE RS

Debian B ePL M EH M B HREFIFAI M ENN EEHREARNIZIERS, B Debian itX
(Debian Project) A4R41F, Debian it%l @—MRIZAY. DEEVAELR, H se00 AERBEHM, 1%
SHRZNIERBFIALHNESSTHF, Software in the Public Interest IR FHIFERIREN
RIFHH, pebian MIEESF unix M1 BERENE®, UNREATRHAFNRZEEZEMEZ. HH
Debian B3E T8I 25, cee NMRGEFH ZHF 12 MTBEN AR,

Debian fFA— 1PN KHNARFALELR, ETEZMHAEIRERAFEZ O D ZIHE, FENEMA Linux
#Z 0 BY Debian GNU/Linux 24, HMIEBE XA 6NU Hurd #Z 0 BY Debian GNU/Hurd R4E. KA

FreeBsD #Z/0\BY Debian GNU/kFreeBSD 4%, LA KA NetBsD #Zi0vBY Debian GNU/NetBSD H4t, &
EXEFIF pebian WARFAZEMF TR, XA opensolaris #ZOIEMMAAY Nexenta 0S RS, 1EX

Lt pebian REEH, LAEHA Linux #Z0BY Debian GNU/Linux R NE R

AREZB Linux £9ThR, 140 ubuntu. Knoppix #] Linspire M Xandros %, #E T pebian

GNU/LinuXo

fiEF3 Debian B A&
Debian 2—1MNE BHEME &,

BAHIRMET AKIAIM debian =& AN E ARSI neurodebian $21&, B LI{EH docker run
Hi&151T pebian HFi%o

$ docker run -it debian bash
root@668e178d8d69:/# cat /etc/issue
Debian GNU/Linux 13

Debian IRERESIEAEMTELR, WEBEXHERK.
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20.3.2 Ubuntu &4
TEEMMERT ATHRE:
Ubuntu $BE RS

Ubuntu @ — MUK ENARNER enu/Linux BIERSR, HEAVKBIENEHESZ EXRFIER

‘ubuntu” —iE (BEREE “KEWR, BF “TE. ‘SHET. “BFX o SRR FF
Z)o tbuntu BERZ “AM” UK “BRNEEERAARKNEE, BIEMERN—FNEN, M
A= “YZF7 BA8, ubuntu BT pebian Z1THhRH GNOME/Unity REIIFIE, 5 pebian HIAR[E
ETES 6 TASAHT—IIRE, &2 FHH—1KHAHEF (Long Term Support, LTS) hRk7s;
LTS hRASE F R4t 5 FEAREL £4P, Ubuntu Pro/ESM Al —S it KL £ B &,

&/ Ubuntu EAH&

Ubuntu R BRIRARITAY Linux RIThRZ—o

TE L ubuntu:26.04 AF, BERINAERIZRGRE—LERRM.
BEAER -ti BHENALR, EF bash, BF ubuntu WERITRRE S,

$ docker run -ti ubuntu:26.04 /bin/bash
root@7d93de0@7bf76:/# cat /etc/os-release
PRETTY_NAME="Ubuntu 26.04 LTS"
NAME="Ubuntu"

VERSION_ID="26.04"

VERSION="26.04 LTS (Resolute Raccoon)"
VERSION_CODENAME=resolute

ID=ubuntu

ID_LIKE=debian
HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs. launchpad.net/ubuntu/"

LiIAEBEZFEH apt -get TE—PIHENBNE, =$87RE: Unable to locate packageo

root@7d93de0@7bf76:/# apt-get install curl

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

E: Unable to locate package curl

XHIERAARTF apt -get 88 Docker BBIEHFIERN A THEEIBMRT apt BEEE, ELEEL
1T apt-get update I LREFHECEEE. EFEEREIAIEINET apt -get A5 R ELEINE,
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root@7d93de0@7bf76:/# apt-get update
Get:1 http://archive.ubuntu.com/ubuntu resolute InRelease [256 kB]
Get:2 http://security.ubuntu.com/ubuntu resolute-security InRelease [126 kB]

Fetched 25.8 MB in 8s (3215 kB/s)
Reading package lists... Done

B, & curl TE,

root@7d93de0@7bf76:/# apt-get install curl
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:

ca-certificates krb5-locales libasnl-8-heimdal libcur14 1libgssapi-krb5-2 1libgssapi3-heimdal libhcr
ypto4-heimdal libheimbasel-heimdal libheimnt1m®-heimdal 1ibhx509-5-heimdal

libk5crypto3 libkeyutilsl libkrb5-26-heimdal libkrb5-3 libkrb5support® libldap-2.4-2 libldap-commo
n libnghttp2-14 1libps15 libroken18-heimdal librtmpl libsas12-2 libsasl2-modules libsasl2-modules-db
libsqlite3-0 libssl1.1 libwind®-heimdal openssl publicsuffix

root@7d93de@7bf76:/# curl
curl: try 'curl --help' or 'curl --manual' for more information

TR, BEE apache iR,

root@7d93de@7bf76:/# apt-get install -y apache2
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
apache2-bin apache2-data apache2-utils file libapril 1libaprutill libaprutilil-dbd-sqlite3 libaprutil
1-1dap libexpatl libgdbm-compat4 libgdbm5 1libicu60 liblua5.2-0 libmagic-mgc libmagicl libper15.26 1i
bxml2 mime-support netbase perl perl-modules-5.26 ssl-cert xz-utils

BohiX1 apache RS, SAEERA curl MK A i5(0],
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root@7d93de0@7bf76:/# service apache2 start

* Starting web server apache2
AHOO558: apache2: Could not reliably determine the server's fully qualified domain name, using 172.1
7.0.2. Set the 'sServerName] directive globally to suppress this message

*
root@7d93de®@7bf76:/# curl 127.0.0.1
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtml1/DTD/xhtm

1l1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtm1">
<l--
Modified from the Debian original for Ubuntu
Last updated: 2016-11-16
See: https://launchpad.net/bugs/1288690

>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Apache2 Ubuntu Default Page: It works</title>
<style type="text/css" media="screen">

EEMER -p SHXIMREIARS RO, AT BRINRIBIEIZARSS .

20.3.3 HHXAR

e Debian EM: https://www.debian.org/

® Neuro Debian EM: http://neuro.debian.net/

e Debian EAEE: https://github.com/Debian

e Debian BEFEMR: https://hub.docker.com/_/debian/

e Dpebian EAHEMZREE: https://github.com/tianon/docker-brew-debian/
e Ubuntu EM: https://ubuntu.com

e Ubuntu BAEEE: https://github.com/ubuntu

e Ubuntu BESEM: https://hub.docker.com/_/ubuntu/

e Ubuntu BAEMZREE: https://github.com/tianon/docker-brew-ubuntu-core
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20.4 CentOS Fedora

20.4.1 CentOS RZEE/

cent0s # Fedora &P @ ET Redhat FYE I Linux . 1£4% centos Linux Bt RIRSE2:09E B
RERSG, BHEX Docker ERRIGEF LA, FEFE@ENIT(E Rocky Linux. AlmaLinux.
CentOS Stream Z{H#&{FEF RHEL/UBI HFE A%, Fedora MIEE@mANAKEBF.

= centos 2R %

CentOS (Community Enterprise Operating System, FXERZ: HtXBWigERS), ©2ET
Red Hat Enterprise Linux JRUES4mIEMA. HHTF centos 5 Redhat Linux JRFHEEIRVCISESR,
FRARZMAHREZTESRKREEN LT MER centos KEN B ULAR Red Hat Enterprise
Linuxo Centos BEAEEHRIKH-

58 CentOS B &
CentOS EAREHERIEF B E,

AR CentOS 8 EF 2021 £ 12 A 31 Af21L4ER (EOL), CentOS7 EF 2024 ££ 6 A 30 BfE
IR, HFHEEE, #EFMERA Rocky Linux. AlmaLinux 3 CentOS Stream EEHL1ThR.

{6 docker run B3ZI5{T centos 7 B, HE R basho

$ docker run -it centos:7 bash

Unable to find image 'centos:7' locally

7: Pulling from library/centos

3d8673bd162a: Pull complete

Digest: sha256:a66ffch73930584413de83311calla4ch4938c9b2521d331026dad970c19adf4
Status: Downloaded newer image for centos:7

[root@43eb3b194d48 /]# cat /etc/redhat-release

CentOS Linux release 7.9.2009 (Core)

20.4.2 Fedora R4 N
TEEMMER T ATRA:
QFedora BERR

Fedora i Fedora Project HXFR, ABERBEEEEN Linux X1THR. ENBEIrEEIE—EMHI. %
IhaeH B BBAMARNIRIER S, Fedora NINREXN THRFMS, ER—EMEETEN, nJLAEMY
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RERIERG, MYEBE Red Hat TS, ERFZMRANNATE. HINATBHRARES

IOANZE| Red Hat Enterprise Linux B,

£/ Fedora EA 8%

{5 docker run B8 EHIZIBIT Fedora EF R, HE = basho

$ docker run -it fedora bash

Unable to find image 'fedora:latest' locally

latest: Pulling from library/fedora

2bf01635e2a0: Pull complete

Digest: sha256:64a02df6aac27d1200c2572fe4b9949f1970d05f74d367ced4af994bas5dc3669e
Status: Downloaded newer image for fedora:latest

[root@196ca341419b /]# cat /etc/redhat-release

Fedora release 43 (Forty Three)

20.4.3 HHXAR

Fedora EM: https://getfedora.org/

Fedora ESEE: https://github.com/fedora-infra

Fedora B & https://hub.docker.com/_/fedora/

Fedora EFRMBREE: https://github.com/fedora-cloud/docker-brew-fedora
centos BM: https://www.centos.org

centos BAEE: https://github.com/CentOS

centos B https://hub.docker.com/_/centos/

centos BARBREE: https://github.com/CentOS/CentOS-Dockerfiles
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BE/NE

AEHRE T HENRMER ARG TEHMER,

BRT B ARG, 7E pocker Hub LR BEFZHE=HALRH M A LEH Docker 5.
FETLURIEREKRBERRIEF. —ARRIA:

o ENRGEIREILE/N, RFE-—LEEXHNAN. BENRAEHNTLE. RENSHIE
17, ESHTMEUES,

o HTFLR2EER, JIFEEABIENRGEIERE SSH RS, TABIAFZMNENEEE
REIFEFHo

J RSB ASOHEI? IR Issue 5% PR,
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B=1—F SLAEM - DevOps
ESTE:

AERGI R ER R R GRIRAEE TR

e GitHub Actions (actions/checkout@ve ) RAKRRAIRE, ARKEHMPINEERESRE M
T

o BIBIBE=EM (golang:1.26-alpines rust:1.95-alpine %) RAXRAAITE, MR API2EM
ERREGLEEH

o BUBEEHEMR (postgres:16-alpine. redis:8-alpine &) REKRAIFE, BETFHREEEMSH

o EMHERMR (alpine:3.21. debian:12 F) KA KMRAFXRAITE, BE latest UBRATEIN
i3

o SFRIE PIRIERRIAEMA, £ FRRNERERURNEZ ST

DevOps HE2N4A

DevOps B—MEZENHLMIZHEX Y, BB AFAFIGLE N Z BNERBoht. ERNT@E

I B RN, IMRRERZGRE, FANRERAFNREMFMAIFES. Docker fFARRR L

ARMGE, EAMA DevOps TERPAAI KRN TE, BEFRUNAE, FAHAATUHRE
‘—RIDEE, WRETT, EBRAFA. MAREFIFENER, AKEHT HERE.

Docker 7£ DevOps HHIAE

Docker £ DevOps TYERHFAIB LM XEAE, Bk, EMNVENTNANALAMEEINE, F5E
PARLCATEMEEIRY Docker B8R TAE, ®HRT “EFAINZE LAILUETT BRI, HIX, Docker 5
Cl/CD mizT4Esery, BT BiURIRGME. MiXAEHE, LIMREFNENRERR, L5, Docker
R FHAARS R B 2edm i, EHIPARENSE R RN AN SRS,

Cl/CD EEMEEM

FEEMSF4EEE (CI/CD) 2 DevOps BIMZIL @i BEhERIEIEM. Mid. WEFMIPER
2, HPARIAEMMEM LRI, FNRIFARAKNREMMOISEY, Docker 7£ CI/CD H#3&E Y
BEERE:
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RENMHEIFR - Docker WRA L. MIXMEFIFRTL—E, HFTMRERTRAVRE
ILEFRKE - BERREBDNEERTIE, RIBMRT CI/CD RIZFIRITHER
ROERIAAESR - sTUBE ML S ABNIIRASE, H1TEi7E MR

BEhEiR& %A - CI/CD TRRILIAEME. 3. ARicHIEX Docker SRIGEICE
BEREMSLERT - VATENEBEENTESY, SUSRLHRE

EERIBIZNA GitHub Actions. Drone FR1THY CI/CD TR, BRIAITESLRRINE HiETERN
Boiftiiksk. HNIERGERIAERM LIFMEFER Docker, #F IDE RS LGS, MR
AHIE B A,

o IEfi# DevOps Xfb. CI/CD MIEMBR/UNEER XA

o EIESTEM Docker TIER, MHBIRREIZ LHENEG—NFT

o ZEIJYNMEIEA GitHub Actions SEILEEDMK CI/CD, UK IIERHRSHMMLIL
o TH#Drone %5 =7 CI/CD TEMZEM., BEMEEH

o FLTTZNHY IDE (VS Code) &R Docker, FIAARBHATBIRAFLME
o ERILHPEIN DevOps IR, RIEXBRMBIERHESE

e DevOps EETER — MABEIHENERIE
e GitHub Actions — {8 GitHub Actions 323§ CI/CD

e Drone — Drone CI/CD & ENMEE

e Drone Demo — Drone 32 ¢§7E AN A

e 7f IDE A{#HH Docker — IDE 5 Docker SERZHISF&E
e VS Code — Visual Studio Code Ba§FF & 35E

o BT — BEXIE A DevOps R FAZEH!

o BE/NE
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21.1 DevOps BT AR

FEFETR—NET Docker. Kubernetes #1 Jenkins/GitLab Cl B952%8 DevOps T{Ei.

21.1.1 TERBES

1. Code: AR ARRRZAIE GitLab,

2. Build: GitLab Cl fit 2 #3253,

3. Test: m{THRTTNIHAERN o

4. Package: #J# Docker $Rf&H#EIXE] Harbor/Registry,

5. Deploy (Staging): BEpEREEIMIXIFIR Kubernetes &84,
6. Verify: AT =BhLIIIE,

7. Release (Production): Eit/5BIEEDE~FIE,

21.1.2 XgECE A

ATEE—HR AT BENFE, BREE DevOps MAEH 5 Docker HEXHIXRELE.,
1. Dockerfile ZFE&HIE

/A Docker ZMEXHGER AT A BB NR G IATR,

## Build stage

FROM golang:1.26 AS builder
WORKDIR /app

COPY . .

RUN go build -o main .

## Final stage

FROM alpine:3.21

WORKDIR /app

COPY --from=builder /app/main .
CMD ["./main"]

2. GitLab CI EdE&

GitLab Cl (.gitlab-ci.yml) ECEIIT:
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stages:
- test
- build
- deploy

unit_test:

stage: test
image: golang:1.26
script:

build_

go test ./...

image:

stage: build
image: docker:29
services:

docker:29-dind

script:

RY

echo "$CI_REGISTRY_PASSWORD" | docker login -u "$CI_REGISTRY_USER" --password-stdin $CI_REGIST

docker build -t $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA .
docker push $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA

deploy_staging:
stage: deploy
image: dtzar/helm-kubectl

script:

certs=

printf '%s' "$KUBE_CA_PEM" > kube-ca.crt

kubectl config set-cluster k8s --server=$KUBE_URL --certificate-authority=kube-ca.crt --embed-
true

kubectl config set-credentials admin --token=$KUBE_TOKEN

kubectl config set-context default --cluster=k8s --user=admin

kubectl config use-context default

kubectl set image deployment/myapp myapp=$CI_REGISTRY_IMAGE:$CI_COMMIT_SHA

-n staging

only:

develop
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21.1.3 R{EXE
1. AUTEAMIGH: —BHEGWETHR, TR MFE (Dev. Staging. Prod) H#ERNIZERRE—
MNE& tag GBER commit hash), MAREHFHWE,
2. BBENE: £/ ConfigMap # Secret EIENIBIFENERE, FETEHER,
3. BZ¥t Docker Hub PR#A (Rate Limits):
o Docker Hub B & HIEXIEHE T A&BIFRHI (6 /NEFTALY 100 XR). FH7E CI/CD H4REE
#, RFHLA toomanyrequests F81Ro
o ER(ENRRE:
n TERKET R RITR NS MIAIE (EA PAT, MAEZ).
R ERMNERMBRGEFEBER Harbor/Nexus, {#H Pull-Through Cache,

= /3 Docker ¥3£5|2 (BuildKit) B9 inline 2§ registry £&77I08E, LR EHEUA
=

=
o

4. GitOps: &5\ ArgoCD, RKEHEEEMIENBEMETT Git B, LI Git WHHEERD
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21.2 GitHub Actions

GitHub Actions £ GitHub #H#—%k CI/CD T &,

AT LATEE A job BY step HfEMA Docker ATHIED B,

21.2.1 /N TG
EZiEE. NRIREIMATA action, 15 GitHub Actions B2 it

ECERBREIE . github/workflows/ci.yml:

name: CI

on:
push:
pull_request:

permissions:
contents: read

jobs:
build:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v6
- uses: docker/setup-buildx-action@v4
- uses: docker/build-push-action@v7
with:
context: .
push: false
tags: local/test:ci

ZFISTE GitHub Actions A2 HEI € R Docker 518 (RHEXE! registry) o

21.2.2 9EHHEIXT] Registry

SKPRIE B R R R Cl FHEFEEHEET B EE Registryo UTRAIERTTZMEME+ER +
-

XA TR
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name: Build and Push

on:
push:
branches: [main]

permissions:
contents: read
packages: write

jobs:
build-push:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@vé
- uses: docker/login-action@v4
with:
registry: ghcr.io
username: ${{ github.actor }}
password: ${{ secrets.GITHUB_TOKEN }}
- uses: docker/setup-buildx-action@v4
- uses: docker/build-push-action@v7
with:
context:
push: true
tags: |
ghcr.io/${{ github.repository }}:${{ github.sha }}
ghcr.io/${{ github.repository }}:latest
cache-from: type=gha
cache-to: type=gha, mode=max
KRR

® docker/login-action fAZTIAIE, 3Z#F Docker Hub. GHCR. ECR ZFZEJR Registry,

e cache-from/ cache-to f# GitHub Actions [RE4E1F (type=gha) , TLEENYMNECE BRI HNRIZ
SR,

o REEMEEA commit hash # latest, FEPARZASIE NS ZBEEF,
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21.2.3 fESLE

e [EE action BFERRAS (51490 @va / @ve) , BEFER @master XEFEN5|H,
o ER/IWIE (40 contents: read), FTEG NKIRETBEITH
o FEMRMEFN, MAFHAEAIFNEEAR (fIWHIHES 2 EE2EM cache T BuildKit

cache),
o REIE (Registry ZH5. Deploy Key &) —&F@id secrets 3 EN, ZIEERID,

o ZEAWENTE build-push-action FRR a0 platforms: linux/amd64, linux/armé64.

MRFRBAR NP BREERSTRRES (MARWEER), AJLUGEA docker:// EA:

- name: Run container step
uses: docker://golang:alpine
with:

args: go version
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21.3 Drone

BT pocker By c1/co TR prone, FIAHIE. MiXBURZEER B PHIT,

HAAERIFAETEFRES drone.ynl X, FABHEEE] git ©FF, prone FLAEYS BEh LTS
F M. &

Z/NFILL 6itHub + Drone &R brone I TIEMRIE. HATEXLMGALRIRER, RIKBHIFERTE
GitHub £, ABAfREIAZ=IR{ER cogs + Drone K#1T CI/CD,

21.3.1 XEXIWH

7 GitHub #FrZ—1"%8 7 drone-demo Y E,

HARINBEEZEFH Drone MitaE Drone Cloud, f#A GitHub WES%&%, TREHXENINI
#1789 drone-demo BFE.

21.3.2 ETHE RN
M —1 git B

mkdir drone-demo
cd drone-demo

git init

git remote add origin git@github.com:username/drone-demo.git

XEL— a8/ co BFAA, ZIZFHL Hello world!

BE app.go X4 :

package main
import "fmt"
func main() {

fmt.Printf("Hello World!\n")
}

BE .drone.yml X{¥:
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kind: pipeline
type: docker
name: build

steps:
- name: build
image: golang:alpine
pull: if-not-exists
environment:
KEY: VALUE
commands:
- echo $KEY
- pwd
- 1s
- CGO_ENABLED=0 GOOS=1inux go build -a -installsuffix cgo -o app .

- ./app

trigger:
branch:
- master

MEEREWINT:

— .drone.yml
L— app.go

21.3.3 XTI HIRABE GitHub

git add .
git commit -m "test drone ci"

git push origin master

21.3. 4 EETEHBEBRIENRER
FIF RN IERZ4FH prone MiEsE Drone Cloud, BIEI &R R,
e

LA T LUBH LS R L3 GitHub. Docker Registry. =IRSJSEIERENMREME, HELE
PR,
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21.4 Drone Demo

21.4.1 Demo W H %A
XE—MNETF Go IBSHE WL Web FZFRAI, AT ER Drone Cl BUISEER T,

21.4.2 BREW

® drone_demo.app.go: @AY Go Web ARZS28 X8,

® drone_demo.drone.yml: Drone Cl FVEEE XM, ENX T HEMNMRRE,

21.4.3 d{aIfEA

1. IR A E 222 Docker 15,
2. BRI ER R N Drone BAEEMISXHA

cp drone_demo.app.go app.go
cp drone_demo.drone.yml .drone.yml

3. % app.go 5 .drone.yml #IEZERAY drone-demo €F, BIEITE Drone RERIMELE R,
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21.5 £ IDE {8 Docker

fEF IDE #1THA, FEERKMETEGFTHRE, —L IDE X#F Docker B3P T AR, XEFERSD
T Docker L=, MILHERMELE,

ATRE-TLOER: 8 “FFREH” PaRE, 8 REIEHE" BESHt IDE,

21.5.1 SR

o HFPAFELE—FFAIFIE (Go/Node/Python kg, RFHKH. RiFHE) o
o KMIARFAFELRERH (fI%0 Windows. RBEIERIFR) .
o IMBMKHIRE (FINEE gcc. FIEERTFIR. BERSLE) .

AREGHTE: mEBAH GPU/USB i%E. HEEIFEMEEXHF I0 WITIE (LBIAEFER
SMBAER/ RSP RE) o

21.5.2 /oA : docker compose + FF AR

TERA—" “KEETHFAAREE ERABIF (L Go A, REJLIE#EA Node/Python),

1. FIEHRI3E compose.yaml (EBIREHRR compose X14) :

services:
dev:
image: golang:1.26
working_dir: /work
volumes:
- ./:/work
command: sleep infinity

2. BohH AR

docker compose up -d

3. EABRREMH/ T2

docker compose exec dev bash
go version
go test ./...

XMERNMEE “HEREEE. IDEEXX", A2 IDEEEFINCE (BIWE B I iz /18S
BRs3, Z¢fEMA VS Code Dev Containers).
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21.5.3 BHREHSNREIN

o Linux FTHNRBEIBFBASXXHINRAA, MELHFERAZIABRSEEAN UID/GID 3375, VS
Code Dev Containers X35 B I2; F5 Dockerfile/compose BHtBARI AR IRERF,

o MRBIXGTERIFALERN (BITF macOS/Windows FIEHMEXX R SE) , Rk ERIES/
T EFRRITRINSIES watcher PR,
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21.6 VS Code

VS Code BJ Dev Containers AT LR “FRIFIE” BuER2E, FEMEZ VS Code B4FLE. #h2. @i
£38,

AURHE—RNATATRA: IBEEHE (L Go Afl) TR FIHAL" NEBNIFR,

21.6.1 BIBESH

o R4 Docker Desktop (3 Linux L£HJ Docker Engine)o

e VS Code R E: Dev Containers (ms-vscode-remote.remote-containers)o

21.6.2 &/\if5l: .devcontainer/devcontainer.json

EUEIEER A2 . devcontainer/devcontainer. json:

"name": "docker-practice-dev",
"image": "golang:1.26",
"workspaceFolder": "/work",
"workspaceMount": "source=${localWorkspaceFolder}, target=/work, type=bind",
"customizations": {
"vscode": {
"extensions": [
"golang.Go"
1
3
H

"postCreateCommand": "go version"

}

SAFSTE VS Code s S EMRIESE:
® Dev Containers: Reopen in Container

VS Code ZHUBREHBRE, MEIRMAUERSENIETT:

go test ./...

21.6.3 454 Docker Compose (FJiE)

YR B R FEIRE/%E7F (5190 Postgres/Redis) , BILAfER dockercomposeFile Bk Fi—ic
hifc.
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T3l (devcontainer.json FEX):

{
"name": "compose-dev",
"dockerComposeFile": [
"../docker-compose.yml"
]l
"service": "dev",
"workspaceFolder": "/work"
}

AR service BEXI compose BHIIRS B
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21.7 SEEEZEMI: Go/Rust/HUERE /MRS

ATESELFE ZFERMAANRELEENY BHERMME Docker 5%, UKRUEIEER
Docker Compose 2 FEERF A4 =R,

21.7.1 Go M AR/ MY IR GERE

o BERHRFNFHFS —HEIFRESHMITAES TR L. UTRTMAER/NG Go MAH
1%0

#8/)\ Go Web AR5
MAAKE (main.go):

package main

import (
Ilfmtll
n 'Logll
"net/http"
IIOS"

)

func healthHandler(w http.ResponseWriter, r *http.Request) {
w.Header ().Set("Content-Type", "application/json")
fmt.Fprintf(w, “{"status":"healthy", "version":"1.0.0"}")

}

func helloHandler(w http.ResponseWriter, r *http.Request) {
hostname, _ := os.Hostname()
w.Header().Set("Content-Type", "application/json")
fmt.Fprintf(w, ~{"message":"Hello from %s","version":"1.0.0"}", hostname)

3

func main() {
http.HandleFunc("/health", healthHandler)
http.HandleFunc("/hello", helloHandler)
http.HandleFunc("/", helloHandler)

port := ":8080"
log.Printf("Server starting on %s", port)

if err := http.ListenAndServe(port, nil); err != nil {
log.Fatalf("Server failed: %v", err)
}
3
Z B Ek Dockerfile:

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

# Stage 1: MEMER
FROM golang:1.26-alpine AS builder

WORKDIR /build

# TRIDZKH

RUN apk add --no-cache git ca-certificates tzdata

# SRERHE (FIPEF)
COPY go.mod go.sum ./
RUN go mod download

# EHLRAES
COPY .

# MEERS

# -ldflags="-w -s" EFFERRFSE/IMETR

RUN CGO_ENABLED=0 GOOS=1inux GOARCH=amd64 go build \
-a -installsuffix cgo \
-ldflags="-w -s -X main.Version=1.0.0 -X main.BuildTime=$(date -u +'%Y-%m-%dT%H:%M:%SZ"')" \
-0 app .

# Stage 2: BfTBHEX (scratch HfR)
FROM scratch

# 8% cA P (BF HTTPS)
COPY --from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs/

# BFINXEE (BFeEtE)
COPY --from=builder /usr/share/zoneinfo /usr/share/zoneinfo

# SERIRAZ#HE
COPY --from=builder /build/app /app

EXPOSE 8080

# ERLITIREIEAN ENTRYPOINT
ENTRYPOINT ["/app"]

PR :
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# MERER
docker build -t go-app:latest .

# WERGKN

docker images go-app

# IBITAR
docker run -d -p 8080:8080 --name go-demo go-app:latest

# MRz
curl http://localhost:8080/health | jq .

# HEND BRI
docker exec go-demo ls -la /

# QA& /app MAKKEXHF

# JFGBAIGEE < 10MB (8L golang:1.26 EALHE&RA ~900MB)
docker history go-app:latest

go.mod # go.sum 3 fi:

module github.com/example/go-app
go 1.26

require (
// NRFEMKH

HKHIAY Go RZFR
AR (£ Gin 1E29):
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package main

import (
"github.com/gin-gonic/gin"
n 'Logll

func main() {
router := gin.Default()

router.GET("/health", func(c *gin.Context) {
c.JSON(200, gin.H{
"status": "ok",
1))
1)

router.GET("/api/users", func(c *gin.Context) {
c.JSON(200, gin.H{

"users": []string{"alice", "bob"},
1)
b
log.Fatal(router.Run(":8080"))
}
i 4bB Dockerfile:

FROM golang:1.26-alpine AS builder

WORKDIR /src

RUN apk add --no-cache git ca-certificates tzdata

COPY go.mod go.sum ./
RUN go mod download

COPY .

RUN CGO_ENABLED=0 G00S=1inux GOARCH=amd64 \
go build -a -installsuffix cgo \
-ldflags="-w -s" \

-0 app .

# RAHER
FROM alpine:3.21

RUN apk add --no-cache ca-certificates tzdata

WORKDIR /root/

COPY --from=builder /src/app .

EXPOSE 8080

CMD ["./app"]
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21.7.2 Rust M AN/ R G
Rust AEHMEEMNZ M ERARINAFEZEE.
MEBAKE (main.rs):

use actix_web::{web, App, HttpServer, HttpResponse};
use std::sync::Mutex;

#[actix_web::main]
async fn main() -> std::io::Result<()> {
println!("Starting server on 0.0.0.0:8080");

HttpServer::inew(|| {
App::inew()
.route("/health", web::get().to(health))
.route("/hello", web::get().to(hello))

1)
.bind("0.0.0.0:8080")?

.run()
.await

async fn health() -> HttpResponse {
HttpResponse: :0k().json(serde_json::json!({
"status": "healthy"
1))

async fn hello() -> HttpResponse {
HttpResponse: :0k().json(serde_json::json!({
"message": "Hello from Rust"

M)

Cargo.toml:

[package]

name = "rust-app"
version = "0.1.0"
edition = "2021"

[[bin]]
name = "rust-app"
path = "src/main.rs"

[dependencies]

actix-web = "4,13"

tokio = { version = "1.35", features = ["full"] }
serde = { version = "1.0", features = ["derive"] }
serde_json = "1.0"

Z M E&HIE Dockerfile:
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# Stage 1: #iF
FROM rust:1.95-alpine AS builder

RUN apk add --no-cache musl-dev
WORKDIR /src

COPY Cargo.* ./
COPY src ./src

# MM R TR

RUN cargo build --release

# Stage 2: TITHRK
FROM alpine:3.21

RUN apk add --no-cache ca-certificates
COPY --from=builder /src/target/release/rust-app /app
EXPOSE 8080

CMD ["/app"]

FIEENLEIIE

docker build -t rust-app:latest .
docker run -d -p 8080:8080 rust-app:latest
curl http://localhost:8080/health | jq .

# Rust NA@EELL Go B|/\: 5-20MB (BURTFHKH)
docker images rust-app

21.7.3 BUEEER R RETLEE

PostgreSQL & =3E

BENX PostgreSQL ik
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FROM postgres:16-alpine

# REFINTLA

RUN apk add --no-cache \
postgresql-contrib \
pg-stat-monitor \
curl

# SERFELiE
COPY init-db.sql /docker-entrypoint-initdb.d/
COPY health-check.sh /

RUN chmod +x /health-check.sh

HEALTHCHECK --interval=10s --timeout=5s --start-period=40s --retries=3 \
CMD /health-check.sh

EXPOSE 5432

saWHZ (init-db.sql)

-- SIEBEXAR
CREATE USER appuser WITH PASSWORD 'secure_password';

-- BIEEUERE
CREATE DATABASE myappdb OWNER appuser;

-- BEVR
Nc myappdb

CREATE EXTENSION IF NOT EXISTS uuid-ossp;
CREATE EXTENSION IF NOT EXISTS hstore;
CREATE EXTENSION IF NOT EXISTS pg_trgm;

-- flER

CREATE TABLE users (
id UUID PRIMARY KEY DEFAULT uuid_generate_v4(),
username VARCHAR(255) NOT NULL UNIQUE,
email VARCHAR(255) NOT NULL UNIQUE,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP

)i

-- BlE=xs|
CREATE INDEX idx_users_username ON users (username);
CREATE INDEX idx_users_email ON users (email);

-- BFNR

GRANT CONNECT ON DATABASE myappdb TO appuser;

GRANT USAGE ON SCHEMA public TO appuser;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO appuser;
GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA public TO appuser;

B#EIERZ (health-check.sh):
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#!/bin/bash
PGPASSWORD=$POSTGRES_PASSWORD pg_isready \
-h localhost \
-U $POSTGRES_USER \
-d $POSTGRES_DB \
-p 5432 > /dev/null 2>&1

exit $?

Docker Compose ECE :
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services:
postgres:
build:
context:
dockerfile: Dockerfile.postgres
container_name: postgres-db
environment:
POSTGRES_DB: myappdb
POSTGRES_USER: postgres
POSTGRES_PASSWORD: ${POSTGRES_PASSWORD:?set POSTGRES_PASSWORD in .env}
POSTGRES_INITDB_ARGS: "--encoding=UTF8 --locale=en_US.UTF-8"
volumes:
- postgres_data:/var/lib/postgresql/data
- ./backups:/backups
ports:
# RB|EAFNIEE; EFIFRMERRBHREERO
"127.0.0.1:5432:5432"
networks:
- backend
restart: unless-stopped
logging:
driver: "json-file"
options:
max-size: "10m"
max-file: "3"

# EIPIRS
backup:
image: postgres:16-alpine
depends_on:
- postgres
environment:
PGPASSWORD: ${POSTGRES_PASSWORD:?set POSTGRES_PASSWORD in .env}
volumes:
- ./backups:/backups
command: |
sh -c 'while true; do
pg_dump -h postgres -U postgres -d myappdb > /backups/backup_$$(date +%Y%m%d_%H%M%S) .sql
echo "Backup completed at $$(date)"
sleep 86400
done'
networks:
- backend

volumes:
postgres_data:
driver: local
networks:

backend:
driver: bridge

MEREMIECE |
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services:
postgres:
image: postgres:16-alpine

environment:
POSTGRES_DB: myappdb
command:

"postgres"

n_gn

"max_connections=200"

n_gn

"shared_buffers=256MB"

n_gn
"effective_cache_size=1GB"
n_gn
"maintenance_work_mem=64MB"

"_g"
"checkpoint_completion_target=0.9"
n_g"

"wal_buffers=16MB"

n_g"

"default_statistics_target=100"
"_g"

"random_page_cost=1.1"

"_g"
"effective_io_concurrency=200"
"_g"

"work_mem=1310kB"

n_g"

"min_wal_size=1GB"

n_g"

"max_wal_size=4GB"

n_g"

"max_worker_processes=4"

"_g"

"max_parallel_workers_per_gather=2"

"_g"
"max_parallel_workers=4"
"_g"

"max_parallel_maintenance_workers=2"

volumes:

- postgres_data:/var/1lib/postgresql/data
ports:

volumes:

"5432:5432"

postgres_data:
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MySQL/MariaDB Zf

FROM mariadb:11

# ERIEENEE

=

COPY my.cnf /etc/mysql/conf.d/custom.cnf

# F9aTLRIZ

COPY init.sql /docker-entrypoint-initdb.d/

EXPOSE 3306

HEALTHCHECK --interval=30s --timeout=10s --retries=3 \
CMD mariadb-admin ping -h localhost || exit 1

BHEX my.cnf:

[mysqld]

# 1EREMLIL

max_connections = 20
default_storage_engi
innodb_buffer_pool_s
innodb_log_file_size
query_cache_type = 0
query_cache_size = 0

# BEERE

log_error = /var/log
slow_query_log = 1
slow_query_log_file
long_query_time = 2

# BHIEE
server_id = 1

log_bin = mysql-bin
binlog_format = ROW

Redis E1FZ0E

FROM redis:8-alpine

# E%l Redis ECE

[c]
ne = InnoDB
ize = 1GB

= 256MB

/mysql/error. log

= /var/log/mysql/slow. log

COPY redis.conf /usr/local/etc/redis/redis.conf

# EREEXMHRE

CMD ["redis-server",

EXPOSE 6379

"/usr/local/etc/redis/redis.conf"]

HEALTHCHECK --interval=5s --timeout=3s --retries=5 \
CMD redis-cli ping || exit 1

redis.conf BiiE& :
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# SRTEMIE
bind ©.0.0.0

# im0
port 6379

# ZEIGRIP
requirepass your_secure_password

# REEE
maxmemory 512mb
maxmemory-policy allkeys-1lru

# FAK

save 900 1
save 300 10
save 60 10000

# AOF FAML
appendonly yes
appendfsync everysec

# BE
loglevel notice
logfile ""

# 25 UimdE 4R R

client-output-buffer-1limit normal 0 0 @
client-output-buffer-1limit replica 256mb 64mb 60
client-output-buffer-1imit pubsub 32mb 8mb 60

21.7.4 HARSSZEHIY Docker Compose 4rHE
= BHiRSETRE:
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services:
# HIEARSS
frontend:
build:

context: ./frontend

dockerfile: Dockerfile
container_name: frontend
ports:

"3000:3000"
environment:

REACT_APP_API_URL: http://localhost:8000

NODE_ENV: production
depends_on:

- api
networks:

- frontend-network
restart: unless-stopped
healthcheck:

test: ["CMD", "curl", "-f", "http://localhost:3000"]

interval: 30s

timeout: 10s

retries: 3

# API RS
api:
build:
context: ./api
dockerfile: Dockerfile
container_name: api
ports:
"8000:8000"
environment:
DATABASE_URL: postgresql://appuser:password@postgres:5432/myappdb
REDIS_URL: redis://redis:6379
LOG_LEVEL: info
depends_on:
postgres:
condition: service_healthy
redis:
condition: service_healthy
networks:
- frontend-network
- backend-network
restart: unless-stopped
healthcheck:
test: ["CMD", "curl", "-f", "http://localhost:8000/health"]
interval: 30s
timeout: 10s
retries: 3

deploy:
resources:
limits:
cpus: '1'
memory: 512M
reservations:
cpus: '0.5"'

memory: 256M

# PostgreSQL #iEREE
postgres:
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image: postgres:16-alpine
container_name: postgres
environment:
POSTGRES_DB: myappdb
POSTGRES_USER: appuser
POSTGRES_PASSWORD: password
volumes:
- postgres_data:/var/lib/postgresql/data
- ./db/init.sql:/docker-entrypoint-initdb.d/init.sql
networks:
- backend-network
restart: unless-stopped
healthcheck:
test: ["CMD-SHELL", "pg_isready -U appuser -d myappdb"]
interval: 10s
timeout: 5s
retries: 5

# Redis £&7F
redis:
image: redis:8-alpine
container_name: redis
command: redis-server --appendonly yes --requirepass redispass
volumes:
- redis_data:/data
networks:
- backend-network
restart: unless-stopped
healthcheck:
test: ["CMD", "redis-cli", "--raw", "incr", "ping"]
interval: 10s
timeout: 5s
retries: 5

# Nginx REARE

nginx:
image: nginx:alpine
container_name: nginx

ports:
"80:80"
"443:443"

volumes:

- ./nginx/nginx.conf:/etc/nginx/nginx.conf:ro
- ./nginx/conf.d:/etc/nginx/conf.d:ro
- ./ssl:/etc/nginx/ssl:ro
depends_on:
- frontend
- api
networks:
- frontend-network
restart: unless-stopped
healthcheck:
test: ["CMD", "wget", "--quiet", "--tries=1", "--spider", "http://localhost/health"]
interval: 30s
timeout: 10s
retries: 3

volumes:

postgres_data:
driver: local
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redis_data:
driver: local

networks:

frontend-network:

driver: bridge
backend-network:
driver: bridge

nginx.conf Ei0&:
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upstream frontend {
server frontend:3000;

upstream api {
server api:8000;

}
server {
listen 80;
server_name localhost;
client_max_body_size 106M;
# BEROERR
location /health {
access_log off;
return 200 "OK\n";
add_header Content-Type text/plain;
}
# BN
location / {
proxy_pass http://frontend;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
}
# API 0
location /api/ {
proxy_pass http://api/;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_redirect off;
# WebSocket %
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
}
# BSRRER
location ~* A.+\.(js|css|png|jpg|jpeg|gif|ico|svg|woff|woff2|ttf|eot)$ {
proxy_pass http://frontend;
expires 30d;
add_header Cache-Control "public, immutable";
}
}

21.7.5 {85/ VS Code Dev Containers
Dev Containers Lt BNFRIFER 2R, A FIA—EUE,

.devcontainer/devcontainer.json:
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"name": "Python Dev Environment",
"image": "mcr.microsoft.com/devcontainers/python:3.14",

"features": {
"ghcr.io/devcontainers/features/docker-in-docker:2": {3},
"ghcr.io/devcontainers/features/git:1": {3}

H

"customizations": {
"vscode": {
"extensions": [
"ms-python.python",
"ms-python.vscode-pylance",
"ms-python.pylint",
"charliermarsh.ruff",
"ms-vscode-remote.remote-containers"
]!
"settings": {
"python.linting.enabled": true,
"python.linting.pylintEnabled": true,
"python.formatting.provider": "black",
"[python]": {
"editor.formatOnSave": true,
"editor.defaultFormatter": "ms-python.python"

3
iy

"postCreateCommand": "pip install -r requirements.txt && pip install pytest black pylint",

"forwardPorts": [8000, 5432, 6379],
"portsAttributes": {

"8000": {
"label": "Application",
"onAutoForward": "notify"
+
"5432": {
"label": "PostgresSQL",
"onAutoForward": "ignore"
i
"6379": {
"label": "Redis",
"onAutoForward": "ignore"
}
H
"mounts": [
"source=${localEnv:HOME}/.ssh, target=/home/vscode/.ssh, readonly"
1
"remoteUser": "vscode"

.devcontainer/Dockerfile:
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FROM mcr.microsoft.com/devcontainers/python:3.14

# REGINLA
RUN apt-get update && apt-get install -y \
postgresql-client \
redis-tools \
curl \
git \
&& rm -rf /var/lib/apt/lists/*

# BIEEIITIR
RUN python -m venv /opt/venv
ENV PATH="/opt/venv/bin:$PATH"

WORKDIR /workspace

Docker Compose AF Dev Containers:

# .devcontainer/docker-compose.yml
services:
app:
build:
context:
dockerfile: Dockerfile
environment:
DATABASE_URL: postgresql://dev:dev@postgres:5432/myapp
REDIS_URL: redis://redis:6379
volumes:
- ..:/workspace:cached
ports:
- "8000:8000"
depends_on:
- postgres
- redis

postgres:

image: postgres:16-alpine

environment:
POSTGRES_USER: dev
POSTGRES_PASSWORD: dev
POSTGRES_DB: myapp

volumes:
- postgres_data:/var/lib/postgresql/data

redis:
image: redis:8-alpine

volumes:
postgres_data:
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RENGE

REBEIT— 5T DevOps TIERRG, BEXT MR, Batbllid. TBGEE. FME L
N —EELEKRT,

TESEHEY, BNE SRR

o FRAIEXRMY:. FE—1r4 (K EAREFEFRE, A commit hash FAHARIRMRZA,
o B/IWREEAEE: ClI FENRREWN, SBREEMER Secret EIEHEHRLR,
o MAKZAMAMEEER: NXBRIBREBBTSHm, KHKBETEEREE IHELR,
o FFARFEE—EE: BT Dev Containers / compose FFA RS R/D “TEFER_ERTLL” AYE)@,

T—FARA] LARB R A IR R — R E LR AN

o BTEMA GitHub: fR5%4hE Actions UETE. Hlf. KIRHRER,
o BEMR: £5F.F Registry. Kubernetes 5 GitOps TEZTEIHNESHIT.

7 ROSEIRHEBHEIN? YIRS Issue 5§ PRo
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PR

KHMIRCET Docker BRHERRRA. $HESE. IRE. REKXEK. BidmE EXAFR A
BREFIRLEL, BTREEN.

BHXR

o —: BRESEIERE: CSFSMEER Docker TR E N RIBSHBIRER AR,
o R RIIBEBNEA: NAEREHRGHNAE. BB i5&E8HR,
. =: Docker #i$E]: FZE Docker BEFIHMIRSZIHME RS,

o [f#RPO: Dockerfile RIEFLEE: RERE =M. L2 Dockerfile BIIEFEN,
o [fiRFA: MR Docker: 7748 Docker iR T A,

o [fiR7N: BFWREEE: RMEA . REIHSEAND,

o MfiRt: RBER: Si—2BPEXKE FESHTEE.

o [fR/\: Docker ZEIREESHIIMAR: L4HMERMF I BRFZMEAIRBE,
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R—: BRREASHREE

ELHERAERA N EUEIRGIE,

RS

It BB RIRE SR G ?

% . AJLU#EH docker image prune 3%

IMRAIERRGSIFNFRER?

Z: BILUEA docker run IMAGE env 89<,

ARG SR F TR E?

% 5 Docker tHXBIZASHIZFIRERIATERNIE /var/lib/docker/ BE T, Ll overlay2 XEERG M,
Hrf containers BRERERER, image BREMIRZRIES, overlay2 BR FERAMKNERGE
X1,

¥a%2 Docker R %G ML R T ?
% BERN L, REFFRGIIENBERANNANERE, BEoEE
o REZEUVARFRERNNEMARE S, FISNKEBZIHERTLUERE alpine (5K, XBEFES
JKK/;
o BIEBRIFEMNMY. REBNEFZIGIXH,
o REXNRUIHMEBRIETE ERNMAS, s N RS
o NZ2AEZEE, NABEREFEARANENKE;
o MRRENANERELE—LHHNIFRTE, AXEREFAEFEZERRNEEME,
o {§F Dockerfile BIZEERGBHMZE RN .dockerignore X ERF RN ITIEE R.

FLZHNAIFEE Dockerfile R{ELHE
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REBIRLEIRIEA, Toik pull B, @m<LITIERE http_proxy TX4?

% EXOREEEREH—E. Docker daemon FIEVRIGEY, #EFFTE daemon. json BY proxies
E& 3§ systemd drop-in FEZ & HTTP_PROXY / HTTPS_PROXY / NO_PROXY, SAISE S Docker FRS,
Docker CLI. #EIIEFMRBIANBLIEN 725 ~/.docker/config.json. --build-arg 3%
docker run --envBoE; AEI export http_proxy=... H{E daemon.json IBE No

VTR

ABBRHE, & docker container Is SEEARE, FIEEEKRA?

% RRRHENTAILE (exited) KRE, LLBIAILUEIE docker container 1s -a &FH., HAHEK
B A=EK, EBAILUBE docker start BFLRBEIE. REMRIIFRIER ST 2IEMRFIBEEIRE.

A LEFR B IETEETTHIR 887

Z . BJLAEM docker stop $(docker container ls -q) #8%%

N EFEEZFEIENEE?

% BILUEHA docker container prune B3%,

WATIRENE A 2289 PID (587
%: mILUfEA

docker inspect --format '{{ .State.Pid }}' <CONTAINER ID or NAME>

WMATIRENE A ESHY 1P 3thik?
% BJLUER

docker inspect --format '{{ .NetworkSettings.IPAddress }}' <CONTAINER ID or NAME>

LB IBEE—EE IP ik, MAREREREEE IP tUFHEE?

& EAUTHLRHASRAUERES IPEERE
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$ docker network create -d bridge --subnet 172.25.0.0/16 my-net

$ docker run --network=my-net --ip=172.25.3.3 -itd --name=my-container busybox

SNAIGE R H—MNEAERERARILN, MALLE?
B Hotrlp ctri-go MBI ctri-c FERILBBAMAHRRLL, HMRLILEE,

{5 docker port FFTHUNAIRZNIHON, RSGHRE “Error: No public port
‘80’ published for xxx” ?

K.
= .

o BIEARZ3BTA -p HOST_PORT:CONTAINER_PORT T - -publish BN & #ixE, 40 docker run -

p 8080:80 nginx,

o HEIERRARARY exposE InOFEN A EIEENIRALY, B -P/ --publish-all, Z/f5@d
docker ps BEFXLFRIRE;

e Dockerfile AHY ExPoSE R BIRIGITHUE, F=BHIAHIH.

AUE— I BRFERETS T NAHEA?

E. —MRHAEEFEER—ITBRNETEZ M EHE, NREXEMER, ATLUET LI
EIEVE, tbdl supervisord REIBFMIGITHVIHTE, RILAEZE Docker E 7 1H,

NfAIEHIER 2R G CPU. RESASKHFNGE?

% TEfEM docker create Ap L BIERAZZTER docker run BIEHBohAHENE, BILUER -c|--
cpu-shares[=0] ZERIARAREA CPUBINE; £ -m|--memory[=MEMORY] S# R AE S 25
FERRFEIR.

BREMRX

BE. EMRSE. EMRSIFAXR?
B, CERER—MAXKRGENES, LNE— M ANTERSH5E.

MRS 2R R EFM R RIVREX RIS, EMRSIMATEIFARNKS. XR. BR. TEF
WEE, Eit, FMRSSFFREMRSIKELIINEFEE,
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ECEMEX

Docker WECEXHFBEWE, WA{EHEE?

% {FH systemd RS (30 Ubuntu 22.04+. Debian 12+, Rocky/Alma/CentQOS Stream 9+) AYEL
BXH7E /etc/docker/daemon. jsono

WA 2k Docker BYERIANTEAE(IE?

% . Docker WERIAEFE(IE R /var/lib/docker, WIRAHENR Docker WAM X HEFM@EEIH Mo
X, BILAERA Linux ZEZEN A NIRRT, B IELNECE XH /etc/docker/daemon. json BY data-
root W, BJLAfEFE docker info | grep "Docker Root Dir" BHE HaIfERMEFEMHEME,

a0, STREREGAEMEMIE TS E] /storage/docker,

[root@s26 ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup-lv_root 506G 5.3G 426 12% /

tmpfs 48G 228K  48G 1% /dev/shm
/dev/sdal 485M 40M  420M 9% /boot
/dev/mapper/VolGroup-lv_home 222G 188M 210G 1% /home
/dev/sdb2 2.7T 323G 2.3T 13% /storage

[root@s26 ~]# service docker stop

[root@s26 ~]# cd /var/lib/

[root@s26 1lib]# mv docker /storage/

[root@s26 lib]# 1ln -s /storage/docker/ docker

[root@s26 lib]# 1ls -la docker

lrwxrwxrwx. 1 root root 15 11H 17 13:43 docker -> /storage/docker
[root@s26 lib]# service docker start

ERATEM swap FREISRIBBIHEIRABAFES?

% . WISRIBE) WARNING: Your kernel does not support cgroup swap limit HFZE, XZERERANFR
FRINEEHBXAEM swap FRNAITINEE, SINZMESTREEN TR EFBZINEE,
B] BURENI T ig1E:

o YFiE /etc/default/grub X (Ubuntu %K RH), BLE

GRUB_CMDLINE_LINUX="cgroup_enable=memory swapaccount=1"
e i grub: $ sudo update-grub

o EFAS, BIFE,
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Docker S5E#\L

Docker 5 LXC EfAIFRE?

oy

: LXC #IA Linux LRI ARSI T BEs. Docker MIFEENTRAY LN A EHIT T B0H

o BiEM: BIHMRBFIE, FSRUULAMN—NFEaBEISZ—1FE;

o HERY: BT OverlayFS BURERGN B RN DL HRTRSER, EREFEIRERER
FEEME—, RIASURNEHE;

o MRAEIE: XMTF Git IRAERIER, AP AIUELENEE. EEREXNE;
o BERL. BERAFRAKRERT HREHNDAMEERENNZ;

e FiATH: EMIMEIA (BBEEIE. =F8) X Docker B9£#F, LUMET Docker B9 PaaS.
CIE&%:, it Docker IR FHEM A EFM Z 11K

Docker 5 Vagrant HIR[E?
% mMENEAMSTT2RE,

e Vagrant (il Boot2Docker (—Fiz1T Docker IER/\N1%), B—EREIMNERFE,
Vagrant B] LATE Z MRS R EBIMAERGFIETT, BILATE Windows, Mac ZF3E Linux & LA
Docker {2t #F, BEAEBRITIEEMMBZEM,

o [E4HY Docker BB HREEIEITE Linux & L, EBEhFEITHMEEELLEIMNER, FEE
B REA A FEEN BT R.

BEW: Vagrant @S AREIEEMM, M Docker &5 FAREENAIFR,

F&IF15 Docker 1 Vagrant iZi0{a%&#E?

% Docker REEMN, MEHERE, WTEENERERL, BREFFE Linux FIELH,
Vagrant @M LBV, EBIMAS = EFRERR.

WNRAMERD Linux 718, EFERER Docker,

NRAMMERIIE macOS & Windows I8, BRRIHREAEMNL, B—FAIFIET Vagrant Eig
B ZINEF A THEE Vagrant EEEEA Docker #TIFEIRE,
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HE
Docker 8E7E3E Linux & Ei51747? Lkl Windows 5% macOS
% Zerlbl, TEFKEEELRE Docker — 1

AR —EEEENR Docker FIRIB R ZHb—EBEEN?

& {Z1k Docker fR55. FFE Docker FEX MR ERIZIFZIN—aBEEN, ARAESIN-ETE
FENBVECERNTI,

SIA# N Docker BERIIMLE Ay ZiE]?

& Docker Z8IE2B G, MEETHEEEMNL /var/run/netns BRPHEXHIM K6 B TEX
fro AL, ABEEEN LRI ZBRIHIHRE LA =B,

RPRILUEI I T AERFHMETE,
B, EATENGLSEERRHIZESR, HIIXER 1234,

$ docker inspect --format='{{ .State.Pid }}' $container_id
1234

TR, 1 /proc BET, BWNIINLZirRA T8 EFEEE] /var/run/netns BFo
$ sudo 1n -s /proc/1234/ns/net /var/run/netns/

AlE, EEEENLMAIUEIAENINEnRTEEE. Fla

$ sudo ip netns show
1234

RS, ARRAILUBEEENARS S KEEHIRIERFMIMBRZTE T, HIINERERRT IP UER

J9172.17.0.100/16,

$ sudo ip netns exec 1234 ifconfig eth0® 172.17.0.100/16

SR EN A 2R SBRE B A th AR veth #2002

% Docker Zg8EnIfa, =@ veth EHOMNERETAMMG, veth ZEOBRRBIBMBIZELXK
Z, TOMLIREIMNNKR.
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RESEN—MAABEIEEFRONRS|S, ERFFHITip a®<, ERIFMEOSAIENNE
AZ5|S, 4205, RKULEMLE 1, Bl 206, ARESMENRITip am<, EHIEORSIS N 206

BUEO, REBNNERE veth EOX,
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eI E
HIERRER

HIRER /AR

Cannot connect to the
Docker daemon at
unix:///var/run/docker.soc
k. Is the docker daemon

running?

permission denied while
trying to connect to the

Docker daemon socket

manifest for ... not

found: manifest unknown

connection refused (pull

image)

Bind for 0.0.0.0:8080
failed: port is already

allocated

exec user process caused

"exec format error"

standard_init_1linux.go:211

. eXecC user process caused

AJRERE

Docker fRZ KRB TH

LRIEA P A8 Docker
socket

R tag TFE

BB RERTT AV

i 14 5 AR

ZRMAILES (407E x86 L

ARM £18)

HAR B R R ER TR R

Built with mdPress

BRI

Linux: sudo systemctl start

docker
Mac/Win: B35 Docker
Desktop

I&BY{ER sudo docker ...,
HIAXBL ST sudo
usermod -aG docker $USER FF
EER; docker AP EZEE
BT root FAXR, LZLERK
=HF R THE Rootless

mode

7 Docker Hub %8 %25

FEk tag, AHEEEEMH

WEML, RERGINEE

*ﬁﬁﬁﬁﬁﬁﬁuﬁuﬂgﬁﬁ(lsof -
i:s080) FHRIE, IR iKO
BRET (-p 8081:80)

{3 docker buildx faiE%ZR
MEESG, HEYNIRERE
&

Ko7 ENTRYPOINT/CMD RIZRFF 3k

#9 shebang (#!/bin/sh vs
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BIRER /AR

"no such file or

directory"

iptables: No
chain/target/match by that

name

BERATEIRISMNA

AJRERE

B KRR FR R B 5

DNS BeE ¥ & 0]

Built with mdPress

RRFR
#1/bin/bash), SFHIAZH]

X RERFERK (Alpine &
ER/L glibe)

&5 Docker RBEE
iptables $%: sudo systemctl

restart docker

1%
/etc/docker/daemon. json =8

HJ DNS Ec&

73
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YR AR ENE

FMRNEBREARENARE. BEFARZE5ERATR, BTFIREE.

e Ubuntu: Ubuntu EABGIMERSZ.

e CentOS: CentOS $RESERLITARAVIA,
e Nginx: Nginx EAREHERAZ.

e PHP: PHP BEARGMNERS 4.

ode.js: Node.js BEARGHNERS .
ySQL: MySQL EAHRGERIERS %,

e WordPress: WordPress B/ 5 GHNERA .

°
=

°
<

e MongoDB: MongoDB BAHE&GNERT .
e Redis: Redis EARENERG %o
e MinlO: MinlO EAREGMIERG %o
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Ubuntu

BEFER
Ubuntu 4T8Y Linux R1THR, HEHRERAEERT—L,

ZEELTF Docker Hub #Y Ubuntu EF R T, BRI ARRZSEL Docker Hub EAY tags 53R A
hi:

e %
BUAR EEI— MR/ VLE) Ubuntu Fi.

$ docker run --name some-ubuntu -it ubuntu:24.04
root@523c70904d54: /#

Dockerfile
52 Ubuntu EFEGNEBEREE.
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CentOS

BEEER

CentOS @MATHY Linux &£1T7hR, EHHFEAZIR RedHat RFIRIF—H,

) EERR: CentOS8 BF 2021 & 12 A 31 HiZ L4 (EOL), CentOS 7 tHHETF 2024 & 6
B 30 B E24R %, Docker Hub £HY CentOS EF K BELEHR BEHEREBENT LR
THo
2026 7, MFEAEFHINE, MINBN FRUTEFRBERAER:

e Rocky Linux: CentOS [REIia A&FCRIFXIKEHIE , BEiER/ Rocky Linux 9,
e Almalinux: H CloudLinux £ R &1THR, IREKEAZH.

e CentOS Stream: RHEL WY ERHAH LRSS, BREETHEE Quay.io [EEHLMIK, FEINA
FEFIFE),

ZEEALTF Docker Hub B9 CentOS EAEEDTT, EMT CentOS M 5~ 8 B MRAEBIHREG ((NEH
AR, FBEEH).

ERAE
{8 Rocky Linux 9 &4t (%)

$ docker run --name rocky -it rockylinux:9 bash

fEFIBAR CentOS 7 ((NAFLEIFIRIE, FHEE):

$ docker run --name centos -it centos:7 bash

Dockerfile

153 CentOS EASEXEER BE,
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Nginx

BEER
Nginx RFFFAIRME Web FRS5E85HL, S2# HTTP. HTTPS. SMTP. POP3. IMAP Zhil,

ZBENMT Docker Hub #9 Nginx B/ #8& M. E{ARBhRZ<LL Docker Hub EBY tags 7R A

e %
TENSSEEN— M S RERS 8 E

$ docker run --name some-nginx -v /some/content:/usr/share/nginx/html:ro -d nginx

AP AT R ERHIRG 53, BRI Dockerfile RESHBERANSHRIIBER, WER

FROM nginx
COPY static-html-directory /usr/share/nginx/html

ZIRERFESR, HFEH—TAS.

$ docker build -t some-content-nginx .
$ docker run --name some-nginx -d some-content-nginx

FrimO, FARETE|Zs#tAY sose im,

$ docker run --name some-nginx -d -p 8080:80 some-content-nginx

Nginx BIFIABCE X ERIE N /etc/nginx/nginx.conf, B LUEIT BREY & R ER AV EC E X4, I
4N

$ docker run -d \
--name some-nginx \
-p 8080:80 \
-v /path/nginx.conf:/etc/nginx/nginx.conf:ro \
nginx

Dockerfile

AE Nginx ERREXEHER E5,
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PHP

BEER

PHP (Hypertext Preprocessor X AT ESRNFBRES) 2 — M 2N AN ARERIZHZ A
BHAES, SA@RAZ HTMLG, £HIES web F X4,

ZEEEAITF Docker Hub By PHP EA R, BRI ARRZA<EL Docker Hub ERY tags 5K,

e &
TENS BT BB PHP BIZ,

$ docker run -it --rm -v "$PWD":/app -w /app php:alpine php your-script.php

Dockerfile

5% PHP EA BB YA R &E,
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Node.js

BEEER

Node.js BEF JavaScript BIEIH BIRS HAWBIREF LT &

ZEEEALTF https://hub.docker.com/_/node/o BIRBIAIRZSLA Docker Hub /Y tags FIR 9,

ERAE
FIEHeIE— Dockerfile,

FROM node:22
## replace this with your application's default port

EXPOSE 8888

RiEtIB5G, HEthAER.

$ docker build -t my-nodejs-app
$ docker run -it --rm --name my-running-app my-nodejs-app

WAL EEIE T E 2R

$ docker run -it --rm \
--name my-running-script \
# -v "$ ":/usr/src/myapp \

--mount type=bind,src="$(pwd)", target=/usr/src/myapp \
-w /usr/src/myapp \

node:22-alpine \

node your-daemon-or-script.js

Dockerfile

53 Node EFEE LER BE,
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MySQL

EFER
MySQL RFFIREI% REIERESR I,

ZEEALTF Docker Hub B9 MySQL B/ 5% 0. EARTAAALL Docker Hub £ tags 559,

ERFAE
BIARTE 3306 IR BEhEIERE.
$ docker run --name some-mysql -e MYSQL_ROOT_PASSWORD=mysecretpassword -d mysql
ZEMA U EREEN AREZEIZASE.
BRI ML
$ docker network create my-mysql-net

SAIEIB5h MySQL &B28

$ docker run --name some-mysql -d --network my-mysgl-net -e MYSQL_ROOT_PASSWORD=mysecretpassword mys
ql

REBINARE
$ docker run --name some-app -d --network my-mysql-net application-that-uses-mysql
BB mysql SR I TIEE,

$ docker run -it --rm \
--network my-mysql-net \
mysql \
sh -c 'exec mysql -hsome-mysql -P3306 -uroot -pmysecretpassword’

Dockerfile

BEI MySQL ELHEXIEHER .
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WordPress

EAXER

WordPress @FF /R Blog INAEBARSHELE, ©ETF PHP # MySQL,

ZEEALT https://hub.docker.com/_/wordpress/, E{ARIAARZALL Docker Hub EAY tags 5%
o)

EREE

B A RHEE MySQL M3z, FRINEOA 8o,

[EpgmelfeTiE

$ docker network create my-wordpress-net

B5h MySQL &28

$ docker run --name some-mysql -d --network my-wordpress-net -e MYSQL_ROOT_PASSWORD=mysecretpassword
mysql

BT WordPress & 28

$ docker run --name some-wordpress -d --network my-wordpress-net -e WORDPRESS_DB_HOST=some-mysql -e
WORDPRESS_DB_PASSWORD=mysecretpassword wordpress

[B5h WordPress 2881l LUEEN—LIME T S 0IE:
e WORDPRESS_DB_HOST: MySQL ARSZHIENZ
e WORDPRESS_DB_USER: MySQL #EEMEF &
® WORDPRESS_DB_PASSWORD: MySQL #{iBEZERZS

e WORDPRESS_DB_NAME: WordPress B{EBHIAIEER

Dockerfile

153 WordPress EABGXIBR BE,
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MongoDB

BERER
MongoDB £FFEHI NoSQL SUBEESHL,

ZEE{LTF https://hub.docker.com/_/mongo/. E{KT]FARZLL Docker Hub EHY tags 5%~
o

ERRAZE
FRIARTE 27017 bR O B AR
$ docker run --name mongo -d mongo

EREMNAEETAE, BTCIZMS

$ docker network create my-mongo-net
SAIEB5h MongoDB =23
$ docker run --name some-mongo -d --network my-mongo-net mongo
== =P VAR
$ docker run --name some-app -d --network my-mongo-net application-that-uses-mongo

3 & @313 mongosh (MongoDB 6.0+ E#FRIBAR mongo ap 1T LH)

$ docker run -it --rm \
--network my-mongo-net \
mongo \
mongosh "some-mongo:27017/test"

Dockerfile

5% Mongo EA 1HR EE.
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Redis

EXER
Redis @ FFRIIATE Key-Value £iBEZESSI,

ZEBPFEALTF Docker Hub £ Redis EZZ &1, BI&RI ARk Docker Hub EHY tags Fll&R ik,

e %
BUARTE 6370 I OUEEIEUREE

$ docker run --name some-redis -d -p 6379:6379 redis

SINER] LB REALR (.

$ docker run --name some-redis -d -p 6379:6379 redis redis-server --appendonly yes

RINIEFZ AL &B £ VOLUME/datao. B] LLfEF --volumes-from some-volume-container Y -v
/docker/host/dir: /data S EIBRTEEI A,

EREMNAEETAE, BLCIZMS
$ docker network create my-redis-net
AEB5h redis B2s
$ docker run --name some-redis -d --network my-redis-net redis
SIS =P VAR
$ docker run --name some-app -d --network my-redis-net application-that-uses-redis
HE @ redis-cli

$ docker run -it --rm \
--network my-redis-net \
redis \
sh -c 'exec redis-cli -h some-redis'
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Dockerfile

5% Redis EA 5 LBERBE,
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Minio

MinlO 2—1E&TF Apache License v2.0 FHEMXHIM REFERS . ERAL S S3 =FERSE
O, FEEETERABTEIREMHNEIRE, FIMNER. M. BEXMHS. SOBIBMES/EIWL
HEE, M—MERXHAUZREREKRD, MJL kb EIFRK 5T 7%,

MinlO E— 1M FERENRS, TUREENMEMNANSGS, £ NodelS, Redis HH
MySQL.

B
eI SR fEF
ik, FFRIFE A% BAIBE MRS R T ol LR TEMNS S REF BRS.

$ docker run -d -p 9000:9000 -p 9090:9090 minio/minio server /data --console-address ':9090'

BEahE

WEEFHRR—MRERXELANAR, XMFBEMNELNERIVIRS S LBRESH, ARSA
HFBETHRENAMARS 2.

40
EE
S

B

EBEAMKREIIRS 28 £ TEHIF minio/minio B4

$ docker save -0 minio.tar minio/minio:latest

58 docker save BIBSE, tHATLIER image id REH, EEIESH R, MEEKRERFRH
WRIRER, #E, TEFREREFHag KRRHER

SUN:
BEEXHEHEIAMRSE L, EATENGLSISARS

$ docker load -i minio.tar
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iZ4T minio

o i /mnt/data AN EBMMEIEE R

o {2 MINTO_ROOT USER BY{E

o i MINIO_ROOT_PASSWORD BI{E

o &t name,miniol (AI3%E)

e Y05 9000. 9090 iwH3e, E#ilmFIERIYI 9009: 9000

$ sudo docker run -d -p 9000:9000 -p 9090:9090 --name miniol \
-e "MINIO_ROOT_USER=HEZEER" \
-e "MINIO_ROOT_PASSWORD=E{MEBEDFEEZR" \
-v /mnt/data:/data \
--restart=always \
minio/minio server /data --console-address ':9090'

1518 web EIETIE

FTFF http://<server-ip>:9090 i8] Web &I &,
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iR =: Docker Fi$Eif
BEXEE

Docker S5 L BMAE, FF RIS TS, AIESETEIRFEND, FEAXRBR Docker

Daemon.

h=}
a

o EPFIHmS: BAMSMILA docker [OPTIONS] COMMAND [arg...];
% BARGSHEIN dockerd [OPTIONS]o
AT LUEIE man docker Y docker help KREEXLMH S,

B IRI/NTRXFW D anLHITNAR,
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EPFimis< - docker

B P imen <

o _._config="": IEERFPIKECEXH, BIAN ~/.docker;
o -D=true|false: REEM debug e BIAFIFR;

e _H, --host=[]: FEEB LI Docker SFFHIZRIAIFIED, BILUA unix EEF
unix:///path/to/socket, MX{FEINE fd://socketfd T tcp EIEZF tep://[host[:port]], 2R

INA unix:///var/run/docker.sock;
® -1, --log-level="debug|info|warn|error|fatal": ¥S7E€ HEmHEKR;
o __tls=true|false: =&X Docker SFIFH#HER A TLS Z2WEl, BRIAAE;
e __tlscacert=/.docker/ca.pem.: TLS CA &ERZBIBISIEPXHEEI;
e __tlscert=/.docker/cert.pem: TLS BI{SIiEPXHEIF;
e __tlskey=/.docker/key.pem: TLS ZEXHEEI;

e __tlsverify=true|false: BFE TLS KL, BIANT.

EFiRdn

BAILUEIT docker COMMAND --help REEXLGSHEEAZE,
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attach: KHIE—PMEFEITHERF;

build: M— Dockerfile BIE— MBI,

commit: M—ELEMERPRIR—IIIERE;

cp: ERBIAMBEERAZEEFIXMGT,;

create. BIE—MHAE, BHFIETE;

diff: WE—PBRBAXERFKNEN, SIEERAILEM;

events: MARSSIRIRENLBIHIEM;

exec. TEIBITHBBANITHS;

export: SHABABTHN— tar &,

history: BR—MREMALESR;

images: FIHTFIERRSL;

import: SA—NXH (B tar B) BIFSERFKEE—DEHIFE;
info: ER—EHEXNRGER;

inspect: BTR—1ABRNEREEESE;

kill: XKF—MBEITHNE R (EEHENREEXER);

load: M— tar BHIIE—1MER;

login: EMELEFREI— Docker WEEIRSESS;

logout: M Docker W EERS2RE L ;

logs: FREXNE M log ER;

network: BHIE Docker IWLE, BIEEEF. Q. MibR. E&H. MHF,;
node: BIE swarm £EHPNT SR, GFEE. B, Wik BA/BUHEED RS,
pause: EE—BBPHIPTEHIZ;

port: &BH— nat Fl— M FABERMONAHO,

ps: FIHEN LR,

pull: M— Docker W ERRS 288 THI—MEGRHCE,;

push: R—NREHE CEHIEEI—1 Docker B EMARSS 28 ;

rename. BB — 1 B2s;
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e restart: BR—METHNEE;

o rm: MFRAENEFTIEEE,;

o rmi: MIBRAENETNESR;

o run: BIE—MHALE, HEHPETAEDS;

* save: RTF— RGN tar B

e search: TE Docker index RIEE—1EE;

e service: BIE Docker FIBEIMIRZ MRS, EIECIE. B, MRS,
e start: Bil—1&2%;

e stats: it (—EZ) BENRFEERRIHER;

® stop: ZIE—NEITHHEEE;

e swarm: BIE Docker swarm &8, ®ECIRE. MA. BH. EFHF;
e tag: N—NEEGITIRE,

o top: BEE—NMBRPMEESITHHIZESR;

e unpause: F—PABAMENHEBRMNEERESHNE;

* update: BIIEENETARNEERES;

o version: Hith Docker BARAE S ;

e volume: EIE Dockervolume, BIFEE. SIE. HIPRE,;

e vait: [HEEI—IEFHRLXIL, ARMHERRE.

—KE B4 Docker &S

YNE 16-1 Ffin, Docker HAR P inan < AIIZINAED HIEME,

l*2Docker RS sed
A-1: Docker EFIHfp S HRTREE
&%

° l—"lE Ezi\p
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PRS3 iR < - dockerd

fERHA

dockerd S RFERAEZ W, BB THEE LHIT dockerd --help, FLA daemon.json E
HITHRHANERE.

A% : Docker Engine 29.x

® __config-file="/etc/docker/daemon.json": ¥S%E daemon E0E& XHFEKR;
e _.data-root="": Docker #iEE R (BRIA /var/1ib/docker);

e -H, --host=[]: ¥ daemon MMt (Unix socket / TCP);

e D, --debug: ABRIAKXBE;

® -1, --log-level="debug|info|warn|error|fatal": HEL;

e - _group="": Unixsocket FTi@ P4 (FXIA docker);

e --containerd="": $§7 containerd socket;

e -_exec-opt=[]: BITEHAITIEIN (0 cgroup JXzh);

--default-ulimit=[]: IREAREAIA ulimit;

--dns=[]/ --dns-search=[]/ --dns-opt=[]: DNS E2&;
e __registry-mirror=[]: BE&NNERMLL;

e __insecure-registry=[]: AFIFRFRLZLEE;

® . .iptables=true|false/--ip-forward=true|false/--ip-masq=true|false: MLKIELS
NAT =

e __ipvé=true|false. ZH IPv6;

® __storage-driver=""/ --storage-opt=[]:. TFEREINREE;

e __log-driver=""/--log-opt=[]: BesHERNS5E%;

e __authorization-plugin=[]: =8 GEH;

® __selinux-enabled=true|false: JEM SELinux SR (fk#i & IThRERRE) ;
e __userns-remap=.... FAP AR S 8)MET;

® __tls/--tlscacert/--tlscert/--tlskey/--tlsverify.: TLS ZLHBE,
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SESHERT
U FSHEBRATRINASER:

® --graph: THEXA --data-root;
® __cluster-store/--cluster-advertise/ --cluster-store-opt: E'ﬁgﬁ%;

e __disable-legacy-registry:. B#%F.

2%

[—] o 14
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Mi520: Dockerfile BR{ESLEE

IR BEE N Docker B X4 Best practices for writing Dockerfiles FIIRAR S &R,

—RRMERVIE RN
ARMNZZEEN

#83Z pockerfile IEMRIRFIBEIN A BN Z/R A REFTE (£aARAE). “EE” BEHREIMUEFELE
MEHEE, HEE—HERBHIBBIFIRINKENEE TFENIZ2 R,

{5 .dockerignore XfF

58 Dockerfile HZIRERITRIF R Dockerfile RBEE—MHEMNTER T, AEHWERERHR
FENXHERNEIZERR. NTRSWERGINE, (RAUEBRTHE—T .dockerignore
X4 FRIEE BB HNB R, . dockerignore XHBIHEBRE VA Git BY . gitignore X141H
iAo

ERZHEME

TEIAL Docker higdsm, RETLAfE R Z B ER A3 SOpl /D FR B SRR BY K /)N 1ZBETT R F7E Docker
17.05 5N, S ERREETRBEHMINKLEZ —; HTBEENLES BuildKit £FEH. secret
EHMZ T a1 —eitd.

BREZEFVENE

ATRREERM. BMKH. B/NXGRN THEENE, RN ZEEREEARSENE, F
o, FEEREFEREPES XA RER,

— PN RRABIT—HE

NZRIEE—TNBRHRPFRBT MR BSTNAERBIFRERF, RIETASEEY RN
SR, il web NANZBE=158:. web A, #EEF. &5

NRABEARKH, RATLAER Docker BFE X MEERITX LR 2IEIZFTR,
REEHRAT6ED

fRFEETE Dockerfile AIIRNE (L BB RKERRY AT P IE) AR B ERZ IBH— 1 1o

Built with mdPress


https://docs.docker.com/develop/develop-images/dockerfile_best-practices/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

RBE1T88HF

RBZT28RFEINFHEF (HNERES N EH), XAUEMTEEEERER—1E, Bt
FIRBERZ, BET Prs FIRMNEE, BIWERFMILETS \ ZBAM—N=M, MUIEMAT 3
1o

THEEXH buildpack-deps FRIGIFIF:

RUN apt-get update && apt-get install -y \
bzr \
cvs \
git \
mercurial \
subversion

HEET

EREETIZF, Docker R pockerfile XIFRBIES, ARKINFHIT. THITERIE
L ZH0, Docker IREEEFFTENRESELBFEAEANGESL, NREMERNEFNRG, FBE
S8, MR AEEWEIEFERER, RALE docker build SBLHER - -no-cache=true
T,

B, MRMEEMENIRERERET, MEHAMARERS, FARERFZILEITLENERR,
EREARNLT:

o M—1EBIRETIA (FRoMFIELIETE), T—FIETHMZEMRERIPTE FREHTRE, &
EXETFREHEMERIIESERENRIOENESTE . IRTE, WEERY.

o HERZHERT, RFEEEMITLL Dockerfile FHVIESHFER. AT, BLIESTEEES
BN,

o 4T App #l copy 5L, MEFMNUXAHNATEIHNE, SIXHHIHTEL— MM,
XHHREERFEMREHRNERAZANRT, FEFNERIRET, S/FXERLNS
EFEREPIXXAREMEITH L, MRXAEERNRZ, LLNABHTHE, NWEFR
Mo

e [T app M copy 5%, RELEIEFAZER RN BR[IFNXHRREEFEELE, FI0,
HHITSTRUN apt-get -y update I§R/G, BasH—EXMHRER, B Docker fauEXLE
X, ZMERT, RBESFHREIWARLRET.

—BRERI, FAIBREEM pockerfile I5 LB EMAVIRE, EFEAIWER.

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Dockerfile $§<
TEER Dockerfile PFEMIELHRIERTS /5 A HEIN
FROM

RAJeeE A ERIE 5 CEFAMMWEREGNEM, #EFMER Alpine 1%, ENCHK™RIZHFHRST
&/\Rf (BRIVF 5 MB), BEMAR—INTEBIRITR.

LABEL

A NARGRIMTERBHARHE. BRETES. BYEDUNRE, SMFE—1T, B
LaseL FSAI E— S MTER . TENRIRTT SHFENTEGER, « FROTRIER
=,

AR IRFNFHHEFEETN, DIFEFHTEBRNG SHRENTRERE X NRFAH
REESMESSS, HMN5ISERREN.

## Set one or more individual labels

LABEL com.example.version="0.0.1-beta"
LABEL vendor="ACME Incorporated"

LABEL com.example.release-date="2015-02-12"

LABEL com.example.version.is-production=""

—PMREFUEEZS MR, ERMEZS MMREBMNE— LABEL 5L H,

## Set multiple labels at once, using line-continuation characters to break long lines

LABEL vendor=ACME\ Incorporated \
com.example.is-beta= \
com.example.is-production="" \
com.example.version="0.0.1-beta" \
com.example.release-date="2015-02-12"

XFIFREAUIESHNEEX, 8% Understanding object labels, X F&EHITEREE, 8%
Managing labels on objects.
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RUN

AT REF Dockerfile XEFRYRINNE, PIIRARME, DINAI4EPE, BIGERKEIRER RNESAR
FHI\ D EIRZ1To

apt-get

RUN IS RENNAZEZETECHMN apt-geto FE/IRUN apt-get IELRTER, FRUB/LNAIESE
EIE,
AE(FFH RUN apt-get upgrade 3 dist-upgrade, EAFZEMIRGFHN “U” SFA=7F—1T

EFNB P AR, NREMBEGEIHNENEINT, RN ZBEATHNAEIRFE, NRFBEE NS
EHIE, tbUl foo, BEFLK, (M apt-get install -y foo FiiT, ZIESEEHINFL foo o

KT RUN apt-get update 0 apt-get install (HAER—%% RUN Eﬁﬁa a0

RUN apt-get update && apt-get install -y \
package-bar \
package-baz \
package-foo

¥ apt-get update ME—FKBMH ruUN EIAP R SREFRLUINEE apt -get install KK,
tban, Ri&FRE— pockerfile {4 :

FROM ubuntu:24.04
RUN apt-get update

RUN apt-get install -y curl

MEE&E, FIEREERTE Docker WEEFH, BRIZMRERIENR T HPR apt-get install HIT
— e

FROM ubuntu:24.04
RUN apt-get update

RUN apt-get install -y curl nginx

Docker ZIMELA/SHY RUN apt-get update I8 ZREIMNTEE—1¥, PRLL, apt-get update A=
17, MeFERAZENEFR&. BN apt-get update ZHIEIT, /GEHAY apt-get install RIEERZE
YL BTEY cur L 1 nginx hRASo
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fEF RUN apt-get update && apt-get install -y RJLAATRIRAY Dockerfiles @R LEMEE ELRY
BMIhRZS, MEXNMEBAFEEF—THRBHENIMN . XIIZARIUE cache busting, FRHIA]
B TIEE—MNERARAS HEXE cache-busting, Xk EFTiBMEERZA, FIa0:

RUN apt-get update && apt-get install -y \
package-bar \
package-baz \
package-foo=1.3.*

EERASZEEMEIRZOREENRE, MAEEFFEFL. XTERABALURDEPAIFEEH
R RI B M SEBIK K.

TEE— RN EBELBRIRAIER, BT TFIBEXT apt-get BIREW

RUN apt-get update && apt-get install -y \
aufs-tools \
automake \
build-essential \
curl \
dpkg-sig \
libcap-dev \
libsqlite3-dev \
git \
redis-server \
&& rm -rf /var/lib/apt/lists/*

Hr redis-server @8, MAERZENERETRES,

B, BB apt &7F var/lib/apt/lists A LUR/NRIG KN E9 RUN FELBIFF LT apt-get
update, BIEFZESTE apt-get install ZBiRIFET.

AR BRI Debian #1 Ubuntu $R& = BoNiE1T apt-get clean, FRIUFREEEAITEA apt-get
clean.

CMD

cp ERATHRITERBEEGTEENNRYG, IUEESH. oo KZHIBR TERZ U cvp
['executable', 'parami', 'param2'...]MEREH. AL, NERCEBHFEGEHNENEN T HER
MRS (Eb80 Apache), {RETRESHITZEINT cMD ['apache2', '-DFOREGROUND'] FERMIEE <, Ffi]
B FIRS SR EEER XM GH T

ZHIBERT, cvo BBEE—PNRXBEH shell (bash, Python, perl &), ffla0 cMp ['perl', '-
de0'], TE CMD ['PHP', '-a'l. FAXMEAENKRSE, HIRMITIEM docker run -it python
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B, REHN—MESFH shell o oMb RZFER/DAYIE R FABELL cMD ['param’, 'param'] BY

205 ENTRYPOINT WHEREAR, BRIFRFI(REVERGERBEEXS ENTRYPOINT B TIEA X+ %,
EXPOSE

EXPOSE 15X B FiEE R ERITNIm L. Ak, RN ZAMRHNNBERERENmO. 40,
IR Apache web BRSEBBISE BN 1% £ B EXPOSE 80, MR MongopB AR ZBYEE & {F B EXPOSE

270170

X FHMERIAIR), AP B LATERAT docker run B3R — MRERIE ARG HE E Y s [ BRAY B Rk
89w o

ENV

AT HEMERIETT, REILUER e RABBPLENEZEFEHH PATHIMREE, FINFEA env
PATH /usr/local/nginx/bin:$PATH EHA{R cMD ["nginx"] BEIEFRIETT.

ENV IE A BT HIREER R UHIRS RISV ERIFZTE, bl Postgres FERY PGDATA,

&ja, ENV EEATIRERENANRAS, L TFERAE):

ENV PG_MAJOR 9.3
ENV PG_VERSION 9.3.4
RUN curl -SL http://example.com/postgres-$PG_VERSION.tar.xz | tar -xJC /usr/src/postgres && ..

ENV PATH /usr/local/postgres-$PG_MAJOR/bin:$PATH

KXUTREFPNEE, XMHFERTLOLRRAFBRE env 5L KRB SIRIRE R SR P BIRFIRES
ADD #1 COPY

25X ApD #1 copy THREZEIM, 1B—RRMLSMERA copyo EAELL AbD BiERR, copy B H5fE B
XHENEIRZEF, M AD B—EHABHENINEE (Ebanash tar IREXAIZFZ URL 325F), Ftk, App
N ERFIER 4 tar Yﬁ: Bt EXEIFRE&G A+ ) 5490 ADD rootfs.tar.xzo

YNRIRBY Dockerfile BZ N T BRBEMEA L TXRAREHIXH. 21 cory XM, MAR—R
P89 cory FREX M, XFRIEBTTEIMEEZTFRERENXHRUI R, F40:
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COPY requirements.txt /tmp/
RUN pip install --requirement /tmp/requirements.txt

COPY . /tmp/

GNRAE copy . /tmp/ TRETE RN FEL ZAT, RE . BRPEFM—IXETL, HESBEEESH
CREL S

RTUHBRGRE/]), RFAEFH Aop 15 M2 URL FKEXNE, MEA curl # wgeto XHE{RA]
UEX BRI ZER e FBEEN G REREREPIINAIN—F, LNRERETENA
&

ADD http://example.com/big.tar.xz /usr/src/things/
RUN tar -xJf /usr/src/things/big.tar.xz -C /usr/src/things

RUN make -C /usr/src/things all

TN IZER FEXMITA:

RUN mkdir -p /usr/src/things \
&& curl -SL http://example.com/big.tar.xz \
| tar -xJC /usr/src/things \
&& make -C /usr/src/things all

FEERNEERRE, FRLUSE RIEXHFEEM R,
X FHEHMAEE aoo BB RRENEERXHEE R, REIZEER copY.
ENTRYPOINT

ENTRYPOINT UREALARIREFRENES L, RIPHREIMS RS HKIZIT (A cvo IRHEIRINE
7)o

g0, TERRARERMA T H<LITIA s3cnd:

ENTRYPOINT ["s3cmd"]

cMD ["--help"]

NEEEETIZREGIEN BRI B R <.

$ docker run s3cmd
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HERMBERBINSERAIITE DL

$ docker run s3cmd ls s3://mybucket

XIFRGER ALY M LTSS,

ENTRYPOINT 35

T,

SHWAINEE—NEMAERE, NNESS

90, Postgres B IR ER THEBIMIZAIES ENTRYPOINT:

#!/bin/bash
set -e

if [ "$1" = 'postgres' ]; then

chown -R postgres "$PGDATA"

if [ -z "$(ls -A "$PGDATA")"

gosu postgres initdb

1; then

fi

exec gosu postgres "$@"

fi

exec "$@"

AR ZBIAEERT Bash WRERS exec, FIUAREIE
XiE, HE A LUZRWEME IR XL B 20 Unix 55 7.

TR, BMfEREI TRAFERNLE—

TRVHIZRLZ

ZHHB AL 2R 2R, HERSRERNEET ENTRYPOINT 17!

COPY ./docker-entrypoint.sh /

ENTRYPOINT ["/docker-entrypoint.sh"]

ZRA T L P R ARER S F Postgres X H,
{RE] AR (S BB 5 Postgres:

$ docker run postgres
WA LIHIT Postgres FEIES I

$ docker run postgres postgres --help
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&fa, MERUBHSBIHI—1TTEeFRIE, thileash:

$ docker run --rm -it postgres bash

VOLUME

VOLUME IES AT RETMRIBEEME XY, RBEXH, BB ENXENBE R, BIEBINER
VOLUME R BB G R] T E 1 B A AT IR 3

USER

MRENRSAFEFNIAIT, BINER user 35U EIAE root AP, 551E pockerfile FRERAZE
A RUN groupadd -r postgres && useradd -r -g postgres postgres A< IR FMBAF 4,

AR EHREFR, ARPNARPASRIKSECR UID/GID BZAHER, TREMWERGNHKS
ECZJRY UID/GID AJge A —1%. SIRBIRHiHER UID/GID, RN IZEILAIFEE —1 UID/GID,

{REZ1ZE R E R sudo, RATARATEAN TTY FESHELZITH ORISR AYA) @ L © BEfRRAY B BIE
%, WRIRENFEMN sudo EBARITHEE (140, LA root APRATIAKIEANTFIFHZ, LAIE root AR,
7€), RAJLAER gosus.

&a, AT EVEBMERE, BRIMFMER user REITIRAF.
WORKDIR

NTEMMEMNET TN, RE1ZE 27 WorkDIR F{ERAENTERF. FAIb, RNZiZER workDIR KEM
FEMAF RUN cd ... && do-something YIS, EEMELUMIE. HEFEFIL4R,

B HRERG

XLEE iR Dockerfile ZB@&E B5E, ¥ M docker-library/docs,
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fiRA: @Ml Docker

FF/& Debug &5
7£ dockerd BEE X daemon.json (BRIAALTF /etc/docker/) HiaRN

{

"debug": true

}

BERTIFHE,

$ sudo kill -SIGHUP $(pidof dockerd)
IttBY dockerd 2T HEPFHIEEZERME DT,

RERZEE

$ sudo dmesg |grep dockerd
$ sudo dmesg |grep runc

Docker ARz A0 ER
AT LAZR%E dockerd #HiEE B HR A RIE o

$ sudo kill -SIGUSR1 $(pidof dockerd)

& E Docker ZIth#iE
AE, FIEESFIRFTERI Docker ZKHEHE, CIERGHI RS,
BN ERARNBNAERA U TSR THE:

$ docker system prune

MRMREZRE “MEWIZE”, 7£ Docker Desktop BHIFMH THN AL,

RETERIANEZFANERE. B SNWRERE, FEBZFLE Docker i35, THENHF
i, 7EEMER Docker HiEER:
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sudo systemctl stop docker containerd
sudo cp -a /var/lib/docker /var/lib/docker.backup
sudo rm -rf /var/lib/docker

B B B B

sudo systemctl start docker

B NS rEHE
P T I=TIES
WNRR2BoEILENRY, vILUER docker logs BEFEH,

e ExitCode 1: NARFHEIR, BEF B E BRI,
e Exit Code 137: OOM (Out Of Memory), BEERERBHAZIIE,

o JFREIBEBATFIRE (- -memory)o
e Exit Code 127: #3<K#kE, PIAEE ENTRYPOINT 3% cMp EEMIER L R 1F Lo
PR ZE 4 ) =
BSRAIERTE BN
1. %% Docker DNS B2 & (/etc/docker/daemon.json)o

2. BB ENB AL (iptables/firewalld) REHE=E T %%,

3. R28WMIt: ping 8.8.8.8 (MiXi%EE M), nslookup google.com (M DNS),

(W] R ST
1. WERSBIHOSEIEMYSIT: netstat -tunlp (fBEWM) X docker exec <container> netstat
-tunlpo

2. I AN A ISRt 0.0. 0.0 TIARRE 127.0.0. 10

o WBEIMMKIIE 127.0.0.1, REEBNELEAE, MIBEENINEMOTHHINEBER
i,
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HRRAENRIK

e connection refused: KEMEHAIEIZE,
e image not found: HERGZHH Tag Ht5,
e EOF/timeout: NEFRRE, A EHEHZRINESS,
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fYR7N: HIREERR

FNRRBESFEN—FRENAONELER,

BAANO

Docker 14
Docker N\ 35

Docker &1TiiE

Docker Desktop &1Ti#ER

Docker Compose &3

Docker Hub 3744

Docker Blog

Docker Roadmap

Kubernetes X4

Kubernetes &% T1

A/

kubeadm Z3

containerd 1%

GitHub Actions 3#4
Drone X#4

S5

Docker CLI &%

Dockerfile &%

Docker 1932 £
Docker iz B API

21 74

Docker

Docker ZESCHY

BT ERE

Built with mdPress

A
\EF‘V\E

R ANER

=fES

Lo


https://docs.docker.com/
https://docs.docker.com/get-started/
https://docs.docker.com/engine/release-notes/
https://docs.docker.com/desktop/release-notes/
https://docs.docker.com/compose/install/
https://docs.docker.com/docker-hub/
https://www.docker.com/blog/
https://github.com/docker/roadmap
https://kubernetes.io/docs/
https://kubernetes.io/releases/
https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/install-kubeadm/
https://containerd.io/docs/
https://docs.github.com/en/actions
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REeRE
e Moby B GE
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Rt KiER

KRR T APPE RN —ET I REREER,

A

Alpine: —PMEELM Linux Z1ThR, B{FANEBRGHE THEERE/NE Docker $R1&,

API (Application Programminglnterface): N FfEF4RT2E 0, Docker Daemon Hgfi
RESTful API ft& P ImEIMNBIERF 5232

Base Image (BHliHRK): REIREGNHRE, BERRERAANS/NTEES (W ubuntu Sl

alpine)o

BuildKit: Docker T—EVME5|%, RIETESHMENRE. BIFfIEEFMENHLMES
o

Buildx: Docker CLIBY—"M&fF, # R THEINEE, ¥ BuildKit FrEERIFE, FlNZH
SRMREGE,

Cgroups (Control Groups): 1ZH4H, Linux R4, BFRE). iR, REHEZAFERN
YIEEFIR (30 CPU. ATE. HE1/0 F),

Cluster (5£8%). —AMBIENTR GIEN. EHE), EEBITAEE Kubernetes &

B
Compose (Docker Compose): FAFENXHMIEITZ A S Docker ZAREFHIA, #@id YAML
X B EN RS .

Container (&28): $REMIZITRA, FHEIFINMIATEXHE, BEFEMIMN,

Containerd: T ANENRRIEITH, ZOEREEBEN LRBNEGEH (BIE. B
&, 21k, $HRK).
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Daemon (FF##E): Docker UG A STIFHIZ, MSRIZUFNLIE Docker APIiEK, HEIRIR
&, B MENBUREENR,

Docker: FFEMNER2R5Z, HALERLITENBERREKHEE — B ENS S
F, REAFBEMEMRZRITH Linux B Windows #1128 .

Docker Desktop: €& Docker Engine. Docker CLI ¥ if. Docker Compose #l
Kubernetes R REN AR, &ATF macOS # Windows.

Docker Hub: Docker EAFNARBEGEERS, RIEF[HEHFEND Ko

Dockerfile: BERATHERENHSHINA Y, Docker @3 i%EEY bockerfile FAYIESED
B B oIS RIS,

Eted: —NSAIA. B—HMNDHNRERERS, SATEREE (W Kubernetes) BIBR
SERMINSEEEE,

Image ($%): Docker &2 — 1 RiEENR, &8I Docker B2HYIRAE,

Kubernetes (K8s): FRHA234%H5|E, BT ERSUNARFNIE. I ENEE,

Layer ($R&E): Docker BEGHEZ N RIREESTNK, B—B@EE Dockerfile PI—515
SHIRIESER, BIBREEXHERES (UFS) SINE—RERRENSX RS,

Multistage Build (ZFE&#I%E): Dockerfile FpY4FE, ARIFER— Dockerfile RERZ
FROM 18], M— M EREFIFFEIMESYEIB —ER, MMAIER/ N REREIEFT,
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Namespace (882 Zi8E]): Linux RizfEE, ATRESMAARIR, M#HE. ME. EHR
%, FRAREBERMBE— M RIULNRIERS

Node (FR): Bes&Ef (U0 Kubernetes) M —& T{EN2S, ATLAZYIEENSEN.

OCI (Open Container Initiative): FHRZEE, HAZRITWELE I HEFIENELHEIT
B ARG TR T AT
Orchestration (4&Hf): B IE. BB, FEINKEERSNALNFEAR @0

Kubernetes),

Pod: Kubernetes Fs/\iY. AIFEBNHESET, BE—TRZSMEBHEXNER, HZHEE
RYPNLE B 2 == [BI R o

Prometheus: FFEHNRASGREMESETIAE, HZNATRRENEEERT.

Registry (EMIARS3ER): 1R Mt Docker & THAM LI FFMED KRS BIARS 250

Repository (BF): SEPREFHENHANFMBHRGHNMS, BERBEEZEX. —1 Registry
el LB E % Repositorys

Swarm (Docker Swarm): Docker EEMEBMEHIEIET R, 7121 Docker EHEE
R—E—BIEIA Docker EAM, T R BEET RoIAMIRA brain, XRFEM

Swarm service E, FAEFIZT A I ITHA 2.

UFS (Union File System): BEX&EXH# &S, —TnE. BELAHESUENXHRSE, BX
XX RFENER—REEN.
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Vv

e Volume (iE#H). THEIREXAHRAMRITHRHER, BTLNT[LENRHAL,
HEZIBRZEREXHHE,
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Mi/\: Docker I REESHIIRER

AHRAFIEBRMEEMOEI R, AR ABIXR. INEHERENE LEIXE, HBERERKA
Docker #1 DevOps £ &,

FIH BRI

Docker I a] 3 AL MEHRMER, SN EREERHRIE S B ER N,
S—ME: BRI (0-2/8)

FIBH:

o EMAB[UNESHE

o HENSITTT. BIEEAXNER

o THMREMECERNERIZE

BORE:

Docker f&7T

F— AFAFEE Docker

F— &8 vs B vs =&

L— Docker M=Kz
— & (Image)
— %28 (Container)
L— & (Repository)

Ehitap<

|— docker run / create / start / stop / rm
— docker ps / logs / exec / inspect

— docker pull / push / tag

L— docker build -t

Docker REFRIE
F— Linux FERE
— mac0s #1 Windows Z&

— SRGIMNEREE
— WRMAFEE

EIER:

e & 7

o APE1-3IZ: NIEEMELE
e DockerCLI &=
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BHEHE :
o IEPHFI]: 34/
o STIRLKS]: 8-10 /)BT
o Rit: 2/
IFFESIRR:

# STRU TESIHBEEMNIITR

1. IBfTEH nginx &, I4iA http://localhost
2. 1A docker exec HABREBHET

3. REXEBHRAHER

4. %5553 Docker Hub (ESIEMKF)

BME: BOFAR (2-6 &)
FIBH:
o 24 Dockerfile BE
o HEBMEBCHINARG
o IBFMUREIENMMEEE

e 3K Docker Compose £wii

BODRE:
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Dockerfile IELi%fi#
'— FROM / RUN / COPY / ADD
'— WORKDIR / ENV / ARG
'— EXPOSE / CMD / ENTRYPOINT
'—— VOLUME / USER / HEALTHCHECK
L— R{ESCERANMEREMR(L

F— SEREENE

— R BREGETR

— ZMEigR

L ReRERR

BERNIEEE
— #uB% (Volume)
| = @®85
| — E'5
| — HEHSRELK
— 43%EHE# (Bind Mount)
| — BEMBEMRE
| — BRFMIRE
L— tmpfs #H
L— GRS SRS

Docker Compose
|— compose.yml/docker-compose.yml &5
— services EX
— volumes ECE
— networks EC&
— FRTE
L— RIE
F— up / down / ps / logs
— exec / run

L build / push
FIHFR:
o RPFE4-11ZF: HMNEB
e Docker EFR{ELER
e Dockerfile &%

BHIEHE :

Built with mdPress


https://docs.docker.com/develop/dev-best-practices/
https://docs.docker.com/engine/reference/builder/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

o IBPFS]: 8-10 /B

o IR 30-40 /MBY (ZSEEINE)

e 2it: 4-6F
WE LM

M 1: Python Web WA (Flask/Django)
- ‘RESME Dockerfile

- {£F compose ECEUEE

- TIMASHFLINE

TE 2: Node.js RS

- BB

- E2& compose MRS

- REMEMIFRIETE

WME 3: $HEERSML

- PostgreSQL/MySQL ERE

- BUERBAL
- EiNER

B=ME: £k (6-128)
FIBR:

o BRABREFETE

o IBFMREISIEAM

o FARIEHE (Kubernetes Efit})

o K CI/CD &5

R
3
i)
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t
e Wt
Bl
= W
oy
(3

AR (Trivy/Grype/Snyk)
BB ZMIGIE (Cosign)
SBOM 4£mFNERE

R sEL e

NZe

AP FRR

Linux BESIWH]

AppArmor F1 SELinux
Rootless &2

Z4H Docker socket Al
e

F— API ipial=sl

F— TLS AN

— ®itEE

[TTT

i
peN
=

N I I
[TTTT

it
H

MreisiEMm L
F— miTEin R
| F— cpPu / AFE / ML / 1/0
| ' MARIET
— KETHR
[— docker stats

|

|

|

| L— Grafana

— MRefiik

| = &AM

| — WA cpu BRI
| — oom ZHRFILLIE
| L WEMEEk
L

— BEREECE
— ELK Stack
— BHERE
BERHEEA
— Kubernetes VMR
| |— Pod / Deployment / Service
| }— configMap / Secret
| ' BEREMENE
F— BSRRITHER
| f— containerd
| f— CRI-O
| L— Docker
F— PR
|  |— CNI iR
| j— calico / Flannel / Cilium
| L MR
— EFENERESRA
— PV / PVC
|— StorageClass
L— statefulset

CI/CD £hL

— GitHub Actions

| | SEGEENER
| | R28E

| — Bl
— GitLab CI
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— Jenkins Docker ££F5§

L— Drone

£8IAR

F— Buildx (ZZeatER)
— Skopeo (SB&EM)
— Podman (BR{7A=)
|— Buildah (BE&IHE)

L— Kollabot

FIHR:

o AFE 12-21&F: RNRBHLLR

A7

e Kubernetes E
e CNCFZEIKL
BY BN

o IEILFS]: 15-20 /B
o LB4RS]: 60-80 /N (ZNEFLINR)
e Fit: 6-12

WE LM

ME 1: L2HREEERE
- &/ Trivy 138

- SBREZMMIE

- 5 SBOM XY

mME 2: TEEEE

- ¥ Prometheus + Grafana
- BREEFZMM

- HEERUBREM DR

IME 3: CI/CD Hit2

- GitHub Actions ¥ GitLab CI &
- BHRGEE

- REPRENEMNE

- B@EEFEZ) Kubernetes

IE 4: Kubernetes HEIZE
- Z#h K3s/Kind B

- BEBRSMA

- REFANEE

BOME: ERFE (12+A)

FIE¥5:
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o iR Kubernetes S4&4FM

o IBRRBCITHREEN

o BEBIRITAMUAIIER R FS
o TAFPRMTX

BORE:
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Kubernetes ER4F!E

F— &8rER

| = TREENEREZR

| | EHEmV &S

L— PRRNENERER
— TFfidRHE

| — SEEHEES

|  |— BRSEZAEE (Statefulset)
| b BHOMRERE

— BRESME (Service Mesh)

| — Istio / Linkerd / Cilium
| |_ /)ILEEEE

| L mIMLAIER
—
|

|

|
|

ReMEHER,
F— RBAC (FR&ifiiplzH)
— Network Policy &R\
|— Pod Security Policy
L— #ANEHI28 (Admission Controller)
— MRERIY RS
F— RAUREE ML
— BEX operator
L— BB

BERIETHKRE

F— Linux PIIZANEI

| — Namespace ¥f#
| — Cgroup vi1 # v2

|  }— overlayFs # UnionFs
| L— SELinux #1 AppArmor
— &eziTht

| |— containerd JRREIAHE
|  F— runc =}

| |— gvisor # Kata

| L— Firecracker

L— oCcI #7A

— Image Spec

L— Runtime Spec

o

DevOps TI#2fk

F— AAUREREIE

|  |— Helm / Kustomize
— Gitops (Flux / ArgoCD)
L— EREEE
Ti‘ﬁ’l‘fﬁﬂlm—lﬁﬁ

— ﬁiﬁﬂﬂiﬁ%ﬂﬁﬁ%ﬂ
— B g
— mAiEE

L— EABAIAME
F— GitFlow TIfEH
— RB&EE
L SOSFRESREAEIE

|

|

|_

|

|

| &t
|_

|

|

|

[

"R
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IR R R

EHS (week 0-2)
F— &8 vs EiML
— Docker =AM
L— Ehile<
L
Dockerfile FEREITE (Week 2-4)
— Dockerfile %
— ZMEiE
— SBEMK
Ll
BIEEE - WMEKEE — Docker Compose (Week 4-6)
— volume |— Bridge F— YAML 4RE
— Bind Mount|— Overlay |— Z&240HE
L— tmpfs — BEXMLEL— FRIER
! ! !
L |
LHIMEFL (Week 6-10)
F— web MAREL
— #iEER2E
F— RS54
L— AHIFRIFIR
!
BRRL - MEEMRNK - BIEMEE (Week 10-14)
— $HGEE — KMUE  |— Prometheus
— RRE®E |— WEMRHK |— Grafana
— $%f%B%% |— cpu fift — ELK Stack
L— sSBoM L— ZHTR
! l !
L |
REEFIFE (Week 14-18)
— c1/cp iR
— SBReE
— BE&EH
L— EERR
!
Kubernetes Efli (Week 18-24)
— Pod / Service / Deployment
— RRERE
— FEEE
L— PLKEREE
!
Kubernetes #B (Week 24-36)
|— statefulset / DaemonSet
|— oOperator k&
— seBrEE
L— BRSSMIE
!
AR FAIEIT (Week 36+)
— Z&ErElE
— Gitops IfEm
— Bk
L— FREEk
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HEEFIFR

BAXH
#HiR URL
Docker B3 X1 docs.docker.com
Docker Hub hub.docker.com
Kubernetes B/ kubernetes.io/docs
CNCF =3 landscape.cncf.io
FELRE

e Udemy: Docker #1 Kubernetes 522842 (70-100 /)\BY)
e LinuxAcademy: Linux M1B888E5I12
e ACloud Guru: AWS/Azure 28RS

e Pluralsight: Docker M1RSZES RS
PFEHEE

o (Docker RN%) - ABHRIR

e (Kubernetes f{Ei#5F) - RN Kubernetes Fy#43%+
o (BHREAZUIASNA) - ERKESEMN

o (SRE Google Bt 2i&) - &£ F=IMRRELE

BEMEX

e Docker EFEE
e Kubernetes ESEE
e CNCFEE

e DZone Cloud Architecture

Built with mdPress

HEEE


https://docs.docker.com/
https://hub.docker.com/
https://kubernetes.io/docs
https://landscape.cncf.io/
https://www.docker.com/blog/
https://kubernetes.io/blog/
https://www.cncf.io/blog/
https://dzone.com/cloud-architecture
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

INIESER
Docker iAIE
Docker Certified Associate (DCA)
ZER:
o HWMBE: 5518
o HYjEIFRAI: 90 53 %H
o RAEDE: T3% (£9413ER)
e ZEA: $199 USD
o BXHR: 24
ZIHRNBLLA:

HEMEE (20%)
- SBIRWENEE
- SBRBEMEE
- WECERSE

BEE(T (15%)
- ABRESEH
- KRR
- BREREE

ML (15%)
- RLBIREN
- BEBE
- mOBRE

=E (10%)

- Volume &2
- BUBRA

- BREER

RHE (20%)
- Docker Compose
- Docker Swarm £t

=& (15%)

- FRPAIR
- THEE

- BBRe

- SPPERS

HMEE (5%)
- Logging drivers

- EfFRE
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HEERIY:

1. ¥IXPE 1-11 & (BEmEIHE)

2. 5ERY 20+ NEHINE

3. BEEAFIEE

£% KodeKloud DCA JAIMEFERI: https://kodekloud.com/blog/docker-certified-associate-guide/

*H OH H B

# 4. EPER
- Linux Academy DCA #4>JRR
- wWhizlabs DCA 1RIAER

# 5. BEREENGS

docker build / push / pull / tag

docker run / exec / logs / inspect / ps
docker volume / network / service
docker compose up / down / logs / ps
docker stats / events / inspect

Kubernetes i\iE
INERRER:

1. CKA - Certified Kubernetes Administrator

O

BE: B

Bl 3/hEY (Li%)

ZEF: $395

NE: SRR B2 HEHE

O

(e

(e

2. CKAD - Certified Kubernetes Application Developer
o ME:
o BYjal: 2 /)BT (SEi%)
o ZEM: $395
o AR MAALMEE

3. CKS - Certified Kubernetes Security Specialist

i

i}

o ¥E: R&
BjaE]: 2 /B (30#)
o EH: $395

o AR Le&fE

O

54

¥
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ERHAASERER

Ei SR

Q1: Docker RSEFMEMHBFAKHI?
A (BR):

AL

- REEMIRERSIFE (6B R)
BEhEtia: DEk

REES: ESEHFRE

- HEEFE: B (5-20%)

s
- HERZ, GERZAMER (MB &)

- BEhBdiE:

- BBERS. HELEE (Namespace/Cgroup)
- MEBEFFEH: 1R (1-5%)

B4 ARERE. ER. BEES

Q2: f+4 = Docker $HfR? BIAIFAER?
A (BR):

FHRATR:

- RUBBIXH R
el

- 5-ERA-ENNE

FEAI:

- Union FS: ZANRIFEE + — AR
- & RUN/COPY/ADD 1E40IE—R

- Bziah@d diff EEEE, BETE

o

e

- HEERMRRDFE
- BREFMIREE
- ZHERIR

Q3: REBMAISCIRRE?

A (BER):
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BARFEL:

1. Namespace (GEJEFRE):
- PID Namespace: #iZfR%
- Network Namespace: FI4E[RES
- Mount Namespace: XH&RZIRE
- UTS Namespace: T#H&BIRE
- IPC Namespace: HIZEBIEIRE

2. Cgroup (EIJRBRH) :
- [RH cpu fEMA
- REINTFEERA
- REIEE 1/0
- PRAEIMLEH

3. Linux BEMEI (RPRIZH) :
- HIBARHERN root R
- PR%IASS6E

4. SELinux / AppArmor (GGE&IisIaEEE))

Dockerfile EHiXE
Q4: a1k Docker FRGA/N?
A (ER):

1. EESENERTEG:
scratch < alpine:3.21 < python:3.14-slim < python:3.14

2. ZMERME:
- MEMRRAREHELR
- BITMEBREERE i
- HAHS: Go. Node.js. Java
3. BEGEERERF
apt-get clean & rm -rf /var/lib/apt/lists/*
yum clean all && rm -rf /var/cache/yum

pip install --no-cache-dir

4. &7 RUN 352
BB BRER

5. {#M .dockerignore:
HER RN ERER T

6. ERERAFS:
Go: -ldflags="-w -s"
C/C++: strip binary
7. EHEFR:
gzip BEXH, EEER

Q5: CMD #1 ENTRYPOINT HHAXZ?

A (BER):
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CMD:

- EXBREINGS

- ABETREWEZ docker run image_name custom_cmd
- AIEZD oMD, RERE—MEM

ENTRYPOINT:
- EXBBNEHITIER

- ARETHNSHENMIEES
- 5 cvp EEEfER

WERE:
ENTRYPOINT ["python", "app.py"]
CMD ["--port", "8000"]

# i&{T docker run image --debug &HIT:
# python app.py --debug

RIE M FAEE IR
Q6: Docker FIRIREHRIX 51I?
A (ER):

Bridge (BAik):

- AR, AREEdMNERE
- ZHFIROREY

- [REiLy, HEEET

Host:

- EABEENRMSE

- MEERMN, REMRE

- AERln O EEMRETEITE N

Overlay:

- BEVBE, EF VXLAN

- Docker overlay PIZZRIAER UDP 4789 fEiEkiE

- Swarm #5fE; Kubernetes @®EHMH CNI HESSIEEHIMNE
- MEBERRMR, SR

macvlan:

- BEIRIE MAC it

- RIMAWIBN, MEELF
- BATYEMEER

None:

- TR, T2REE

Q7: Volume 1 Bind Mount HHAXZI?

A (BER):
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Volume:

- Docker B, FfEfIE: /var/lib/docker/volumes/
- BEERE, BT

- LR, "R

- WEEEFINEFER

Bind Mount:

- BEVERE, FEUE
- BEAREM—MR

- BeYF, BTFHAAIFR
- NIREESH

tmpfs:

- WEXHERS, TRAKL
- BTFIEEH. SURERE
- MEERY, EREX

ZeMEFmiE
Q8: WNfaliRE Docker Z214?
A (BR):

HERe:

- FREAREHAIEHRER

- EfRERE (Trivy/Grype)
- BEHEZWIE (Cosign)

- ERMEE sBOM

AREBIT!

- L3E root AFIBTT

- f#M read-only X#HZ&E%

- FR%I Linux BEH

- f#M AppArmor I SELinux

BENLE:

- BHE TLS JANE API

- REE /var/run/docker.sock
- £ Rootless A2

- EHAEH Docker

MERE:

- FREEXRERS
- FRERMLEERS

- PREIHAIERE

Q9: A23# OOM 2:3t, NS rMIf@R?
A (BER):
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Ll
1. KWERBEEM 00M RITE:
docker inspect <container> | grep OOMKilled

2. BEEBINES:
dmesg | grep -i oom
journalctl -u docker | grep -i oom

3. BIEREFER:
docker stats <container>
docker exec <container> ps aux --sort=-%mem

fER:
1. EINRTERS:

docker update -m 2g <container>

2. WERER:
ERARNEPITIE (heapdump. pprof)

3. fRLLRZA:
- IEANLIIR SRR
- BDERERN
- EANSMIERN

4. ERREXBR (REFR):

docker run -m 512m --memory-swap 1g

Q10: #AI7E CI/CD Hh&ERR Docker?
A (BR):
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TIIEMER:

- fh%k2:: Push / PR EHff
- ¥9E5E&: docker build
- 172 git sha. &S
- B3 Trivy SEREHE

- &L cosign BERER

TEHERNER :
- HXEIHREREE: docker push
- iR SBoM FHERSG

EEMEL:

- WIFEGRER

- RERGIEE

- EMBELE

- % Gitops IfEA

W
- WERAETS
- SRR
- HEREER

THITER:

GitHub Actions / GitLab CI ¥50ff push
EITRTR

932 Docker &

#E3%X3) Docker Hub / ECR

itk ArgoCD / Flux HTHERE
IRITEERTS

o g b~ W N R
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3 S IRERIRIR

# Docker FIHERER

## B—MER: BN (B 2 A)

]
]
]
1
1

'
o B B B e B |

F5EE 1-3 E (6 /NE)

SERLERE SRS (10 /)\BY)
BEITERLEG
BUEEFNHIXE— KRS Docker Hub
SERLE: %

## BN OFR (BIF: 4-6 )

L B B B B |

1
1
1
1
1

F5EE 4-11 B (15 /A

52 3 1 Dockerfile RfELEEIE
%42 Docker Compose (5 MIFH)
FIHIEBIEMLE (8 /\6T)

SERE: %

## B=MEL: £ (B 6-12 &)

1
1
1
1
1
]

'
L W B e B e B e |

FRE 12-21 F (25 /)H)
FELLRENER
BRI

BiE CI/CD fig
Kubernetes &t (30 /)\dY)
SERE: %

## B TRRE (B 12+ &)

e B Bl e B e B |

]
]
1
1
1

Kubernetes E4FE
BRSMIEES)
KRR
REFHRIE

TERE: %

## JEBBER

-0
-0
-0

Docker DCA iAJE
CKA 3JAIE
CKAD iAiE

## LAINEEER

]
]
1
1
1
1

'
[ B B e Bl e B e B |

Python Web RZARZEL
Node.js MRS
BIBERZHRL

SEEIARS SR

B EERS

CI/CD MIZSRI

RESETRER

FRGYEE:
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# SRIBERE
docker build -t image:tag . # MEHRG

docker images # HIHERES
docker rmi image:tag # MIBREES
docker tag source:tag target:tag # MRCERE
docker push registry/image:tag # HERES
docker pull image:tag # PIENER(SR
docker history image:tag # BEREHREAE
docker inspect image:tag # BERBREIFE
# DREE

docker run [OPTIONS] image # BITAZR
docker ps [-a] # YA
docker stop/start/restart container # ReSEmER
docker rm container # MpRE28
docker logs [-f] container # BFHE
docker exec -it container cmd # HANDRR
docker inspect container # EEBREE
docker stats [container] # EERRER
# MEEE

docker network 1s # HIHMLE
docker network create name # BIERI%K
docker network connect/disconnect # EE/ WIS
docker network inspect name # EEMLZIEE
# BEE

docker volume 1s # FIHE
docker volume create name # BIgs
docker volume rm name # HibRE
docker volume inspect name # BELHFS
# Docker Compose

docker compose up [-d] # BufRS
docker compose down # {FIEARS
docker compose ps # HIHARSS
docker compose logs [-f] [service] # EFHZE
docker compose exec service cmd # TERSHHITHS
docker compose build # MERSHES
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